U tso

a Williams Lea company

Published by TSO (The Stationery Office), a Williams Lea company,

and available from:

Online
www.tsoshop.co.uk

Mail, Telephone & E-mail

TSO

PO Box 29, Norwich, NR3 1GN

Telephone orders/General enquiries: 0333 202 5070
E-mail: customer.services@tso.co.uk

Textphone: 0333 202 5077

S|I|3Ni
97780

78-0-10-5

105760

i043i9
4389

§T0T LOV (SSADDV ANV ASN) VIVA—SALON AJOLVNV1dXA

EXPLANATORY NOTES

Data (Use and Access) Act 2025
Chapter 18

£34.63






DATA (USE AND ACCESS) ACT 2025
EXPLANATORY NOTES

What these notes do

These Explanatory Notes relate to the Data (Use and Access) Act 2025 which received Royal Assent on
19 June 2025 (c. 18).

@ These Explanatory Notes have been prepared by the Department for Science, Innovation and
Technology, the Department of Health and Social Care, the Home Office, the Department for
Business and Trade, HM Treasury, the Department for Energy Security and Net Zero, and the
Ministry of Justice, in order to assist the reader in understanding the Act. They do not form

part of the Act and have not been endorsed by Parliament.

@ These Explanatory Notes explain what each part of the Act will mean in practice; provide
background information on the development of policy; and provide additional information on

how the Act will affect existing legislation in this area.

@ These Explanatory Notes might best be read alongside the Act. They are not, and are not

intended to be, a comprehensive description of the Act.

c.18-EN
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Overview of the Act

1

This Act intends to harness the power of data for economic growth, support a modern digital
government, and improve people’s lives.

The provisions on Smart Data schemes allow for the secure sharing of customer data, e.g.,
held by a communications provider or financial services provider, upon the customer’s
request, with the customer themselves or authorised third-party providers (ATPs). ATPs use
the customer’s data to provide services for the consumer or business, such as efficient
switching and personalised market comparisons, account management, for example via
account aggregation, and cross-sector user-centric control of data.

The Act establishes a legislative structure for the provision of digital verification services in
the United Kingdom (UK), where providers of those services wish to be registered on a
government register. This structure aims to enable users to recognise trusted digital identity
providers within the digital identity market and enable digital identities and attributes to be
used with the same confidence as paper documents. These measures make provision for the
preparation and publication of a trust framework of rules concerning the provision of digital
verification services, together with supplementary rules (known as supplementary codes) for
specific use cases. They also establish a publicly available register of persons providing
digital verification services that are certified against those rules and supplementary rules (if
applicable). Finally, they provide that registered persons can use a trust mark and have
access to an information gateway, to enable public authorities to disclose personal
information to registered persons for identity and eligibility verification purposes.

The Act includes provisions which provide a legislative framework to support the operation
of the National Underground Asset Register, a digital map that will improve both the
efficiency and safety of underground work by providing secure access to location data about
pipes, cables and other types of apparatus installed in streets.

The Act reforms the way in which births and deaths are registered in England and Wales,
enabling the move from a paper-based system to registration in an electronic register.

Targeted reforms to parts of the UK's data protection and privacy framework aim to maintain
high standards of protection, whilst addressing a lack of clarity in existing legislation that
impedes the safe development and deployment of some new technologies. These reforms
intend to support economic growth and a modern digital government.

The Act includes provisions facilitating the flow and use of personal data for law
enforcement and national security purposes. These reforms seek to enhance the work of law
enforcement and national security agencies in the interest of public security. Provisions also
seek to improve law enforcement efficiency by removing unnecessary complexity and
processes, and reducing differences between the data processing regimes.

The Act also contains provisions to reform the regulator, the Information Commissioner,
including its governance structure, duties, enforcement powers, reporting requirements and
its development of statutory codes of practice. These reforms give the regulator new, stronger
powers and a more modern structure — while maintaining its independence.

The provisions on information standards for health and adult social care in England make
clear that information standards published under section 250 of the Health and Social Care
Act 2012 in relation to the processing of information include standards relating to
information technology (IT) or IT services. The provisions extend the persons to whom
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information standards may apply to include providers of IT, IT services or information
processing services using IT used, or intended for use, in connection with the provision in, or
in relation to, England of health or adult social care.

10 The Act provides the Gas and Electricity Markets Authority flexibility to determine the best
process to follow in appointing the successor licensee for providing smart meter
communication services. It follows a review of the current licensing process by the Office of
Gas and Electricity Markets (Ofgem), being the body that supports the Authority.

11 It also extends data sharing powers under section 35 of the Digital Economy Act 2017 to
include businesses, with a view to better enabling targeted public services to support
business growth and to deliver joined-up public services and reduce legal barriers to data
sharing.

12 The Act makes amendments to the Online Safety Act 2023 to create a requirement for
OFCOM, when notified of a child death by the Coroner (or Procurator Fiscal in Scotland) to
issue an information notice to specified online service providers requiring them to retain
certain information relating to the use of the service by the deceased child for a specified
period.

13 The Act provides a regulation-making power to create a framework allowing researchers
access to data relating to online safety held by tech companies.

14  The Act makes provision for the retention of biometric information, including that received
through international partner sharing, with the intention of improving efficiency and limiting
risk to national security.

15  The Act then includes provisions which seek to update regulations to make sure that the
UK's trust services legal framework continues to function effectively.
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Policy background

16

17

The Government wants to harness the power of data for economic growth, to support a
modern digital government, and to improve people’s lives. The Data (Use and Access) Act
has been designed with the intention of achieving these 3 objectives.

The UK data economy (its data market plus the value data adds to other sectors of the
economy) represents an estimated 6.9 per cent of GDP (as of 2022). Data is essential to UK
businesses: 77 percent of UK businesses handle some form of digital data; increasing to 99
percent for businesses employing more than 10 people. In 2021, data-enabled UK service
exports accounted for 85 per cent of total service exports, estimated to be worth £259 billion.

Access to customer data and business data

18

19

20

21

Smart Data is the secure sharing of customer data, upon the customer’s request, with
authorised third-party providers (ATPs). ATPs can typically be defined as organisations who
are neither the customer nor original service provider (e.g., the bank), and are offering
services to the customer.

ATPs use the customer’s data to provide innovative services for the consumer or business,
such as automatic switching and account management, for example via account aggregation.
The incumbent industry (e.g., the service provider such as the bank) may also opt to innovate
and offer similar services.

The provisions in this Act on Smart Data aim to improve data portability between suppliers,
service providers, customers, and relevant third parties with a view to:

® Rebalancing the information asymmetry between suppliers and customers;

@ Enabling customers to make better use of their personal data, e.g., enabling

accurate tariff comparisons and providing access to better deals;

@ Enabling customers to benefit from a more competitive marketplace, including
through lower prices and higher quality goods and service delivery; and

@ Providing new services in and across the sectors, such as those which may help
consumers save and manage their money and services.

Open Banking is the only active example of a regime that is comparable to a 'Smart Data
scheme' - but it needs a legislative framework to put it on a permanent footing, from which it
can grow and expand. In 2017, following a market investigation due to competition concerns,
the CMA ordered the nine biggest banking providers in the UK to ‘open up’ the data relating
to personal and business current accounts. The CMA required the nine largest banking
providers to set up the Open Banking Implementation Entity to oversee the scheme. In
January 2023, the CMA announced the substantial completion of the Open Banking roadmap,
with focus shifting towards preparing for the transition to new arrangements for Open
Banking. As of December 2024, there are over 12 million consumers and small businesses
using Open Banking.
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Digital Verification Services

22 The digital verification service provisions in this Act aim to increase trust in and acceptance
of digital identities across the UK to help make identity proofing easier, cheaper and more
secure and to enable a trusted digital identity market to develop in the UK for those that
choose to use it to prove things about themselves, for example when starting a new job or
moving house. To do this, the Act establishes a legislative structure for the provision of
digital verification services in the UK, where providers of those services wish to be registered
on a government register. It also enables public authorities to disclose personal information
to registered digital verification services providers for the purpose of identity and eligibility
verification.

Powers relating to verification of identity or status

23 Since 6 April 2022, employers and landlords have been able to use Identity Service Providers
(IDSPs), also known as Digital Verification Service (DVS) providers, to carry out the digital
identity checking element of Right to Work and Right to Rent checks. Completion of the
prescribed checks provides the employer, landlord or letting agent with a statutory excuse
against the imposition of a civil penalty if found to be employing or renting to someone
disqualified from work or renting in the private rented sector as a result of their immigration
status. An employer or other relevant person may also be required to carry out prescribed
right to work checks in order to comply with the terms of an illegal working compliance
order.

24 The use of IDSPs is currently limited to checks of valid British or Irish passports (or Irish
passport card), noting the holders of these are not in scope to use the Home Office online
checking services.

25  This system of right to work and right to rent checks was introduced under existing powers
in the Immigration, Asylum and Nationality Act 2006, the Immigration Act 2014 and the
Immigration Act 2016.

26  The Act enables the Home Office to legislate to require employers and landlords who carry
out right to work and right to rent checks using Identity Document Validation Technology
(IDVT) to use the services of DVS Providers who are noted in the register established under
Part 2 of the Act as complying with designated supplementary rules concerning these checks.

National Underground Asset Register

27  There is estimated to be around 4 million kilometres of buried pipes and cables in the UK,
and a hole is dug every 7 seconds to install, fix, maintain or repair these assets that are critical
in keeping the water running, gas and electricity flowing and telecommunications lines
connected. Approximately 1 in every 65 holes dug results in an accidental asset strike (c.
60,000 a year), causing around £2.4 billion worth of economic cost, putting workers’ lives at
risk and causing disruption.

28  There are 600+ owners of underground assets (or “apparatus”) across the public and private
sectors (including energy, water, telecommunications and local and transport authorities)
who hold data about their own apparatus, which they are required by law to share for the
purposes of ‘safe digging’. However, currently there is no standardised method to do this
with multiple organisations having to be contacted for each dig, providing information in
varied formats, scales, quality and on different timelines resulting in a complex process for
installing, maintaining, operating and repairing buried apparatus.
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19 June 2025 (c. 18)

12



29  This Act streamlines the data-sharing process, reduces the risk of potentially lethal utility
strikes on apparatus and promotes more efficient management and maintenance of
underground apparatus, through establishment, on a statutory footing, of the National
Underground Asset Register (“NUAR”). NUAR is a digital map that seeks to improve both
the efficiency and safety of underground work by providing secure access to location data
about pipes, cables and other types of apparatus installed in streets.

30 The measures update existing data sharing obligations related to buried apparatus to take
advantage of the opportunities provided by the data and technology developments that have
happened since the previous legislative measures were made. They simplify and expedite the
process by which apparatus data is shared by requiring undertakers to share their data in a
prescribed manner through NUAR. This will ensure those planning and carrying out street
works have access to up-to-date, comprehensive and standardised data when they need it, to
carry out their work effectively and safely. This legislation also ensures a sustainable ongoing
service through introduction of fees on those who benefit from the service, rather than
relying on taxpayer funding. The provisions allow for data to be made available for purposes
beyond safe digging, where appropriate.

Registers of births and deaths

31 The birth of every child in England and Wales is required to be registered by the registrar of
births and deaths for the sub-district in which the child was born. Similarly, the death of
every person dying in England or Wales is required to be registered by the registrar of births
and deaths for the sub-district in which the death occurred.

32 This Act removes the requirement for paper registers to be held and stored securely in each
registration district and enable all births and deaths to be registered electronically. This
removes the current duplication whereby births and deaths are registered both electronically
and in paper registers.

33  Births and deaths will continue to be registered on information provided by a qualified
informant at the register office in the sub-district in which the birth or death occurred. The
Act includes a regulation-making power for the relevant minister to make regulations, to
provide that if a person complies with specified requirements at the time of registering a
birth or death they are to be treated as having signed the register in the presence of the
registrar. This may include requiring a person to sign something other than the register or
requiring a person to provide specified evidence of identity.

34  With the introduction of an electronic register there will no longer be a requirement for the
system of quarterly returns, as all birth and death entries will be held on the single electronic
register maintained by the Registrar General. It will also provide flexibility in how births and
deaths are registered in the future, removing the requirement for face-to-face registration.
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Changes to the Data Protection Act 2018, UK General Data
Protection Regulation and the Privacy and Electronic
Communications Regulations 2003

35 Targeted reforms to the UK’s data protection legislation intend to maintain high standards of
protection, whilst facilitating the safe deployment and development of modern technologies,
and the responsible use of personal data. These reforms intend to support economic growth
and a modern digital government. Changes include:

® Making it clear that research organisations can seek broad consent for areas of
scientific research;

e Allowing legitimate researchers doing scientific research in commercial settings
to make equal use of the provisions by clarifying that commercial research
activities can benefit from the special position of research in the data protection

framework;

@ The creation of a new lawful ground under the UK GDPR of ‘recognised
legitimate interests’;

e (larification of the rules in relation to the purpose limitation principle to address
existing uncertainty around re-using personal data, including for public interest

purposes; and

® Permitting decisions based solely on automated processing which have legal or
similarly significant effects for individuals to be taken in wider circumstances
and clarifying the safeguards that must be in place when organisations take such
decisions.

36  The Act also modernises the governance structures of the ICO by:
e Introducing a chair, non-executive and chief executive roles;

@ Providing a clearer framework of objectives and duties on which to report to
Parliament; and

e® Introducing new, stronger powers of enforcement.

37  The Act updates the Privacy and Electronic Communications Regulations 2003 through new
provisions on: unsolicited direct marketing communications (e.g. nuisance calls); personal
data breach reporting by communications service providers; confidentiality of terminal
equipment; soft opt-in for charitable purposes; ICO’s enforcement powers; and sectoral codes
of conduct.

38  The Act clarifies the rules on international transfers and cross-border flows of personal data.
International data flows can drive commerce, support research and innovation, and help
people to stay socially connected to one another. This Act is intended to facilitate
international trade by providing a clearer and more stable framework for international
transfers of personal data.
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Changes to Part 3 and Part 4 of the Data Protection Act
2018

39  Some of the differences between Part 3 of the Data Protection Act 2018 (DPA 2018), which
covers law enforcement processing, and the UK GDPR cause difficulties for competent
authorities who process under both regimes depending on whether the processing is for a
law enforcement or general purpose respectively.

40  This Act makes changes to Part 3 DPA 2018 in order to reduce differences across the regimes
by introducing a definition of consent that has the same meaning as in the other regimes; by
conferring the ability to create codes of conduct and introducing similar exemptions for legal
professional privilege and national security. All of these provisions currently exist under the
UK GDPR.

41  The Act also amends Part 3 DPA 2018 to remove the requirement for competent authorities!
to inform the data subject that they have been subject to automated decision-making if certain
conditions are met, including reconsideration, with meaningful human involvement, as soon
as reasonably practicable. This change reflects the fact that, under certain circumstances, the
current requirement could risk prejudicing an active investigation by tipping off an
individual that they are of interest to the police.

42 The Act also removes the requirement to record a justification in the logs of consultation and
disclosure, which is resource intensive and holds limited value in maintaining accountability
since it is unlikely that someone accessing the log for an improper purpose would enter an
honest justification. The other safeguards, such as the requirement to record the time and
date of consultation or disclosure, remain in the legislation.

43  The current situation where competent authorities and the intelligence services are governed
by different data protection regimes presents challenges to joint operational working. In
response to the Manchester and Fishmongers” Hall terrorist incidents and the increasing
expectation that law enforcement and the intelligence services will work jointly in
operational partnerships, the Act introduces a power that will allow the Secretary of State to
issue a notice designating some specified competent authorities to process data jointly with
the intelligence services under Part 4 DPA 2018 for national security purposes. This intends
to enable these operational partnerships to respond to national security threats and protect
the public, particularly where the processing of data requires complex decisions at pace.

1 These are bodies defined under section 30 of the DPA 2018 as either bodies set out under Schedule 7 of that Act (the list
includes police forces, government departments and bodies with functions relating to offender management such as the
Youth Justice Board for England and Wales and the probation service providers) or any other person who has a “statutory
function” for any of the “law enforcement purposes” (i.e. the prevention, detection, investigation and prosecution of
criminal offences or the execution of criminal penalties as well as the prevention of threats to public security).
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Information standards for health and social care

44  For the health and adult social care system to work efficiently and effectively, data needs to
flow through the system in a standardised way, so that when it is accessed by or provided to
an organisation for any purpose it can be read, be meaningful to, and be easily understood by
the recipient and/or user of the data. This relies on data being collected, processed, and
shared in a consistent way.

45  This Act intends to improve people’s lives and life chances, by enabling more and better
digital health and care services and supporting appropriate data-sharing across the wider
health and adult social care sector.

Smart meter communication services

46  The Smart Metering Implementation Programme is a Government Major Project Portfolio
(GMPP) Programme that is estimated to deliver a net benefit to Great Britain of £6 billion2
The Government believes that its successful implementation is key for delivering energy bill
reductions, improved customer service and the cost-effective delivery of net zero, by enabling
the integration of renewables and emerging technologies such as heat pumps and electric
vehicles.

47 Central to the operation of smart metering is the activity of communicating to and from smart
metering systems. The GB-wide smart meter communication service is provided by a single
licensed entity, regulated by the Gas and Electricity Markets Authority (GEMA). Smart DCC
Ltd was awarded the smart meter communication licence under section 6 of the Electricity
Act 1989 and section 7AB of the Gas Act 1986 in September 2013 following an open
competition and the licence term is coming to an end.

48  This Act provides the Authority with flexibility to determine the best process to follow in
appointing the successor smart meter communication licensee. This intends to ensure that the
Authority is able to appoint a successor in a timely and efficient way that is in the best
interest of energy consumers.

Information to improve public service delivery

49  For public service delivery, the existing power under section 35 of the Digital Economy Act
2017 allows for data sharing that benefits households and individuals. With the intention of
facilitating more responsive, joined-up public services across the digital economy, this Act
extends powers under section 35 to allow data sharing to deliver public services to
businesses.

50  The aim of extending the powers is to enable businesses to access public services and support
more easily, giving them easier access to information, guidance and business support
services.

2 Smart meter roll-out: cost-benefit analysis 2019 (September 2019)
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Retention of information by providers of internet services

51

52

53

54

55

The Online Safety Act 2023 (OSA 2023) allows OFCOM to issue information notices to social
media companies and other online services. These notices require recipients to provide
certain data to OFCOM for the purposes of responding to an information request from the

coroner or Procurator Fiscal in Scotland, or for preparing a report under section 163 of the
OSA 2023.

This Act expands on this. When a coroner or Procurator Fiscal suspects a child may have
taken their own life, they can notify OFCOM. OFCOM must then issue information notices
ordering providers of specified regulated services to preserve data on that child's use of those
services for a period of time where that information may be needed to respond to an
information notice issued under section 101 or to produce a report under section 163 of the
OSA 2023.

This Act also enables OFCOM to issue information notices requiring any other relevant
person (as defined in the OSA 2023) to preserve data relating to the use of specified regulated
services by that child where that information may be needed to respond to an information
notice issued under section 101 or to produce a report under section 163 of the OSA 2023.

The data preservation measure ensures that information on the child's social media and
internet use remains available for the investigation by the coroner or Procurator Fiscal or
should OFCOM need it in order to respond to a request from a coroner or Procurator Fiscal
or to produce a report under section 163 of the OSA 2023. It prevents the data being deleted
through routine processes while an investigation is active.

The enforcement powers and penalties in the OSA 2023 for not complying with OFCOM
information notices will apply to the new preservation measure, although the Act creates a
limited number of new criminal offences tailored to this information notice process.

Information for research about online safety matters

56

The provisions in this Act allow the Secretary of State to make regulations that create a new
framework that would permit researchers access to information held by certain providers of
internet services, for the purposes of research into online safety matters. OFCOM prepared a
report, laid in Parliament on 8 July 2025, that provides significant evidence on the issue of
access to online safety data for researchers. This report will provide a solid evidence base to
inform the design of the access framework, and the Secretary of State will be under a duty to
consult with OFCOM and other appropriate bodies before making regulations.

Retention of biometric data

57

Sections 18 to 18E of the Counter-Terrorism Act 2008 (CTA 2008) set out the framework for
the retention of biometrics (fingerprints and DNA profiles) for national security purposes.
The CTA 2008 sets out a standard retention period for biometrics processed under this
framework. Biometrics can be held for up to three years from the point at which the
biometrics were taken, unless the individual has a prior UK conviction for a recordable
offence, or, in cases where the police do not know the identity of the individual to whom the
biometrics relate, under which circumstances they can be retained indefinitely. The CTA 2008
also includes the power for the police to submit National Security Determinations (NSDs) in
cases where the individual does not have a conviction, but the police consider that it is both
necessary and proportionate for the purposes of national security to retain the biometrics.
NSDs require approval by a Chief Officer, and are reviewed by the independent Biometrics
Commissioner. An NSD can be approved for up to five years, and can be renewed.
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58

Where the police receive biometrics of national security interest from overseas partners, they
process these under the CTA 2008 framework (the biometrics processed under the CTA 2008
can be referred to as ‘section 18 material’). As the volumes of these international biometrics
have increased over time, particularly those biometrics received from INTERPOL, the
existing retention rules in the CTA 2008 have increasingly presented operational challenges
for the police. Specifically, an NSD requires a substantial amount of information in order to
present a sufficient national security case which can justify the necessity and proportionality
of retaining the biometrics for a longer period. This level of information is often not available
for biometrics received from overseas, and the volumes involved mean that this is becoming
unsustainable for the police to process such a high number of NSDs. The changes in this Act
intend to mitigate these issues by ensuring that biometrics of national security interest
received from overseas partners (or that relate to persons who have overseas convictions) are
able to be retained by the police, where they may have otherwise needed to be destroyed,
whilst ensuring retention minimises the intrusion on individual rights.

Trust services

59

60

61

Trust services such as electronic signatures, seals, and timestamps increase confidence in the
use of electronic transactions through mechanisms such as verifying the identity of
individuals and businesses online and confirming the integrity of electronic data e.g.
documents. Regulation (EU) No 910/2014 on electronic identification and trust services for
electronic transactions in the internal market (incorporated into UK law at the end of the EU
Transition Period under section 3 of the European Union (Withdrawal) Act 2018 as amended
by the Electronic Identification and Trust Services for Electronic Transactions (Amendment
etc.) (EU Exit) Regulations 2019/89, provides the legal framework for the use of trust services
in the UK and the recognition of equivalent EU trust services. The ICO is the supervisory
body for qualified trust service providers and can carry out audits, grant qualified status, and
take enforcement action.

The measures in the Act seek to ensure the effective functioning of the UK regime for present
and future arrangements. This is to make sure that the regime is ready to support future
demand for secure and trusted electronic transactions in the UK.

Additional measures in the Act seek to prepare the UK to fully participate in the global
digital economy by providing the legal basis for mutual recognition agreements on trust
services with other countries. As the digital economy grows globally, there is increasing
interest in the interoperability of trust services across borders. This Act supports
interoperability which facilitates international business, reduces trade friction, lowers costs,
and enhances confidence and security.

Creation/requesting the creation of purported intimate
images

62

63

As part of its mission to halve violence against women and girls, the government committed
in its manifesto to ban the creation of sexually explicit deepfake images. Section 138 fulfils
this commitment by creating new offences of creating, or requesting the creation of, a
purported (or ‘deepfake’) intimate image of an adult without their consent or reasonable
belief in their consent.

There has been a significant rise in the accessibility of technology used to create purported
intimate images, and in their prevalence online without the consent of the person depicted.
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64  Under section 66B of the Sexual Offences Act 2003, the law already captures situations where
intimate images including deepfakes are shared without consent or reasonable belief in
consent. However, there is currently no criminal offence of creating, or requesting the
creation, of intimate image deepfakes of an adult, without consent or reasonable belief in
consent. This behaviour can cause harm to the individuals depicted and forms part of a
culture of wider harmful and misogynistic behaviour.

65  The offences do not cover purported intimate images of children, as the criminal law already
covers indecent images including deepfake images of children (i.e. those under the age of 18)
in section 1 of the Protection of Children Act 1978.

Copyright and Artificial Intelligence

66  The interaction of the copyright framework and artificial intelligence (Al) systems is a key
area of work for the government. The underpinning objectives are to enhance rights holders’
control over use of their works; to help Al developers access high quality content legally; and
to facilitate greater transparency over what material is being used and how.

67  The provisions in this Act on reporting and an economic impact assessment (sections 135-137)
and commitments to hold working groups on the relevant issues will ensure that the wide
range of views on this issue will be taken into account and a practical plan put in place to
deliver the objectives above. We will continue to engage extensively as we consider next
steps.
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Consultations

Access to customer data and business data

68

69

70

71

In 2018, the previous government consulted on Smart Data - specifically whether and how to
extend the benefits of Smart Data to sectors beyond retail banking (delivered through Open
Banking). Consultation responses were received from the technology, energy,
communications, and financial sectors, as well as charities and academia.

Respondents were in favour of the extension of Smart Data and generally in favour of
legislation to mandate industry involvement in Smart Data initiatives, though some wanted
more time for voluntary approaches to develop first. No significant voluntary schemes have
developed in the absence of effective legislation and regulations.

The previous government’s consultation response committed to primary legislation to extend
the government's powers to mandate participation in Smart Data initiatives.

The previous government considered that a voluntary approach would lead to continued
slow progress and possible duplication of work across sectors. Delays would stem from
limited incentives for data holders to share data; this has been evidenced in the slow progress
of similar voluntary schemes, such as the Data Transfer Project and Open Transport. As
companies in scope of the schemes are likely to bear much of the cost of Smart Data, there is a
high risk that no schemes will voluntarily emerge on a wide scale.

Digital identity and attributes consultation

72

73

74

In July 2021 the previous government published a digital identity and attributes consultation.

This followed on from the commitments made in the digital identity call for evidence
response published in 2020, and the draft UK digital identity and attributes trust framework
alpha version 1, published in February 2021.

The 2021 consultation sought views on proposals which looked to enable the growth of a
secure and trusted digital identity market in the UK. The proposals included establishing
governance to make sure that organisations wanting to operate in the digital identity
marketplace are supported when they choose to follow the rules and standards set out in the
trust framework, and making it possible for more trusted data sets to be checked so people
can more easily prove things about themselves as they create a digital identity.

The consultation closed in September 2021 and received 270 responses. This consisted of 92
responses from organisations and 178 responses from individuals. The previous
government's response to the consultation was published on 10 March 2022.

National Underground Asset Register

75

76

In 2022, the previous government consulted on the future of the National Underground Asset
Register to elicit views on current practices in relation to how data is shared and accessed, the
potential need for legislative reform to ensure data in the register is complete and up-to-date,
and the running of the service once fully operational. The consultation also elicited views on
the future funding model.

The consultation closed in June 2022 and received 164 responses. These represented a range
of interested groups, including local authorities, utility companies, surveyors, regulators and
members of the public. The findings included the view that legislative reform would be
needed to ensure workers are able to access complete data through NUAR; a preference for
the NUAR database to continue to be controlled by government due to commercial and
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security risk; and calls to explore opportunities for NUAR data to be accessed for other use
cases or by other user groups. There was no consensus on who should fund NUAR in the
operational phase but general agreement that those who benefit from the service should
contribute. In response, the previous government committed to:

@ Developing a charging framework that takes into account the comments raised
by respondents;

o Continuing to explore potential legislative reform; and
o Considering opportunities for the wider market to enhance the NUAR service.
77  The previous government's response to the consultation was published on 24 October 2022.

National Data Strategy and ‘Data: A New Direction” consultation

78 At the end of 2020, the previous government launched its National Data Strategy, and in
September 2021 that government launched the “Data: a new direction” consultation.

79  This consultation closed in November 2021 having received close to 3000 responses. These
were received from individuals, businesses, and other organisations including global think
tanks, non-profit organisations, research institutes and trade bodies.

80  The previous government's response to the consultation was published on 17 June 2022.

Copyright and Artificial Intelligence

81  In December 2024, the government launched a consultation on copyright and artificial
intelligence (Al). This consultation sought views on a range of issues relating to copyright
and artificial intelligence, and how the legal framework can support both the creative
industries and the Al sector.

82  One of the key issues covered by the consultation was the use of copyright works to train Al
systems. The government put forward four options and sought views on which option would
best meet the following objectives:

@ Supporting right holders’ control of their content and ability to be remunerated
for its use;

® Supporting the development of world-leading Al models in the UK by ensuring
wide and lawful access to high-quality data; and

® Promoting greater trust and transparency between the Al and creative sectors.

83  The consultation closed in February 2025 and received over 11,500 responses.
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Legal background

Access to customer data and business data

84

85

86

87

88

89

Part 1 contains regulation-making powers and ancillary provisions to allow the Secretary of
State or the Treasury, by regulations, to require suppliers of goods, services and digital
content, and other persons who process the relevant data, to provide customers or their
authorised representatives with access to data relating to that customer (customer data) and
to publish or provide customers or other parties with contextual information relating to the
goods, services or digital content provided by the supplier (business data). Part 1 intends to
facilitate the secure sharing of data with authorised third parties, at the customer’s request
and in “real time”, and provision of data in this way is referred to as “Smart Data”.

The Part 1 powers are intended to be used to facilitate the long-term continuation of Open
Banking and extend its benefits in an open finance scheme, both of which the Government
committed to support in its manifesto. They also largely reflect clauses in Part 3 of the Data
Protection and Digital Information Bill of the 2022-3 and 2023-4 sessions the objectives of
which, further to a consultation in 2019, was to enact powers to introduce Smart Data
schemes across the economy.

The powers, where they are exercised, are intended to provide enhanced data portability
rights beyond the right to data portability in Article 20 of the UK GDPR. The Government’s
view is that the UK GDPR does not guarantee provision of customer data in “real time” or in
a useful format, does not cover wider contextual data and does not apply where the customer
is not an individual.

These powers replace the regulation-making powers in sections 89-91 (supply of customer
data) of the Enterprise and Regulatory Reform Act 2013 (ERRA 2013) which enable the
Secretary of State to make regulations to require the suppliers of goods or services to provide
customer data to a customer or to a person authorised by the customer at the customer’s or
authorised person’s request. The ERRA 2013 powers were introduced as a backstop should it
not be possible for suppliers to develop voluntary programmes for the release of customer
data.

The Government is of the view that the ERRA 2013 powers are no longer sufficient to enable
effective Smart Data schemes. For instance, they do not cover wider business data; they do
not allow the regulations to make provision by reference to specifications and technical
requirements published by a specified person which is essential as IT and security standards
will require frequent updating to function in a fast-paced IT environment; they do not
contain powers to require the collection and retention of data which is necessary to ensure
that suppliers have consistent data sets for disclosure; they do not contain powers to regulate
the onward disclosure or use of data which might be necessary.

Since 2013, the Government’s understanding of what is required for a successful “Smart Data
scheme” has evolved in particular because of the Open Banking scheme, in which the
Competition and Markets Authority, following a market study, ordered (under its
competition powers) the nine biggest banking providers in the UK to open up data relating to
personal and business current accounts. These banking providers were required to set up the
Open Banking Implementation Entity to oversee the scheme and to develop standards for
data sharing interfaces to be used in the scheme. The Open Banking scheme enables
customers to share their bank and credit card transaction data securely with third parties
who can provide them with applications and services, and over 12 million customers now
use it.
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90

The Government has also had regard to the recent enactment of powers in Part 4 of the
Pension Schemes Act 2021 (which amend the Pensions Act 2004 and the Financial Services
and Markets Act 2000) for pensions dashboards, an electronic communications service which
allows individuals to access information about their pensions in one place.

Digital Verification Services

91

92

The digital verification service market is a nascent one, and although there exist various
disparate laws, standards and guidance which persons providing such services should
follow, this Act establishes a legislative structure which includes rules which such persons
must comply with if they wish to be registered on a government register, use a Trust Mark
and access an information gateway through which public authorities will be permitted to
share information.

This legislative structure will make it much easier for an individual who wants to use digital
verification services to recognise trusted digital identity providers within the digital identity
market.

Powers relating to verification of identity or status

93

94

The Home Office has powers to prescribe right to work and right to rent checks for
employers and landlords to follow, in order to obtain a statutory excuse (defence) against a
civil penalty for employing or renting to a disqualified person. A disqualified person is a
person who is prevented from working or renting due to their immigration status. A person
specified in an illegal working compliance order may also be required to carry out right to
work checks in order to comply with the terms of an illegal working compliance order.

This Act amends powers in the Immigration, Asylum and Nationality Act 2006, the
Immigration Act 2014 and the Immigration Act 2016 so that the Home Office can require by
way of orders or regulations for employers, landlords and persons (where they choose to
carry out certain digital checks in place of manual checks) to use the services of organisations
registered as complying with designated supplementary rules concerning the provision of
these services.

National Underground Asset Register

95

This Act sets out a new legal framework which will put the National Underground Asset
Register (“NUAR”) on a statutory footing by imposing a new duty on the Secretary of State
to keep a register, i.e., NUAR, and make the information in NUAR available to other persons.
The Act achieves this by building upon and modernising existing provisions made in the
New Roads and Street Works Act 1991 (“NRSWA 1991”) for England and Wales, and in the
Street Works (Northern Ireland) Order 1995 (“SWNIO 1995”).

Registers of births and deaths

96

The provision for registering births and deaths is principally governed by the Births and
Deaths Registration Act 1953, the Registration Service Act 1953 and the Registration of Births
and Deaths Regulations 1987, which are based on legislation that has been in place since 1836.
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Data Protection

97

98

99

100

101

102

103

104

The UK is a party to the Council of Europe "Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data", which became open for signature in 1981.
Parliament passed the Data Protection Act 1984 to ensure compliance with the standards set
out in the Convention and ratified the Convention in 1985.

The Data Protection Act 1984 was repealed and replaced by the Data Protection Act 1998,
which implemented the EU Data Protection Directive (95/46/EC) (“the 1995 Directive”).

The 1995 Directive was replaced by the EU General Data Protection Regulation (2016/679)
(the “EU GDPR”), which applied directly in the UK from 25 May 2018. This was
supplemented in the UK by the Data Protection Act 2018 (DPA 2018), in particular Part 2 of

the Act, which repealed the Data Protection Act 1998 and exercised derogations provided by
the EU GDPR.

The EU GDPR does not apply to processing by competent authorities for law enforcement
purposes. Such processing was subject to EU Directive 2016/680%, which was transposed into
UK law in DPA 2018 (in particular in Part 3 of the Act).

The DPA 2018 provides for a further processing regime for processing by the Intelligence
Services (in Part 4 of the Act).

The EU GDPR was incorporated into UK law at the end of the EU Transition Period under
section 3 of the European Union (Withdrawal) Act 2018 (EUWA 2018) and modified by the
Data Protection, Privacy and Electronic Communication (Amendments etc) (EU Exit)
Regulations 2019 under the power in section 8 EUWA 2018 to create the UK GDPR.

The UK’s data protection framework therefore comprises three regulatory regimes:

® General processing of personal data - governed by the UK GDPR as
supplemented by Part 2 of the DPA 2018;

@ Processing by “competent authorities” (as defined in section 30 & schedule 7
DPA 2018) for law enforcement purposes - governed by Part 3 DPA 2018; and

® Processing by the UK intelligence services - governed by Part 4 DPA 2018.

Part 5 DPA 2018 sets matters concerning the constitution, functions, powers and duties of the
Information Commissioner. Part 6 sets out enforcement procedures.

3 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA (“the Law Enforcement Directive”)
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Privacy and Electronic Communications Regulations

105

106

The Privacy and Electronic Communications (EC Directive) Regulations 2003 transposed
Directive 2022/58/EC. These contain some special rules for certain types of processing, such as
personal data collected through cookies and direct marketing, which overlay the general
rules for processing in the UK GDPR.

The Data (Use and Access) Act makes various amendments to these existing sources of data
protection law.

Information standards for health and social care

107

108

Existing legislation regarding the processing of information and IT systems is not sufficient to
achieve the policy objective. Even if existing legislative mechanisms were used to oblige
health and adult social care providers to purchase information technology products and
services with appropriate technical features (either directly or via professional regulation),
this would be insufficient to bring the wholesale change to the supplier market that is
needed. This is because the legislation does not concern the providers of the IT on which the
processing relies and who can ensure that all IT and services supplied meet relevant technical
requirements.

In relation to processing of information, the key legislation is section 250 of the Health and
Social Care Act 2012 (HSCA 2012) as amended by the Health and Care Act 2022 (HCA 2022).
As amended, section 250 will enable the Secretary of State to prepare and publish standards
(“information standards”) in relation to the processing of information concerning or
connected with the provision of health care or adult social care and will enable NHS England
to prepare and publish information standards in relation to information concerning or
connected with the provision of NHS Services. The standards may be applied to the Secretary
of State, NHS England, public bodies which exercise functions in connection with the
provision of health or adult social care and private bodies which are required to be registered
with the Care Quality Commission. Where an information standard is applied to a person,
that person must comply with the standard (unless that requirement is waived), except that
the Secretary of State is required only to have regard to an information standard published
by NHS England.

Smart meter communication services

109

The provisions insert new sections into the Energy Act 2008 and make consequential
amendments to the Electricity Act 1989 and Gas Act 1986 in order to provide the Authority
with the flexibility to determine whether to appoint the smart meter communication licensee
via a competitive or non-competitive process.

Information to improve public service delivery

110

111

The sharing of information held by different public bodies can help those bodies deliver
better public services. The Digital Economy Act 2017 (DEA 2017) allows data sharing in order
to deliver public services which benefit individuals and households. Section 123 of this Act
amends section 35 to extend these data sharing powers to support the delivery of public
services which benefit businesses, or “undertakings”.

The section also defines the term “undertakings” to include those carrying on trade whether
for profit or not for profit and any body established for charitable purposes.
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Part 5 of the DEA 2017, which includes section 35, contains safeguards to limit the
circumstances under which information can be shared. Section 35 of the DEA 2017 provides a
gateway to enable specified public authorities, listed in Schedule 4 of the DEA 2017, to share
information for tightly constrained objectives which must be for the benefit of individuals or
households. Those objectives must be set out in regulations and must be for the improvement
or targeting of the provision of a public service. The same framework of constraints apply to
the sharing of information to improve delivery of public services to undertakings.

Retention of information by providers of internet services

113

114

115

116

117

Section 101 of the Online Safety Act 2023 (OSA 2023) created a new power for OFCOM to
issue information notices to relevant persons (as defined by section 100(5)(a)-(e)) requiring
them to provide information to OFCOM for the purposes set out in section 101(1)).

The provision in the Act builds on this, by creating a requirement for OFCOM, when notified
of a child death by the Coroner (or Procurator Fiscal in Scotland), to issue an information
notice to providers of specified kinds of regulated service requiring them to retain certain
information relating to the use of the service by the deceased child for a specified period.

It also gives OFCOM the power, where relevant, to issue such information notices to any
other relevant person (as defined in section 101 OSA 2023) requiring retention of information
relating to a child’s use of specific kinds of regulated service.

The provision will help ensure that in those cases caught, should OFCOM, the Coroner or the
Procurator Fiscal require the information at a later stage of the investigation, it has not been
deleted through routine processes or otherwise.

The provision also provides for the enforcement powers relating to information notices
issued under section 101 of the OSA 2023 to apply to the new information notices under this
provision, and creates additional criminal offences tailored to this provision.

Information for research about online safety matters

118

119

The OSA 2023 creates a new regulatory regime, overseen by OFCOM, imposing various
duties on the providers of certain internet services, to include ‘user-to-user services” and
‘search services’.

Section 162 OSA 2023 requires OFCOM to prepare a report, which must be published by July
2025, that will describe how, and to what extent, persons carrying out independent research
into online safety matters are currently able to obtain information from providers of
regulated services to inform their research. It will also explore the legal and other issues
which currently constrain the sharing of information with researchers and will assess the
extent to which greater access to information for such purposes might be achieved.

4 This is intended to capture, for example, information held by ex-providers.
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Trust services

120 Regulation (EU) No 910/2014 on electronic identification and trust services for electronic
transactions in the internal market (incorporated into UK law at the end of the EU Transition
Period under section 3 of the EUWA 2018) as amended by the Electronic Identification and
Trust Services for Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019/89,
provides the legal framework for the use of trust services in the UK and the recognition of
equivalent EU trust services.

121 The Electronic Identification and Trust Services for Electronic Transactions Regulations 2016
(EITSET Regulations) further implement Regulation (EU) No 910/2014, designating the
Information Commissioner (the “IC”) as the UK’s supervisory body and setting out an
enforcement regime. The EITSET Regulations were amended by the DPA 2018 to reflect
changes in the IC’s investigative powers.

122 The provisions in the Act aim to support the effective functioning and ongoing development
of the UK trust services market.

Creation/requesting the creation of purported intimate
images
123 These provisions insert new sections into the Sexual Offences Act 2003 which provide for

new offences relating to creating, or requesting the creation of, purported intimate images of
an adult without consent or reasonable belief in consent.

124 A purported intimate image refers to an image which appears to be a photo or video of an
adult in an intimate state. The meaning of ‘intimate state’ is set out in section 66D(5) to 66D(9)
in the Sexual Offences Act 2003.

125 This does not cover the creation of purported intimate images of children, as the criminal law
already captures the making of indecent images including deepfake images of children (i.e.
those under the age of 18) in section 1 of the Protection of Children Act 1978.
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Territorial extent and application

126 Section 141 sets out the territorial extent of the Act, that is the jurisdictions which the Act
forms part of the law of. The extent of an Act can be different from its application.
Application is about where an Act produces a practical effect. The territorial extent and
application for measures in the Act are summarised below.

127 See the table in Annex A for a summary of the position regarding territorial extent and
application in the UK.

Access to customer data and business data

128 The territorial extent of these provisions is UK-wide. The legislation applies to businesses

operating in the UK.

Digital Verification Services

129 The territorial extent and application of these provisions is UK-wide.

Powers relating to verification of identity or status

130 The territorial extent of section 55 is UK-wide. Whilst the Right to Work Scheme operates UK-
wide, the power to issue a civil penalty for a breach of the Right to Rent Scheme is currently
in force in England only. Orders prescribing requirements under Chapter 1 of Part 3 of the
Immigration Act 2014 will only have a practical effect in England, until such time as the Right

to Rent Scheme is rolled out to other areas of the UK.

National Underground Asset Register

131 Collectively, the sections relating to NUAR make equivalent provision across England, Wales

and Northern Ireland. To deliver this, specific changes need to be made to legislation

extending to England and Wales, and equivalent legislation extending to Northern Ireland.
Sections 56, 57(1) to (7), 60(1) and Schedule 1 therefore extend to England and Wales, whilst

sections 58, 59, 60(2) and Schedule 2 extend to Northern Ireland.

132 The NUAR provisions in the Act extend to England, Wales and Northern Ireland. The Act
does not make provisions for Scotland as Scotland already benefits from a system of this kind
through the Scottish Community Apparatus Data Vault (VAULT), implemented by the Office
of the Scottish Road Works Commissioner, which makes information about all underground

pipes and cables in Scotland available from one centralised location.

Registers of Births and Deaths

133 The sections which amend the Births and Deaths Registration Act 1953 and the Registration
Service Act 1953, relating to the form in which registers are to be kept and the provision of
equipment and facilities by local authorities, extend and apply to England and Wales only.

134 These provisions also give effect to minor and consequential amendments which do not
change the application of the law in Scotland and Northern Ireland, but some of the
provisions amended extend to Scotland and Northern Ireland.
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Data protection

135

The Act’'s amendments to the UK GDPR and DPA 2018 extend to the whole of the UK, apart
from one provision relating to the Information Commission’s seal, which does not extend to
Scotland. The data protection legislation amended by this Act applies to data controllers and
data processors established in the UK, and those processing on their behalf, and there is some
extra-territorial application for certain processing of personal data by controllers and
processors established in third countries.

Privacy and Electronic Communications

136

Changes to the Privacy and Electronic Communications (EC Directive) Regulations 2003 in
Part 4 extend and apply to the whole of the UK.

Information standards for health and social care

137

The territorial extent of these provisions is England and Wales only. The legislation applies to
persons involved in marketing, supplying, providing or otherwise making available
information technology, an information technology service or an information processing
service using information technology in so far as it is used or intended for use in connection
with the provision in, or in relation to, England of health care or adult social care.

Smart meter communication services

138

The territorial extent and application of most of these provisions is England, Scotland and
Wales.

Information to improve public service delivery

139

140

141

The territorial extent and application of these provisions is UK-wide. Like section 35 of the
Digital Economy Act 2017 (DEA 2017), this provision will extend and apply to the UK
(though the powers in Part 5, Chapter 1 of the DEA 2017 have yet to be commenced in
Northern Ireland).

Under section 44 and section 45 of the DEA 2017, the “appropriate national authority” in
relation to the information-sharing powers under section 35 (which is either the Secretary of
State for Science, Innovation and Technology, Scottish Ministers, Welsh Ministers or
Department of Finance in Northern Ireland) may specify an objective under section 35 which
relates to individuals and households (where the relevant conditions under section 35 (9) —
(12) are met).

This provision allows the “appropriate national authority” to also specify objectives in
relation to businesses (where the relevant conditions under section 35 (9) — (12) are met).
Devolved Administrations therefore have new powers, via regulations, to specify new
business-related “specified objectives” to be listed in Schedule 4 of the DEA 2017 and specify
which bodies are listed in Schedule 4 of the DEA 2017 as “specified persons” having the
power to share information under the “specified objectives”.
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Retention of information by providers of internet services

142 This provision extends and applies to the whole of the UK. As this provision amends the
Online Safety Act 2023 (OSA 2023), which applies to providers of regulated services (as
defined in section 4(4) of that Act) based outside the UK, this provision applies
extraterritorially in such cases also®.

Information for research about online safety matters

143 These provisions extend and apply to the whole of the UK and will have extra-territorial
application to the extent they apply to regulated services (as defined in section 4(2) and (4) of
the OSA 2023) which are based outside the UK.

Retention of biometric data

144 These provisions extend UK-wide but apply only to the processing of biometric material by a
law enforcement authority under the law of England and Wales and Northern Ireland. A
different regime applies in Scotland.

Trust services

145 The territorial extent and application of these provisions is UK-wide

Creation/requesting of purported intimate images

146 Section 138(1) to (3) and (6) (the new offences of creating, or requesting the creation of,
purported intimate images of adults, the duties to review the operation of the ‘reasonable
excuse’ defences, and amendments to the Sentencing Act 2020 in respect of deprivation
orders) extend and apply to England and Wales only.

147 Section 138(4) (amendment of the Armed Forces Act 2006 in respect of deprivation orders)
extends and applies to England and Wales, Scotland and Northern Ireland, the Isle of Man,
and the British overseas territories, except Gibraltar.

148 Section 138(5) (consequential amendment of the Serious Crime Act 2007) extends to England
and Wales and Northern Ireland only.

Copyright and Artificial Intelligence

149 The territorial extent and application of these provisions is UK-wide.

5 See sections 204 and 205 of the Online Safety Act 2023.
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Commentary on provisions of Act

Part 1: Access to Customer Data and Business Data

Introductory

Section 1: Customer data and business data
150 Section 1 defines key terms and concepts for the regulation-making powers in Part 1.

V77

151 Subsection (2) defines the terms “business data”, “customer data”, “data holder”, “data
regulations” and “trader”.

152 “Business data” is general information about goods, services and digital content supplied or
provided by a trader; information about the supply or provision of the goods, services or
digital content by the trader, which may include information about their availability (for
example, in a communications context, information about a supplier’s broadband coverage),
price (which enables price comparisons against competitors) and other terms of supply; and
information about their use, performance or quality; and information about feedback.
Business data may also include information about the provision of business data under the
regulations.

153 “Customer data” is information specific to a customer of a trader. Without limitation,
customer data includes information about the goods, services or digital content supplied or
provided by a trader to that customer or to another person (recipient) at the customer’s
request. This might encompass information on the prices that customer or recipient has paid
or is paying (which could aid personalised price comparisons), information about other terms
relating to the supply or provision of the goods, services or digital content in question to that
customer or recipient, information on the use of the goods, services or digital content by that
customer or recipient such as usage patterns, and information about the performance or
quality of the goods, services or digital content when used by that customer or recipient. In
the context of the provision of banking services, customer data could include the customer’s
balance and transaction history. Customer data may also include information about the
provision of customer data to a person under the regulations.

154 A “data holder” is a trader (paragraph (a) of the definition) but also covers a person who, in
the course of business, processes the data (paragraph (b)). Regulations under sections 2 and 4
impose obligations on data holders, and paragraph (b) of the definition ensures that those
obligations may apply to persons who process data on the trader’s behalf.

155 “Data regulations” are regulations relating to customer data and business data under sections
2 and 4 (and may be read to include regulations to which section 23 (related subordinate
legislation) applies: see section 23(3)).

156 Aside from the “data regulations”, Part 1 contains other, ancillary, regulation-making powers
in sections 8 (enforcement of regulations under this part), 11 (fees), 12 (levy), 14 (the FCA and
financial services interfaces), 16 (the FCA and financial services interfaces: penalties and
levies), 17 (the FCA and co-ordination with other regulators), 18 (liability in damages) and 19
(duty to review regulations). References in these notes to “Part 1 regulations” are to
regulations under any or all powers in Part 1 whether or not they are data regulations.

157 A “trader” is a person who supplies or provides goods, services or digital content in the
course of a business whether acting personally or through another person.
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159

160

161

162

163

164

The definitions of “business data”, “customer data”, and “trader” are framed by reference to
the supply or provision of goods, services and digital content. The application of Part 1 to
“goods”, “services”, “digital content” reflects the approach of Part 1 (consumer contracts for
goods, digital content and services) of the Consumer Rights Act 2015. However, “digital
content” and “goods” are defined for the purpose of Part 1 in section 25(1). Unlike the 2015
Act, “goods” includes water, gas and electricity without restriction as to how or in what

quantity they are supplied.

Subsections (3) to (5) describe when, and in relation to what, a person is a customer of a
trader for the purposes of Part 1.

Subsection (3) ensures that a person (C) may be a customer of a trader (T) not only where C
purchases goods, services or digital content (“goods etc.”) from T, but where C is supplied
goods etc. purchased by another person and where C receives goods etc. free of charge.

Subsection (4) ensures that a person may be treated as a customer in relation to the purchase,
supply, provision or receipt of goods etc. before this section comes into force.

Subsection (5) confirms that a person is considered a customer from the point of entering into
agreement to purchase the goods etc. from T, and not just when those things are provided to
the customer or recipient.

Customers are intended to include, but are not restricted to, consumers. Regulations may
therefore apply to customers acting for purposes relating to a course of business including
customers which are corporate entities. The breadth of the concept of customer reflects that
business customers — particularly small businesses — may suffer from similar disadvantages
relating to access to data as consumers. Pursuant to section 21(1)(a) and (b), data regulations
may be made to apply only to certain categories of customer.

Subsection (6) provides that references to the provision or receipt of data should be read as
including access to data by that person or other persons. This reflects that, in practice, data
might not be transferred from one person to another; rather, it may be the case that the
person is granted access to data which is, and remains, held by the data holder.

Data regulations

Section 2: Power to make provision in connection with customer data

165

166

167

168

Section 2 provides the principal regulation-making power in relation to customer data.

Subsection (1) enables the Secretary of State or the Treasury to make regulations requiring
data holders to provide customer data either directly to a customer (paragraph (a)) or to a
person of a specified description who is authorised by the customer to receive the data (an
“authorised person”), at the request of the customer or the authorised person (paragraph (b)).

It is intended that data regulations will most likely require the provision of customer data to
an authorised person (under paragraph (b)) rather than directly to the customer (under
paragraph (a)) since the authorised person will be best able to make use of the data on the
customer’s behalf (for instance, in the provision of innovative services such as account
management services via a visual dashboard of accounts, displayed on a smartphone
application). However, the regulation-making powers have been kept broad to allow
regulations to provide for direct provision of data to customers in the future.

Subsection (2) defines, in relation to customer data, a “third party recipient”. A third party
recipient is a person of a description specified (see further “specified” in section 25(1)) under
subsection (1)(b) who a customer is able to authorise. The concept of a third party recipient is
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170
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172

distinct from that of an authorised person: this is because regulations may impose
requirements (such to have appropriate IT systems or to pay fees or a levy) on persons of the
specified description. That may be the case where a person is “accredited” as a third party
recipient by a decision-maker under section 6, but might not necessarily be authorised by a
customer at any particular time. Section 3(2)(b) and (c) illustrates possible means by which
the regulations may restrict the persons customers may authorise to act on their behalf.

Subsection (3)(a) provides for the making of regulations which enable or require data holders
to produce, collect or retain customer data or arrange for that to be done. The purpose of this
power is to ensure that data holders have specific data to hand in order to ensure that Smart
Data schemes can operate consistently and effectively.

Subsection (3)(b) provides for the making of regulations which enable or require data holders
to make changes to customer data if requested by the customer or an authorised person. This
power is intended, in particular, to provide customers with rights to rectify data beyond the
right to rectification in Article 16 of the UK GDPR which is limited to personal data and
therefore does not cover customer data where a customer is not an individual.

Subsection (4) enables the making of regulations which provide for an authorised person to
be able take, on the customer’s behalf, action that the customer could take in relation to the
goods, services or digital content supplied or provided by the data holder. The intention is
that this power might, for instance, be used to allow the authorised person to access and use
the goods, services, or digital content in question (for instance, to make a payment from the
customer’s account) or transact with the trader (for instance, to negotiate an improved deal)
on the customer’s behalf.

Subsection (5) requires that in deciding whether to make regulations under section 2, the
Secretary of State or the Treasury must (among other things) consider the likely effect of the
regulations on customers, data holders, small and micro businesses, and on innovation in the
supply of goods and products and competition. The concepts of small and micro-business are
defined in section 25(1) by reference to the Small Business, Enterprise and Employment Act
2015.

Section 3: Customer data: supplementary

173

174

175

Section 3 illustrates provisions that data regulations under section 2 may, among other
things, contain. Data regulations do not have to contain all of these provisions, neither are
they limited to them.

Subsection (2) envisages that regulations may include: provisions about the procedure by
which customers authorise a person to access their data or otherwise act on their behalf
(paragraph (a)); provisions restricting the persons that a customer may authorise to those
complying with conditions specified by or under the regulations (paragraph (b)); and
provisions for a person (a decision-maker) to decide whether a person satisfies those
conditions (paragraph (c)). Paragraph (c) envisages the possibility of a system of accreditation
for third party recipients: if so, section 6 (decision-makers) will apply and that section
contains further provisions and requirements about decision-makers.

Subsection (3) envisages provisions about the making of requests relating to customer data:
the regulations may, for instance, impose requirements as to how requests may be made.
Subsection (3) also envisages that regulations may provide circumstances in which a data
holder may or must refuse to act on a request: such circumstances might, for instance, include
unfounded or excessive requests.
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176 Subsection (4) envisages provisions about how customer data is to be provided and action is
to be taken on the customer’s behalf in accordance with regulations under section 2(4).

177 Subsection (4)(a) envisages that customer data may be provided on one or more occasions,
for a specified period (e.g., continuously available for a set amount of time) or at specified
intervals.

178 Subsection (4)(b) envisages requirements for the use of specified facilities or services,
including electronic communications services or application programming interfaces (see
section 25(1)) (APIs). APIs are software intermediaries that allow two applications to talk to
each other, e.g. share data and typically adhere to standards that are developer- friendly and
easily accessible. Banks in scope of the CMA'’s Retail Banking Market Order were required to
comply with API standards that were designed by a separate implementation body, to ensure
the timely sharing of customer data.

179 Subsection (4)(c) envisages requirements on data holders and third party recipients to comply
with specified standards, or participate in specified arrangements, relating to, or to the use of,
those facilities or services. For example, data holders and third party recipients may be
required to participate in the design and implementation of mechanisms or protocols that
allow for efficient and timely provision of data. Using the example of APIs, data holders may
be required to establish and maintain their APIs in alignment with standards prescribed or
identified in the regulations.

180 Subsection (4)(d) envisages requirements on data holders and third party recipients to
provide for, or arrange, specified assistance in relation to establishing, maintaining or
managing those facilities or services. Subsection (11) provides that assistance may include
actual or contingent financial assistance and gives examples of such assistance.

181 Subsection (4)(e) envisages provisions about interface bodies. These are dealt with in section
7 (interface bodies). Interface bodies may undertake the tasks in subsection (1) of that section.

182 Subsection (5) envisages provisions requiring or enabling data holders and third party
recipients to produce, collect, or retain records of their provision or (as the case may be)
receipt of customer data.

183 Subsection (6) envisages that a person who processes customer data may be required to assist
a trader in complying with the regulations.

184 Subsection (7) envisages requirements about the processing of customer data provided to
third party recipients. Paragraphs (a) to (c) envisage requirements on third party recipients
reflecting paragraphs (b) to (d) of subsection (4) with subsection (11) applying in relation to
the specified assistance referred to paragraph (c). Paragraph (d) envisages requirements
about interface bodies in accordance with section 7. Paragraph (e) envisages requirements
about further disclosure of customer data including for “downstream” data recipients to be
subject to some or all requirements imposed by the regulations on third party recipients or to
conditions imposed on them by the third party recipient.

185 Subsection (8) envisages provisions enabling or requiring a data holder or third party
recipient to publish specified information about rights and obligations under the regulations.
Such provisions may be important, for instance, to require traders to draw customers’
attention to their rights and how they may be exercised.

186 Subsection (9) envisages provision about complaints which may include a requirement for
data holders and third party recipients to implement complaints procedures (decision-
makers may also be required to implement such procedures under section 6(7)).
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188

Subsection (10) envisages provision for dispute resolution. This may include appointing a
person to determine disputes, with provisions about their powers when determining
disputes, the effect of decisions relating to disputes, and provisions about review of decisions
and for appeals to a court or tribunal. By way of example, a person determining a dispute
may be a recognised ombudsman in a given sector, or simply an alternative dispute
resolution (ADR) provider.

Subsection (11) is explained in the context of subsections (4)(d) and (7)(c).

Section 4: Power to make provision in connection with business data

189

190

191

192

193

194

195

Section 4 provides the principal regulation-making power in relation to business data. This
regulation-making power may be used in conjunction with section 2 or on its own.

Subsection (1) enables the Secretary of State or the Treasury to make regulations requiring
data holders to publish business data and/or provide business data to the customer
(paragraph (a)) or to another person of a specified description (paragraph (b)).

As business data does not directly relate to a particular customer, there are two important
differences as compared with the equivalent regulation-making power for customer data in
section 2(1). First, regulations under subsection (1) of this section may require publication of
data: this is because, depending on the Smart Data scheme in question, it might be efficient to
publish data in accordance with such arrangements as the regulations may prescribe. Second,
if the regulations take the approach of requiring provision of data to a person of a specified
description, that person does not require the authorisation of a customer.

Subsection (2) defines, in relation to business data, a “third party recipient” for the purpose of
Part 1: a third party recipient is a person of a description specified under subsection (1)(b). In
practice, the same person may be a third party recipient under section 2(1) and 4(1) for both
customer data and business data.

Subsection (3) provides for the making of regulations which enable or require data holders to
produce, collect or retain business data or arrange for that to be done. As with section 2(3)(a),
the purpose of this power is to require data holders to have specific data to hand in order to
ensure that Smart Data schemes can operate consistently and effectively.

Subsection (4) enables the making of regulations which require a third party recipient of
business data, which is a public authority (see section 25(1)) or a person appointed by a
public authority, to publish or provide that data. This is to enable a model in which business
data is provided to, and then published or disclosed onwards by, a public authority or a
person acting on its behalf. To enable this model to function, paragraph (c) allows the
regulations to impose requirements (except a requirement to pay the levy under section 12)
on the public authority or its appointee as if it were a data holder and paragraph (d) allows
the regulations to treat a person ultimately receiving the data from the public authority or its
appointee as a third party recipient.

Subsection (5) mirrors section 2(5) and requires that, in deciding whether to make regulations
relating to business data, the Secretary of State or the Treasury must (among other things)
consider the likely effect of the regulations on customers, data holders, small and micro
businesses, and on innovation in the supply of goods and products and competition.

Section 5: Business data: supplementary

196

Section 5 illustrates provisions that data regulations under section 4 may, among other
things, contain. This section largely mirrors section 3 (customer data: supplementary) and, as
with that section, data regulations do not have to contain all of the provisions envisaged by
section 5 and neither are they limited to them.
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Subsection (2) envisages that regulations may require business data to be provided on
request. The regulations may provide for requests for business data to be made by a
customer, third party recipient or by other persons. If the regulations provide for the
provision of data on request then, as with section 3(3) in relation to customer data, the
regulations may contain provision about those requests including circumstances in which a
data holder may or must refuse to act on a request.

Subsection (3) envisages provisions restricting provision of business data to customers or to
third party recipients who are approved to receive it. If so, as with section 3(2), the restriction
may be achieved by conditions specified by or under the regulations (paragraph (a)) and the
regulations may provide for a specified person (a decision-maker) to decide whether a person
satisfies those conditions. Section 6 (decision-makers) contains further requirements about
decision-makers, should the regulations make such provision.

Subsection (4) envisages provisions about how business data is to be published or provided,
reflecting, in relation to provision of business data, section 3(4).

Subsection (5) envisages provisions requiring or enabling data holders and third party
recipients to produce, collect, or retain records of their provision or (as the case may be)
receipt of business data, reflecting section 3(5).

Subsection (6) envisages that a person who processes business data may be required to assist
a trader in complying with the regulations, reflecting section 3(6).

Subsection (7)(a) to (d) envisages requirements on third party recipients, reflecting section
3(7)(a) to (d). Subsection (7)(e) envisages provisions about further disclosure of business data,
including to make “downstream” recipients subject to some or all the requirements imposed
by the regulations on customers or third party recipients.

Subsection (8) envisages provisions enabling or requiring a data holder or third-party
recipient to publish specified information about rights and obligations under the regulations,
reflecting section 3(8).

Subsection (9) envisages provision about complaints, which may include a requirement for
data holders or third party recipients to implement complaints procedures, reflecting section
3(9).

Subsection (10) envisages provisions for dispute resolution, reflecting section 3(10).

Subsection (11) sets out what is meant by assistance in subsections (4)(d) and (7)(c), reflecting
section 3(11).

Section 6: Decision-makers

207

208

Section 6 outlines provisions relating to decision makers that data regulations may, among
other things, provide for. The possible provisions in this section are non-exhaustive, but, if
regulations do provide for a decision-maker, subsection (7) is mandatory.

A decision-maker (see subsection (2)) is a person on which the regulations confer the function
of deciding whether a person satisfies conditions restricting who customers may authorise to
receive customer data or do other things (section 3(3)(b)) and who may be approved to
receive business data (section 5(3)(b)). Decision-makers might (if they are a public authority),
or might not, be persons who are enforcers under section 8 (enforcement of regulations under
this Part).
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209 Section 6 deals with the conferral of decision-making functions in the context of those
provisions. Section 21(1)(g) allows for the conferral of functions involving the exercise of a
discretion in other contexts.

210 Subsection (3) provides that regulations may make provision about the appointment of the
decision-maker.

211 Subsection (4) provides that regulations may enable or require decision-makers to suspend or
revoke decisions. A revocation or suspension may result in the person concerned ceasing to
be able to request or receive data or to act on a customer’s behalf. However, it is anticipated
that a suspension or revocation might alternatively be used to impose a lesser sanction for
instance, through a partial suspension or revocation, one which allows a third party recipient
to continue to act in that capacity subject to conditions or additional conditions. In providing
for, or requiring, a decision-maker to suspend or revoke its decisions, the regulations may,
among other things, make different provisions for different cases and may make
consequential, supplementary and incidental provisions (see section 21(1)).

212 Subsection (5) provides for the conferral of powers on decision-makers to monitor
compliance by third party recipients with the conditions under which they are authorised or
approved, and these powers are enforceable in the same way as powers conferred on
enforcers under section 8.

213 Subsection (6) clarifies that the monitoring powers referred to in subsection (5) include
enabling a decision-maker to require the provision of documents or information, but this is
subject to the restrictions on investigatory powers in section 9.

214 Subsection (7) requires that regulations must make provision about the rights of persons
affected by the exercise of decision-makers’ functions. These rights may include provisions
for review of decisions or rights of appeal to a court or tribunal.

215 Subsection (8) provides that regulations may make provision about complaints, including
requiring a decision-maker to implement procedures for the handling of complaints.

216 Subsection (9) provides for the regulations to enable or require the publication of specified
documents or information relating to the exercise of a decision-maker’s functions.

217 Subsection (10) provides for a decision-maker to conduct its investigations through another
person and reflects section 8(11) in relation to enforcers.

218 Subsection (11) provides for the appointment of multiple decision-makers and reflects section
8(12) in relation to enforcers.

219 Subsection (12) provides for regulations to enable or require a decision-maker to produce
guidance about how it intends to exercise its functions under the regulations. Regulations
may require the decision maker to publish the guidance and provide copies to specified
persons.

Section 7: Interface bodies

220 Section 7 is about the provision that regulations under section 2 and 4 may (among other
things) contain about “interface bodies”. Such bodies may be required to be established and
maintained in order to provide facilities and services, set standards or make related
arrangements for data sharing interfaces. The Open Banking Implementation Entity is an
example of an interface body; it has developed API standards to which the largest banking
providers are required to adhere under the CMA Order.
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Subsection (1) outlines the tasks that interface bodies may perform. These are establishing
interfaces, which are facilities or services for the sharing of data or taking action under
section 2(4); setting standards or making arrangements relating to, or to the use of, interfaces
(which could include interfaces established, managed or maintained by other persons); and
maintaining or managing such interfaces, interface standards or interface arrangements.

Subsection (2) defines interface bodies with reference to subsection (1).

Subsection (3) enables regulations to be made requiring a data holder or a third party
recipient to set up an interface body, and to make provision about the type of body to be set
up. This is to allow the Secretary of State or the Treasury to require a scheme to have an
interface body, and to require participants in the scheme to establish it.

Subsection (4) sets out the provisions that regulations may make in relation to an interface
body. These include provisions about the composition and governance of the body, things
the body must do in relation to interface standards or arrangements, provisions about the
body’s objectives and how it carries out its functions, requirements in relation to persons
required to set up the body including the provision of assistance (see subsection (7)),
transparency requirements, and the conferral of monitoring powers on the body. The
intention of this is to ensure that interface bodies can be appropriately regulated and that
regulations can require industry participants to effectively support such bodies.

Subsection (5) confirms that where an interface body is provided with monitoring powers,
these include the power to require the provision of documents. The intention of this is to
ensure that an interface body can effectively monitor the use of its interface, standards and
arrangements. For example, the Open Banking Implementation Entity monitors the
implementation, availability and performance of the APIs that it oversees. As with section
6(6) in relation to decision-makers, these powers are subject to the restrictions on
investigatory powers in section 9.

Subsection (6) provides examples of the facilities referred to in subsection (1).

Subsection (7) provides that references to “assistance” in subsection (4)(b) and (c) include
actual or contingent financial assistance and gives examples of financial assistance.

Enforcement

Section 8: Enforcement of regulations under this Part

228

229

230
231

Section 8 enables monitoring compliance with, and enforcement of, Part 1 regulations and
requirements imposed under them. This may be conducted by a public authority (see section
25(1)) which is specified in the regulations and authorised or required to do so (an
“enforcer”).

Subsection (4) deals with the powers of investigation that may be conferred on an enforcer.
These include: powers to require provision of information or documents; powers to require
an individual to be interviewed; and powers of entry, inspection, search and seizure. The
conferral of investigatory powers is subject to the restrictions in section 9 (restrictions on
powers of investigation etc) as well as any further restrictions in the regulations.

Subsections (5) and (7) deal with enforcement powers that may be conferred on an enforcer.

Subsection (5)(a) provides for the regulations to enable an enforcer to issue a notice
(“compliance notice”) requiring compliance with Part 1 regulations, any condition for
authorisation or approval of a third party recipient (see sections 3(2) and 5(3)), or any other
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requirement imposed in exercise of a power conferred by Part 1 regulations. Subsection (5)(b)
enables regulations to make provision for enforcement of compliance notices, including
enforcement as if they were orders of a court or tribunal.

Subsection (5)(c) provides that regulations may enable an enforcer to publish a statement that
the enforcer considers that a person is not complying with Part 1 regulations, a requirement
imposed by a compliance notice or any other requirement imposed in exercise of a power
conferred by Part 1 regulations. This allows an enforcer to “name and shame” the person
concerned which may, for instance, be useful in persistent or egregious cases of non-
compliance.

Subsection (7) enables the regulations to allow an enforcer to impose financial penalties in the
cases of: provision of false or misleading information; failure to comply with a requirement
imposed by Part 1 regulations; failure to comply with a requirement imposed in exercise of a
power imposed by Part 1 regulations; failure to comply with a compliance notice. Where
either could be imposed, a financial penalty may be imposed additionally or alternatively to
the sanctions in subsection (5).

Sections 10 (financial penalties) and 21(3) contain further provisions relating to financial
penalties, including procedural and other safeguards that the regulations must contain if they
are to provide for the imposition of financial penalties. These are described further in the
context of section 10.

Subsection (6) enables the regulations to create offences, punishable with an unlimited fine or
a fine not exceeding a specified amount, in cases where a person provides false or misleading
information and for an act or omission (including falsification) which prevents an enforcer,
interface body or a decision-maker from accessing information, documents, equipment, or
other material. Section 21(2) deals with setting maximum amounts of fines and is explained
in the commentary on that section.

Subsection (8) enables the regulations to make provision about rights for those (for instance
data holders and third party recipients) affected by an enforcer’s actions. Such rights may
include reviews of the decisions made by an enforcer or appeals to a court or tribunal. In
addition, there are specific and mandatory safeguards if the regulations empower an enforcer
to issue financial penalties: see section 10.

Subsection (9) enables the regulations to make provision about complaints, including
requiring enforcers to implement procedures for the handling of complaints.

Subsection (10) enables the regulations to require an enforcer to publish, or provide to a
specified person, documents or information relating to its monitoring or enforcement of the
regulations. This may include documents or information about activities undertaken by the
enforcer of its functions, and documents or information about convictions for offences.

Subsection (11) enables an enforcer’s powers of investigation to be carried out by another
person. This reflects the investigatory powers in relation to consumer law in Schedule 5 to the
Consumer Rights Act 2015.

Subsection (12) provides for the appointment of multiple enforcers. Where this is the case,
regulations may appoint a “lead” enforcer. Other enforcers may be required to consult the
lead before exercising their functions, and the lead may issue directions as to which enforcer
may exercise a function in a particular case.

Finally, subsection (13) allows the regulations to enable or require an enforcer to produce,
publish and provide copies of guidance about how it intends to exercise its functions.
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Section 9: Restrictions on powers of investigation etc

242 Section 9 restricts the powers of investigation that may be conferred on enforcers by section 8.
The section also restricts the monitoring powers that may be conferred on decision-makers
(see section 6(6)) and interface bodies (see section 7(5)).

243 Subsection (1)(a) ensures that regulations may not authorise entry of an enforcer to a private
dwelling without a court-issued warrant.

244 Subsection (1)(b) ensures that regulations may not require a person to give a decision-maker,
an interface body or an enforcer information to which subsections (2) to (7) apply. This
information consists of information:

e The provision of which would infringe the privileges of Parliament (subsection

@),

® Inrespect of a communication between a professional legal adviser and the
adviser’s client in connection with legal advice relating to obligations, liabilities

or rights under Part 1 regulations (subsections (3) and (5));

® Inrespect of a communication between a professional legal adviser and the
adviser’s client or another person, in connection with or contemplation of, and
for the purpose of, proceedings under or arising out of Part 1 regulations
(subsections (4) and (5));

® The provision of which would expose a person to prosecution for an offence,
other than an offence under the regulations or other legislation listed in
subsection (7) (subsections (6) and (7)).

245 Subsection (8) prevents an oral or written statement given in response to a request for
information from a decision-maker, an interface body or an enforcer being used in evidence
against the person being prosecuted for an offence, other than an offence created by the data
regulations, subject to the exceptions in paragraphs (a) and (b).

Section 10: Financial penalties

246 Section 10 makes provision in relation to financial penalties and imposes safeguards as to
their use.

247 Subsections (2) (except as provided for) and (3) set out requirements with which regulations
must include if they confer a power to impose a financial penalty.

248 Subsection (2) provides that, except where section 16 (the FCA and financial services
interfaces: penalties and levies) provides otherwise, a financial penalty may be a penalty of a
specified amount, or an amount determined in accordance with the regulations, or an
amount not exceeding those amounts. Section 21(3) and (4) provide additional safeguards on
the setting of financial penalties and is explained in the commentary on that section.

249 Under subsection (3)(a) and (b), the regulations must require an enforcer to produce, have
regard to, and publish guidance about how the enforcer proposes to exercise any discretion
to determine the amount of a financial penalty where it has that discretion.

250 Under subsection (3)(c), the regulations must require an enforcer to provide a person on
which a financial penalty is to be imposed with a written notice of the proposed financial
penalty in advance of imposing it (“a notice of intent”).
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Under subsection (3)(d) and (e), the regulations must require an enforcer to provide that
person with an opportunity to make representations about the proposed financial penalty.
For example, the regulations may provide the opportunity to submit an official statement to
the enforcer before it makes a decision.

Under subsection (3)(f), the regulations must require that, if the enforcer then decides to
impose a financial penalty, the enforcer must issue that person with a notice in writing (final
notice) imposing that penalty.

Subsection (3)(g) to (h) requires that the regulations provide the person on which the penalty
is imposed with a right of appeal and the regulations must specify the powers of the court or
tribunal on such an appeal (this includes, for example, whether the court may substitute the
enforcer’s decision with its own or remit the decision to be retaken by the enforcer).

Subsection (4) provides that regulations may:

® Require or enable an enforcer to provide copies of the guidance to which
subsection (3)(a) and (b) to specified persons (paragraph (a));

@ Enable a notice of intent or final notice to be withdrawn or amended, for example

if the circumstances change (paragraph (b));

@ Set out circumstances under which the enforcer is required to withdraw a final
notice (paragraph (c));

@ In the case of a late payment, increase a financial penalty by up to a specific
amount or an amount determined in accordance with the regulations (paragraph
(d)) but this provision is subject to section 21(3) and (4);

@ Make provision as to how financial penalties are recoverable (paragraph (e));

@ Make provision about what must or may be done with amounts paid as penalties

(paragraph f).

Fees etc and financial assistance

Section 11: Fees
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Subsection (1)(a) of section 11 provides for regulations to allow persons listed in subsection
(2), or those acting on their behalf, to require the payment of fees in connection with activities
described in subsection (3). Subsection (1)(b) enables regulations to make provision as to
what must or may be done with the monies.

Subsection (2) lists the persons who the regulations may enable to charge fees.

Subsection (2)(a) allows regulations to enable fee charging by data holders. It is intended that,
unless the regulations provide otherwise, a data holder’s provision of data and its
performance of other obligations should be free to customers and third party recipients.

Subsection (2)(b) to (e) allows regulations to enable fee charging by decision-makers, interface
bodies, enforcers and any other persons carrying out functions imposed or conferred by or
under Part 1 regulations.

The activities described in subsection (3), in connection with which regulations may enable
fees to be charged, are activities consisting of the performance of duties or exercise of powers
imposed or conferred by or under Part 1 regulations.
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260 Subsection (4)(a) limits the persons who may be charged fees. That subsection only permits
regulations to provide for payment of fees by persons that appear to the Secretary of State or
the Treasury to be capable of being directly affected by the performance of duties, or exercise
of powers, under Part 1 regulations. This would include data holders, customers who
exercise any rights granted to them under data regulations or by whom a third party
recipient is authorised to act, and third party recipients.

261 Subsection (4)(b) allows for regulations to provide that the amount of the fee (and the amount
of fees in aggregate) may exceed the cost in respect of which it is charged. This is intended to
allow fees to be set at standardised amounts and/or on a reasonable commercial basis, where
appropriate.

262 Subsection (5) requires that, except where section 15 (the FCA and financial services
interfaces: supplementary) provides otherwise, a fee must be of a specified amount, an
amount determined in accordance with the regulations, or an amount not exceeding those
amounts. Section 21(3) and (4) provide additional safeguards on the setting of fee amounts
and are explained in the commentary on that section.

263 Subsection (6) allows regulations specifying an amount, or maximum amount, of a fee to
allow fees to increase at times and amounts determined in accordance with the regulations
for instance to cater for inflation. This is again subject to section 21(3) and (4).

264 Subsection (7) provides that where regulations give a person a discretion to determine the
amount of the fee, the regulations must require that person to publish information about the
amount and how it is determined.

265 Subsection (8) allows the regulations to make provision about interest on, and recovery of,
unpaid sums. This is intended to ensure that interest can be charged, and payments can be
collected, in the event that fees are not paid on time.

266 Subsection (9) enables regulations to make provision about whether a person can require
payment otherwise than in reliance on regulations made under subsection (1). This power
could be used to “preserve” other powers for charging or to clarify that they may not be
used.

267 Subsection (10) stipulates that neither section 11 nor regulations under it prevent or limit the
charging of fees by third party recipients (other than those to which section 4(4)(a) or (b)
applies) otherwise than in reliance on regulations under subsection (1). The intention is that
the basis of charging arrangements between third party recipients and customers is a
commercial matter for them to determine.

268 Subsection (11) clarifies that requirements to pay fees otherwise than in reliance on
regulations under subsection (1) include requirements imposed under other legislation,
contracts or other arrangements whenever entered into.

Section 12: Levy

269 Subsections (1)(a) of section 12 enables regulations to impose, or (subject to subsection (5))
provide for a specified public authority to impose, a levy on data holders or third party
recipients to meet the expenses described in subsection (2). Subsection (1)(b) enables the
regulations to make provision as to what must or may be done with the monies.

270 The expenses described in subsection (2) are expenses incurred, or to be incurred, by a person
listed in subsection (3), or a person acting on their behalf, in the conduct of functions imposed
or conferred on them by or under Part 1 regulations.
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The persons listed in subsection (3) are decision-makers, interface bodies, enforcers and
public authorities on which requirements are imposed by regulations under section 4(4).

The purpose of the levy is to meet all or part of the costs incurred by those persons so that the
expenses of a Smart Data scheme may be met by the relevant sector without incurring a cost
to the taxpayer.

Subsection (4) limits the persons on whom the levy may be imposed. That subsection only
permits a levy to be imposed on data holders or third party recipients that appear to the
Secretary of State or the Treasury to be capable of being directly affected by the exercise of the
functions of persons listed in subsection (3).

Subsection (5) ensures that, where regulations provide for a levy to be imposed by a public
authority, the regulations must specify how the rate of a levy and the period in respect of
which it is payable are to be determined. The regulations must also require the public
authority to publish information about that rate and period and how they are determined.

Subsection (6) allows the regulations to make provision about interest on, and recovery of,
unpaid sums. This is to ensure that interest can be charged, and payments can be collected
effectively, in the event that those to whom the levy applies do not pay on time.

Section 13: Financial assistance
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Subsection (1) of section 13 provides statutory authority for the Secretary of State or the
Treasury to give financial assistance to a person for the purpose of meeting any expenses
incurred by that person in performing duties or exercising powers imposed or conferred by
or under Part 1 regulations and in exercising connected functions.

Subsections (2) and (3) stipulate that financial assistance cannot be provided to data holders,
customers, or third party recipients (other than a third party recipient that is a public
authority which is subject to requirements imposed by regulations under section 4(4)), or
persons acting on their behalf.

Under subsection (4), the assistance may be given on terms and conditions that the Secretary
of State or the Treasury deem appropriate.

Subsection (5) defines “financial assistance” as any kind of financial assistance whether actual
or contingent, including a grant, loan, guarantee or indemnity but does not include the
purchase of shares.

It is intended that Smart Data schemes will be “self-financing” (through the fees and levies
provided for by sections 11 and 12) but it is deemed appropriate for there to be a statutory
spending authority as a “backstop” should that be necessary.

Financial Services Sector

Section 14: The FCA and financial services interfaces

281

Section 14 enables the Treasury to make regulations to confer powers on the Financial
Conduct Authority (“FCA”) to impose requirements, via rules, on interface bodies used by
the financial services sector and on persons participating in, or using the facilities and
services provided by, such bodies. This is to allow the FCA to regulate financial services
Smart Data schemes and interface bodies in a manner broadly consistent with its regulation
of the wider financial services sector (although with some differences to reflect the specific
nature of such bodies and schemes). Direct regulatory oversight of financial services interface
bodies is also necessary to allow financial services Smart Data schemes to operate
consistently with the arrangements for Open Banking that have been in place to date under
the CMA Order.
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Subsection (1) permits the Treasury to make regulations to enable or require the FCA to make
rules about interfaces used in relation to customer data and business data in financial
services. Subsection (1)(a) provides that rules may require financial services providers to use
a prescribed interface, comply with prescribed interface standards or participate in
prescribed interface arrangements when providing or receiving data which is required to be
provided by data regulations. Such rules could include requiring data holders to comply with
a certain API standard, for example. Subsection (1)(b) provides that rules may require persons
described in the regulations to use a prescribed interface, comply with prescribed interface
standards or participate in prescribed interface arrangements when, in the course of business,
they receive data from a financial services provider that is required to be provided by data
regulations. Subsection 1(c) provides that the FCA can impose interface-related requirements
on a person taking the action described in section 2(4) (also referred to as ‘action initiation”).
This ensures that Open Banking and future Smart Data schemes in financial services are able
to function properly. Subsection (1)(d) provides that rules may impose interface-related
requirements on persons falling within subsection (3).

Subsection (3) defines the categories of person to which the interface-related requirements
can apply. This includes interface bodies, persons required to set up interface bodies and
persons who use related interfaces, standards or arrangements or are required to do so. The
application is limited to interface bodies, and interfaces, standards and arrangements linked
to the financial services sector (see subsection (5)).

Subsection (4) sets out the types of interface-related requirements that the FCA may impose.
These include requirements relating to the composition, governance or activities of an
interface body linked to the financial services sector. Subsection (5) details when an interface
body, an interface, interface standards and interface arrangements are considered to be
linked to the financial services sector.

Subsection (6) permits the Treasury via regulations to enable or require the FCA to impose
additional requirements on firms to whom its rules apply. The intention of this is to allow the
FCA to effectively regulate firms and interface bodies and intervene where necessary.

Subsection (7) provides that the FCA may impose requirements by notice or direction.
Subsection (8) and subsection (9) confirm that the same restrictions on powers of
investigation apply to the FCA interface rules and requirements as apply under section 9.

Subsection (10) provides definitions of “financial services provider”, “prescribed”, “relevant
financial services action”, and “section 2(4) actor” in respect of the section.

Section 15: The FCA and financial services interfaces: supplementary
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Section 15 sets out provisions that regulations made by the Treasury under section 14 may or
must contain. The intention of these provisions is to set appropriate parameters for the sub-
delegation of rulemaking powers from the Treasury to the FCA via regulations.

Subsection (2) permits regulations to require or enable the FCA to impose any interface
requirement that could be imposed by regulations made under section 7(4) or (5), but with
the exception that the FCA may not enable or require a person to set up an interface body
(only the Treasury may do that via regulations).

Subsection (3) requires that regulations must specify the purposes which the FCA must
advance when exercising functions, matters to which the FCA must have regard, and
provisions about the procedure for the making of any FCA interface rules.
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Subsection (4) provides that regulations may impose requirements and make provision in
relation to the FCA’s exercise of any sub-delegated rulemaking powers. This might include,
for example, requiring the FCA to carry out a cost benefit analysis in relation to the rules,
requiring it to modify or waive the rules as they apply in a particular case, or requiring it to
publish guidance about how it proposes to exercise its functions.

Subsection (5) provides that regulations may require or enable the FCA to impose
requirements on a person to review conduct, take remedial action and to make redress for
loss or damage suffered as a result of misconduct. Subsection (12) clarifies the things that
redress may include.

Subsection (6) allows regulations to require or enable the FCA to make rules about the fees
that persons listed in subsection (7) must pay to an interface body or another person listed in
that subsection, or someone acting on their behalf, in connection with the activities described
in subsection (8). This enables FCA rules to allow participants to charge for, and make profits
on, activities done in performance of duties or exercise of powers conferred on the person by
or under Part 1 regulations.

Subsection (7) provides that fees may be required to be paid by persons within section
14(3)(b) or (c) or financial services providers.

The activities described in subsection (8), for which rules may enable fees to be charged
under subsection (6), are performing or exercising duties or powers imposed or conferred on
the interface body or persons listed in subsection (7), by Part 1 regulations or by FCA
interface rules.

Subsection (9) includes provisions that regulations must or may provide in relation to FCA
rules providing for such fees, such as allowing fees to exceed the cost of the things in
connection with which the fee is charged, and for the total amount of fees payable in
connection with things to exceed the total cost. This subsection also enables the FCA to make
provision about the treatment of amounts paid as fees to the persons listed in subsection (7).

Subsection (10) mirrors sections under subsections (9) to (11) of section 11 in enabling FCA
rules to specify whether — otherwise than in reliance on FCA rules — certain persons may or
may not require payment in relation to activities described in section 15(8).

Subsection (11) provides examples of the avenues by which those persons might require
payment other than in reliance on FCA interface rules (e.g. by relying on powers conferred by
other legislation or powers arising under contracts entered into).

Subsection (12) provides that regulations may provide that the FCA’s powers to make
interface rules includes powers to do things described in section 21(1)(a) to (h), for example to
make different provision in relation to different purposes or areas, or for particular cases, and
that the restriction in relation to fees in section 21(3) does not apply.

Subsection (13) provides relevant definitions.

Section 16: The FCA and financial services interfaces: penalties and levies
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Section 16 makes provision about regulations that the Treasury may make providing for the
FCA to impose financial penalties.

Subsection (2) makes provision about the way in which the FCA may be required or enabled
to set penalties by regulations. The FCA may set the amount or maximum amount of a
penalty or set the method for calculating such amount. Subsection (3) sets out provisions that
such regulations may or must make in relation to the FCA’s policy in setting financial
penalties.
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Subsection (4) permits the Treasury to impose, or provide for the FCA to impose, a levy on
data holders or third-party recipients for the purpose of meeting expenses incurred by the
FCA, or a person acting on its behalf, in performing functions imposed or conferred by
regulations under section 14. This is to allow the FCA to recover expenses arising from its
regulatory functions under Part 1. The regulations may make provision about what may or
must be done with the funds. Subsection (5) provides that only directly affected persons
should be subject to the levy. Subsections (6) and (7) confirm that the same requirements
apply to regulations providing for this FCA levy, as apply to regulations for other levies in
Part 1.

Section 17: The FCA and co-ordination with other regulators

305

Section 17 enables the Treasury to make regulations amending section 98 of the Financial
Services (Banking Reform) Act 2013. Regulations may amend the definition of “relevant
functions” to add or remove a function conferred on the FCA by regulations under Part 1 or
amend the definition of “objectives” to add or remove an objective of the FCA relevant to
such a function. This is intended to ensure that the FCA’s functions under Part 1 regulations
can be brought within scope of existing arrangements for co-ordination between the
regulators of payment systems under Part 5 of the 2013 Act.

Supplementary

Section 18: Liability in damages
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Section 18 permits the Secretary of State or the Treasury to make regulations to provide that a
public authority cannot be liable in damages when they exercise their functions under Part 1.
This power is conferred to ensure that a public authority can carry out its functions
effectively and derives from the exemption from liability in damages for the FCA under the
Financial Services and Markets Act 2000 (FSMA 2000) which prevents the FCA from the need
to defend vexatious claims that are a significant resource burden.

Subsection (2) lists the types of person eligible to be excluded from liability.

Subsection (3) ensures that liability cannot be excluded where person has acted in bad faith or
if this would conflict with the Human Rights Act 1998, reflecting the FSMA 2000 provision.

Section 19: Duty to review regulations
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Subsections (1) and (2) of section 19 require (subject to the exceptions in subsection (8)) the
Secretary of State and the Treasury (“the relevant person”), by regulations, to provide for
review of provisions made by them in other Part 1 regulations (“Part 1 provision”).

Under subsection (3), the regulations must require review of the Part 1 provision in question,
followed by publication of a report setting out the findings of that review and the laying of a

copy of the report before Parliament. The intention is to give Parliament ongoing oversight of
Smart Data schemes after they are introduced.

Under subsection (4), the regulations must require the first report to be published within five
years of the of the Part 1 provision coming into force and the publication of subsequent
reports at intervals of no more than five years, the intention being that Smart Data schemes
are reviewed at least once every five years.

Subsection (5) deals with the criteria against which the regulations must require the review to
be conducted. In all cases, the regulations must require the relevant person to consider
whether the Part 1 provision in question remains appropriate. That must be assessed having
regard to whether the provision continues to achieve the objectives it is intended to be

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)

46



313

314

315

316

achieved but may also be assessed having regard to other matters. Where that provision is
part of data regulations, the review must have regard to the matters to which the regulation-
maker was required to have regard in sections 2(5) and 4(5).

Subsection (6) requires the regulations to provide that the published report omits material
that the relevant person thinks might harm a person’s commercial interests.

Subsection (7) allows the regulations to provide for a joint review and report in respect of
Part 1 provisions made respectively by the Secretary of State and the Treasury.

Subsection (8)(a) and (b) is intended to disapply the review requirement in relation to
regulations which amend Part 1 regulations (“substantive regulations”) to which the review
provision already applies, the intention being that provisions inserted (or otherwise
modified) in the substantive regulations will be reviewed in accordance with the existing
review requirements and timetable of the substantive regulations. Subsection (8) also ensures
that the relevant person is not required to review revoked provisions.

Subsection (9) disapplies the review requirements in section 28 of the Small Business,
Enterprise and Employment Act 2015 to avoid multiple review requirements.

Section 20: Restrictions on processing and data protection

317

318

319

Subsection (1) of section 20 ensures that, except as provided for by subsection (2) in relation
to data protection, Part 1 regulations may provide for the processing of information not to be
in breach an obligation of confidence (paragraph (a)) or any other restriction on the
processing of information (paragraph (b)).

Subsection (2) provides that Part 1 regulations are not to be read as authorising or requiring
processing of personal data that would contravene the data protection legislation. However,
in determining whether processing of data would do so, account may be taken of the
requirements of those regulations. Subsection (3) defines “the data protection legislation” and
“personal data” by reference to the DPA 2018.

Subsections (1) and (2) reflect the provisions relating to pensions dashboards inserted by the
Pension Schemes Act 2021 at section 238B(6) and (7) of the Pensions Act 2004.

Section 21: Regulations under this Part: supplementary

320

321

322

323

Subsection (1) of section 21 is largely self-explanatory. However, readers may, in particular,
wish to note the following provisions.

Paragraph (f) allows Part 1 regulations to make provision by reference to standards,
arrangements, specifications or technical requirements as published from time to time. This
reflects section 238A(5)(a) of the Pensions Act 2004 relating to pensions dashboards. The
purpose of this provision is, in particular, to allow for technical requirements by reference to
published standards that are updated in line with developments in information technology.

Paragraph (g) allows the regulations to confer functions on a person which may include the
exercise of a discretion and to make related procedural provisions. The ability to confer
discretions reflects section 91(1)(b) of the Enterprise and Regulatory Reform Act 2013, which
Part 1 of this Act replaces, and section 238A(6) of the Pensions Act 2004.

Subsection (2) prevents Part 1 regulations from requiring or enabling a person to set the
maximum amount of a fine, but regulations may refer to the standard scale, the statutory
maximum or a similar amount.
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324

325

326

Subsection (3) prevents Part 1 regulations (except where otherwise provided for by sections
15 and 16 in relation to the FCA) from requiring or enabling a person to set the amount or
maximum amount of a penalty or fee or the method by which that amount may be
determined or, likewise, to set the amount, maximum amount or method of any increase of a
penalty or fee. However, subsection (4)(a) enables the regulations to provide for that amount
or method by reference to a published index. Subsection (4)(b) enables the regulations to
require or enable a person to make decisions about the amount payable, or its increase or
reduction, in a particular case, within the framework of the maximum amount or
methodology set out in the regulations.

Subsection (3) also clarifies that the regulation-making power under section 11(9) is not
restricted by section 21(3).

Subsection (5) allows for amendment, repeal or revocation of primary legislation (as defined
in section 25(1)) in limited circumstances, these being to make provision about handling of
complaints, dispute resolution and appeals and for provisions under subsection (1)(h)
(incidental, supplementary, consequential, transitional or saving provisions). It is envisaged
that subsection (5) might, for instance, be used to extend any statutory dispute resolution
scheme in a specific sector to any Smart Data scheme which applies to that sector.

Section 22: Regulations under this Part: Parliamentary procedure and consultation

327 Subsection (1) specifies the circumstances in which Part 1 regulations must be subject to

328

329

330

331

affirmative Parliamentary scrutiny.

Under paragraphs (a) and (b), affirmative scrutiny is required for the first regulations under
sections 2(1), (3) and (4) and 4(1), (3) and (4) making provision about a particular description
of customer data or business data. It is intended that regulations introducing a Smart Data
scheme will be subject to affirmative scrutiny.

Under paragraph (c), affirmative scrutiny is required for regulations which make
requirements more onerous for data holders or interface bodies.

Under paragraph (d), affirmative scrutiny is required where regulations are made under, or
in reliance on, the following sections:

@ Section 6(5) (monitoring power of a decision-maker);

® Section 7 (interface bodies);

@ Section 8 (enforcement of regulations under this Part);

® Section 11 (fees);

® Section 12 (levy);

® Section 14 (the FCA and financial services interfaces);

® Section 16 (the FCA and financial services interfaces: penalties and levies);
® Section 17 (the FCA and co-ordination with other regulators); or

@ Section 18 (liability in damages).

Under paragraph (e), affirmative scrutiny is required for regulations to which section 21(5)
applies, which amend, repeal or revoke primary legislation.
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333

334

Subsection (3) requires that before making regulations of the kind requiring affirmative
resolution, the Secretary of State or the Treasury must, as they consider appropriate, consult:

® Persons likely to be affected the regulations e.g., businesses who would become

data holders under the regulations, or their representatives;

@ Sectoral regulators with functions in relation to data holders under the proposed

regulations.

Subsection (4) clarifies that, in making regulations, the Secretary of State or the Treasury can
rely on a consultation which takes place before this section comes into force.

Neither the consultation obligation in subsection (3) nor anything else in Part 1 affects the
obligation of the Secretary of State to consult the Information Commissioner under Article
36.4 of the UK GDPR, where it applies.

Section 23: Related subordinate legislation

335

Section 23 provides that the regulation-making powers in Part 1 may be exercised so as to
make, in connection with related subordinate legislation, any provision that they could be
exercised to make as part of, or in connection with, provision made under sections 2(1) to (4)
or 4(1) to (4). This is intended to allow Smart Data provision to be made by amending, or
making provision consequential to, existing subordinate legislation, rather than making
stand-alone regulations. This could include for example amending existing data sharing
requirements in financial services legislation such as Open Banking provisions in the
Payment Services Regulations 2017.

Section 24: Repeal of provisions relating to supply of customer data

336

Section 24 repeals sections 89 to 91 (supply of customer data) of the Enterprise and
Regulatory Reform Act 2013, which Part 1 replaces.

Section 25: Other defined terms

337

338

Subsection (1) of section 25 defines terms which have not been defined elsewhere in Part 1.
Some of these definitions are referred to in these notes in the context of specific sections.
Readers should, in particular, note the definition of “specified” in relation to the contexts in
which that section is used and “third party recipient” which may refer to a third party
recipient for customer data (section 2(2)), business data (section 4(2)) or both according to the
context.

Subsection (2) explains what is meant by references in Part 1 to something being done “in the
course of business”.

Section 26: Index of defined terms for this Part

339

Section 26 sets out an index of terms defined in Part 1.

Part 2: Digital Verification Services

Introductory

Section 27: Introductory

340

Section 27 sets out the scope of Part 2 of the Act and defines digital verification services
(DVS).
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DVS trust framework and supplementary codes

Section 28: DVS trust framework

341

342

343

344

345

346

Subsection (1) requires the Secretary of State to prepare and publish a DVS trust framework
document (the ‘trust framework’) which sets out rules concerning the provision of DVS.

Subsection (2) makes clear that those rules may include the conduct of a person providing
such services and that references in this Part to a person providing services in accordance
with the trust framework (or similarly expressed) include compliance with the rules
contained in that framework relating to that person and/or their conduct.

Subsection (3) requires the Secretary of State to consult the Information Commissioner and
any persons the Secretary of State considers appropriate when preparing the trust
framework, while subsection (4) makes clear that this consultation can take place before this
section comes into force.

Subsection (5) enables the Secretary of State to revise and republish the trust framework
following a review under section 31, or at other suitable times.

Subsection (6) sets out that the trust framework, or a revised version of the trust framework,
must state when it will come into force, and this cannot be before the relevant trust
framework is published. Subsection (7) states that the trust framework or a revised version of
the trust framework can set different rules for different digital verification services, can
specify that provisions come into force at different times for different purposes, and can
include transitional or saving provisions.

Subsections (8) to (10) set out that when the trust framework is revised, provisions in the
revised and republished trust framework can specify that from a particular date or from the
end of a period, certificates that were issued to organisations confirming they provide
services in accordance with the trust framework before the changes come into force (pre-
revision certificates) do not count for specified purposes. Such provisions may specify
different terms for different pre-revision certificates.

Section 29: Supplementary codes

347

348

349

350

351

Subsection (1) enables the Secretary of State to prepare and publish additional sets of rules
applicable to specific DVS use cases that supplement the trust framework. Subsection (2)
notes that such published sets of rules will be called ‘supplementary codes’.

Subsection (3) sets out that supplementary codes may include rules relating to the provision
of services and to the conduct of a person providing such services. This subsection also
clarifies that references in this Part to a person providing services in accordance with a
supplementary code (or similarly expressed) include compliance with the rules contained in
the supplementary code relating to that person and/or their conduct.

Subsection (4) requires the Secretary of State to consult the Information Commissioner and
any persons the Secretary of State considers appropriate to consult when preparing
supplementary codes. Subsection (5) sets out that this consultation can take place before this
section comes into force.

Subsection (6) enables the Secretary of State to revise and republish supplementary codes
following a review under section 31, or at other suitable times.

Subsection (7) sets out that a supplementary code or a revised version of a supplementary
code must state when it will come into force, and this cannot be before the relevant
supplementary code is published. Subsection (8) states that a supplementary code or a
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352

revised version of a supplementary code can set different rules for different digital
verification services, can specify that provisions come into force at different times for
different purposes, and can include transitional or saving provisions.

Subsections (9) to (11) set out that when a supplementary code is revised, provisions in the
revised and republished supplementary code can specify that from a particular date or from
the end of a period, certificates that were issued to organisations confirming they provide
services in accordance with the relevant supplementary code before the changes come into
force (pre-revision certificates) do not count for specified purposes. Such provisions may
specify different terms for different pre-revision certificates.

Section 30: Withdrawal of a supplementary code

353

Section 30 allows the Secretary of State to make a determination to withdraw a
supplementary code. Such determination must be published, and must specify when the
supplementary code will be withdrawn. The specification of when the supplementary code is
withdrawn must be a time after the end of 21 days following publication of the determination
(starting on the day of publication).

Section 31: Review of DVS trust framework and supplementary codes

354

Section 31 sets out that the trust framework and each supplementary code should be
reviewed at least every 12 months, in consultation with the Information Commissioner and
any persons the Secretary of State considers appropriate to consult. Subsection (1)(b) makes it
clear that this obligation does not apply to withdrawn supplementary codes.

DVS register

Section 32: DVS register

355

Subsections (1) to (3) of section 32 require the Secretary of State to establish and maintain a
publicly available DVS register (‘the register’) of persons providing digital verification
services.

Section 33: Registration in the DVS register

356

357

358

359

360

Subsection (1) provides that a person must be registered if they hold a certificate issued by an
accredited conformity assessment body confirming they are providing DVS in accordance
with the trust framework, if they have applied to be registered in respect of one or more DVS
for which they have a certificate, if they have complied with the registration requirements set
out in a determination made under section 38 and if they have paid any fee payable under
section 39(1).

Subsection (2) clarifies that registration in the register under subsection (1) is subject to the
Secretary of State’s power to refuse registration set out in section 34(1) and his duties to
refuse registration in sections 34(10) and 41(10). Subsection (3) makes it clear that that the
Secretary of State may not register a person if the requirements in subsection (1) are not met.

Subsection (4) also requires the Secretary of State to record on the register the services that a
person is registered to provide.

Subsection (5) ensures that where a certificate has expired, has been withdrawn or is a pre-
revision certificate required to be ignored under section 28(8), the person cannot be
registered.

Subsections (6) and (7) are self-explanatory and define certain terms through reference to the
regulation that provide the legislative framework for accreditation in the UK.
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Section 34: Power to refuse registration in the DVS register

361

362

363

364

365

366

367

Subsection (1) allows the Secretary of State to refuse to register a person in the DVS register if
he considers it necessary in the interests of national security or is satisfied that the
organisation is not compliant with the trust framework in respect of the digital verification
services that the person has applied to be registered.

Subsections (2) and (3) set out that the Secretary of State must inform the person being
refused registration via written notice of his intention to refuse the application. That notice
must state the name and address of the recipient, the reasons for removal, the right to make
written representations about the intention to refuse them registration, the date by which
representations should be made and, if the intention is to prevent the organisation from re-
applying within a certain period the notice must specify the period proposed, noting that a
person may make representations about that period.

Subsection (4) sets out that where the Secretary of State is intending to refuse an application
on national security grounds under subsection (1)(a), the requirement to provide a person
with reasons under subsection (3) does not apply if giving such reasons would be contrary to
the interests of national security.

Subsection (5) specifies that the person must be given a minimum of 21 days beginning on
the day the notice is given within which to make written representations to the Secretary of
State.

Subsection (6) provides that the person can make oral representation if the Secretary of State
considers this appropriate. The ability to make oral representations should be stated in the
written notice and the notice must give the person details of how and when the oral
representation can be made. Subsection (7) requires that any written or oral representations
made in accordance with the written notice must be considered by the Secretary of State
when making a decision on refusal of registration.

Subsection (8) requires the Secretary of State to give written notice to a person informing
them that their application for registration has been refused.

Subsection (9) allows the Secretary of State to include in the notice for refusal of registration
under subsection (8) a period within which any subsequent application to be registered by
that person will be refused and subsection (10) requires the Secretary of State to refuse an
application for registration during that period. Subsection (11) sets out that the period during
which any subsequent applications to the register must be refused under subsection (9) must
start on the day the notice is given and not exceed two years.

Section 35: Registration of additional services

368

369

Section 35 provides for registered DVS providers to apply to have their entries in the register
amended to record they are providing additional services in accordance with the rules of the
trust framework.

Subsection (1) sets out that a person may apply to register additional services in their existing
entry on the register. Such an application may be made in respect of services for which the
person holds a certificate issued by an accredited conformity assessment body confirming
that they are providing those services in compliance with the rules of the trust framework.
The application must comply with any requirements of a determination under section 38 and
a fee must be paid where required by regulations made under section 39(1).
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370 Subsection (2) requires the Secretary of State to amend the DVS register to record the
additional services if the requirements in subsection (1) are met. Subsection (3) clarifies that
that the Secretary of State may not register additional services if the conditions in subsection
(1) are not met.

371 Subsection (4) ensures that where a certificate has expired, has been withdrawn or is a pre-
revision certificate required to be ignored under section 28(8), the additional services cannot
be registered.

Section 36: Supplementary notes

372 Section 36 provides for a person registered in the DVS register to apply to add a
supplementary note to the register, which sets out that they are providing one or more
services in accordance with the rules of a supplementary code.

373 Subsection (1) sets out what needs to be done when a person wants to have a supplementary
note included in the DVS register. An application to have a supplementary note included in
the DVS register can only be made where the person holds a certificate issued by an
accredited conformity assessment body confirming they are providing those services in
accordance with a supplementary code, and must comply with any requirements of a
determination under section 38 and a fee must be paid where required by regulations under
section 39(1).

374 Subsections (2) and (3) require the Secretary of State to add a supplementary note in the DVS
register where the requirements in subsection (1) are met, unless the supplementary code
against which the application has been made has been withdrawn.

375 Subsection (4) clarifies that supplementary notes can only be added where the conditions in
subsection (1) are met.

376 Subsections (5) provides that a certificate will not count if it has expired, been withdrawn, or
the supplementary code to which it relates has been revised since the certificate was issued
and the rules of the revised code specify that the certificate should not count. In those
circumstances, the supplementary note cannot appear in the register.

377 Subsection (6) is self-explanatory.

Section 37: Addition of services to supplementary notes

378 Section 37 allows a person registered in the DVS register with supplementary notes in their
register entries to apply to have their notes amended to include additional services.

379 Subsection (1) sets out what needs to be done when a person wants to have their
supplementary note in the DVS register amended to record their provision of additional
services. An application may be made for services for which the person holds a certificate
issued by an accredited conformity assessment body confirming that they are providing
those services in compliance with a supplementary code. The application must comply with
any requirements of a determination under section 38 and a fee must be paid where required
by regulations made under section 39(1).

380 Subsections (2) and (3) require the Secretary of State to amend the supplementary note in the
register if the requirements in subsection (1) are met, unless the supplementary code against
which the application has been made has been withdrawn.
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381 Subsection (4) clarifies that that the Secretary of State may not amend a supplementary note if
the conditions in subsection (1) are not met.
382 Subsection (5) provides that a certificate will not count if it has expired, been withdrawn, or is

a pre-revision certificate required to be ignored under section 29(9).

Section 38: Applications for registration, supplementary notes, etc

383

384

Subsection (1) of section 38 enables the Secretary of State to determine the form and manner
in which applications may be made to be registered on the DVS register, to add additional
services to the DVS register, to include a supplementary note in the DVS register or to add
services to a supplementary note, including the information and documents to be provided in
support of an application.

Subsection (2) sets out that a determination can make different provisions for different
purposes. Subsection (4) allows the Secretary of State to revise a determination about
applications for registration. Subsections (3) and (5) require the Secretary of State to publish a
determination or a revised determination under this section.

Section 39: Fees for applications for registration, supplementary notes, etc

385

386

387

388

389

390

391

392

Subsection (1) enables the Secretary of State to make provision in regulations regarding the
payment of fees in respect of applications made under sections 33, 35, 36 or 37 for registration
in the DVS register, addition of services or supplementary notes or services to supplementary
notes in their entry on the DVS register, and for continued registration on the DVS register.

Subsection (2) clarifies that the regulations may not provide for the payment of fees to any
party other than the Secretary of State.

Subsection (3) sets out that regulations must specify the amount of the fee to be paid, or the
maximum amount at which a fee could be set, or provide for the fee or its maximum amount
to be determined as set out in regulations.

Subsection (4) provides that the fees can be set at a level higher than the administrative costs
of determining an application or the administrative costs associated with continued
registration. This is so that fees may cover operating costs of the DVS framework.

Subsection (5) is a non-exhaustive list of the types of provisions the regulations made under
subsection (1) may include, such as the timing of fees, the manner in which fees must be paid,
the existence of discounts and exceptions to the requirement to pay a fee, if applicable,
conditions on the refund of fees, and interest payable on unpaid fees. It also confirms that
regulations made under subsection (1) may include provisions on conferring functions to the
Secretary of State on all the mentioned items with the exception of interest payable on unpaid
fees.

Subsection (6) sets out that fees payable for continued registration and interest on unpaid fees
is recoverable summarily, or recoverable in Scotland, as a civil debt.

Subsection (7) sets out that the regulations made under subsection (1) can make different
provisions for different purposes, and may make transitional, transitory or saving provision.

Subsection (8) clarifies that regulations made under this section will be subject to the negative
resolution procedure.
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Section 40: Duty to remove person from the DVS register

393 Subsection (1) requires the Secretary of State to remove a person from the register when the
person asks to be removed or stops providing all of the DVS for which they are registered, or
no longer holds a certificate from an accredited conformity assessment body that certifies at
least one of the DVS they provide as compliant with the trust framework.

394 Subsection (2) provides that a certificate will not count for that purpose if it has expired, has
been withdrawn or is a pre-revision certificate required to be ignored under section 28(8).

Section 41: Power to remove person from the DVS register

395 Subsection (1) enables the Secretary of State to remove a person from the register in certain
circumstances:

First, if the Secretary of State is satisfied that the person is failing to comply with the
trust framework when providing one or more of the DVS for which they are
registered;
Second, if the person has a supplementary note in the register, and the Secretary of
State is satisfied that they are failing to comply with the relevant supplementary code
in their provision of one or more of the DVS for which they are registered;
Third, if the Secretary of State is satisfied that the person has failed to provide
information to the Secretary of State where a notice has been issued under section 51;
or
Fourth, if the Secretary of State considers it necessary in the interests of national

security.

396 Subsections (2) and (3) require the Secretary of State to give written notice to the person of an
intention to remove them from the register. That notice must state the name and address of
the recipient, the reasons for removal, the right to make written representations about the
intention to remove them from the register, the date by which representations should be
made and, if the intention is to prevent the person from re-applying within a certain period,
the notice must specify the period proposed, noting that a person may make representations
about that period.

397 Subsection (4) sets out that where the Secretary of State is intending to refuse an application
on national security grounds under subsection (1)(d), the requirement to provide a person
with reasons under subsection (3) does not apply if giving such reasons would be contrary to
the interests of national security.

398 Subsection (5) specifies that the person has a minimum of 21 days beginning on the day the
notice is given within which to make written representations to the Secretary of State.

399 Subsection (6) provides that the person can make oral representation if the Secretary of State
considers this appropriate. The ability to make oral representations should be stated in the
written notice and the notice must give the person details of how and when the oral
representation can be made.

400 Subsection (7) requires that any written or oral representations made in accordance with the
written notice must be considered by the Secretary of State when deciding whether to remove
a person from the DVS register.
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401 Subsection (8) requires the Secretary of State to give written notice to a person informing
them they have been removed from the register.

402 Subsection (9) allows the Secretary of State to include in the notice for refusal of registration
under subsection (8) a period within which any subsequent application made by the person
to be re-registered will be refused and subsection (10) requires the Secretary of State to refuse
an application for re-registration during that period. Subsection (11) sets out that the period
during which any subsequent applications to the register must be refused under subsection
(9) must start on the day the notice is given and not exceed two years.

Section 42: Duty to remove services from the DVS register

403 Subsections (1) and (2) set out that if a person asks for an amendment to reflect that they no
longer provide one or more registered services if they stop providing one or more of the
registered services (but not all of them), or, if they are no longer certified by an accredited
conformity assessment body for all of the services for which they are registered, the Secretary
of State must amend the register accordingly to remove the relevant services.

404 Subsection (3) sets out that a certificate will not count if it has expired, has been withdrawn,
or is a pre-revision certificate required to be ignored under section 28(8).

Section 43: Duty to remove supplementary notes from the DVS register

405 Subsection (1) sets out that if a person with a supplementary note in the register asks for the
note to be removed, if they stop providing all of the services to which the note relates, if they
are no longer certified to be compliant with a supplementary code by an accredited
conformity assessment body for at least one of the services in the note, or if they continue to
be certified to be compliant but the relevant supplementary has been withdrawn, the
Secretary of State must amend the register to remove the relevant supplementary note.

406 Subsection (2) sets out that a certificate will not count if it has expired, has been withdrawn,
or is a pre-revision certificate required to be ignored under section 29(9).

Section 44: Duty to remove services from supplementary notes

407 Subsections (1) and (2) set out that if a person with a supplementary note on the DVS register
asks for services listed on the note to be removed, if they stop providing one or more of the
services listed on the note, or if they are no longer certified as compliant with a
supplementary code by an accredited conformity assessment body for all of the services in
the note, the Secretary of State must amend the register to remove the relevant service or
services from the supplementary note.

408 Subsections (3) and (4) set out that a certificate will not count if it has expired or has been
withdrawn or is a pre-revision certificate required to be ignored under section 29(9).

Information Gateway

Section 45: Power of public authority to disclose information to registered person

409 Subsections (1) and (2) state that a public authority may share information relating to an
individual with a person registered in the DVS register, where the individual makes a request
to that person to provide DVS.

410 Subsection (3) sets out that information disclosed under this section does not breach any duty
of confidentiality owed by the public authority making the disclosure or any other
restrictions (however imposed) relating to the disclosure of information.
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411

412

413

414

415

Subsection (4) does not authorise disclosure by a public authority that would breach the data
protection legislation, although the power to disclose information under this section is to be
taken into account in deciding whether the disclosure would breach the data protection
legislation. Similarly, it does not authorise disclosure of information which is prohibited
under Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act 2016.

Subsection (5) makes clear that public authorities may only disclose information which they
have obtained through exercising functions of a public nature.

Subsection (6) provides that this section does not affect any powers to disclose information
that exist apart from this section.

Subsection (7) enables public authorities to charge fees for disclosing information to persons
providing DVS.

Subsection (8) defines the terms “the data protection legislation” and “public authority” for
the purpose of this section.

Section 46: Information disclosed by the Revenue and Customs

416

417

418

419

Subsections (1) and (2) set out that where HMRC have disclosed personal information to a
person to enable provision of DVS for an individual under section 45, the person must not
further disclose that information otherwise than for the purpose of providing DVS for the
individual, without the consent of the Commissioners for HMRC.

Subsection (3) sets out that if a third party receives the information disclosed by HMRC to the
registered person providing DVS directly or indirectly from the person to whom the
information was disclosed by HMRC, the third party must not further disclose the
information without consent of the Commissioners for HMRC.

Subsection (4) sets out that the offence of wrongful disclosure under section 19 of the
Commissioners for Revenue and Customs Act 2005 applies where information is disclosed in
contravention of this section.

Subsection (5) defines the terms “personal information” and “the Revenue and Customs” for
the purpose of this section.

Section 47: Information disclosed by the Welsh Revenue Authority

420

421

422

Subsections (1) and (2) provide that where the Welsh Revenue Authority discloses personal
information to a person under section 45 to enable provision of DVS for an individual, the
person must not further disclose the information otherwise than for the purpose of providing
DVS, without the consent of the Welsh Revenue Authority.

Subsection (3) sets out that if a third party receives the information disclosed by the Welsh
Revenue Authority to the registered person providing DVS directly or indirectly from the
person to whom the information was disclosed by the Welsh Revenue Authority, the third
party must not further disclose the information without consent of the Welsh Revenue
Authority.

Subsection (4) sets out that it is an offence to disclose information in contravention of
subsections (2) and (3). Subsection (5) sets out the defences in relation to this offence - that the
person charged with the offence reasonably believed that the disclosure of information was
lawful, or that the information had already lawfully been made publicly available.
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423

424

Subsection (6) sets out what punishments a person who commits an offence under subsection
(4) will face. A person who commits the offence on summary conviction in England and
Wales may be imprisoned for up to the maximum term available in a magistrates’ court,
receive a fine, or both. A person committing the offence on summary conviction in Scotland
may be imprisoned for a term of up to 12 months, or receive a fine up to the statutory
maximum, or both. A person who commits the offence on summary conviction in Northern
Ireland may be imprisoned for up to 6 months, or receive a fine up to the statutory
maximum, or both. In all UK jurisdictions, a person who is convicted of the offence on
indictment may be imprisoned for up to 2 years or receive a fine, or both.

Subsection (7) defines the term “personal information” for the purpose of this section.

Section 48: Information disclosed by Revenue Scotland

425

426

427

428

429

430

Sections (1) and (2) set out that where Revenue Scotland discloses personal information to a
person under section 45 for the purpose to enable provision of DVS to an individual, that
person must not further disclose that information otherwise than for the purpose of
providing DVS, without the consent of Revenue Scotland.

Subsection (3) sets out that if a third party receives the information disclosed by Revenue
Scotland to the registered person providing DVS directly or indirectly from the person to
whom the information was disclosed by Revenue Scotland, the third party must not further
disclose the information without consent of Revenue Scotland.

Subsection (4) sets out that it is an offence to disclose information in contravention of
subsections (2) and (3).

Subsection (5) sets out the defences in relation to this offence - that the person charged with
the offence reasonably believed that the disclosure of information was lawful, or that the
information had already lawfully been made publicly available.

Subsection (6) sets out what punishments a person who commits an offence under subsection
(4) will face. A person who commits the offence on summary conviction in England and
Wales may be imprisoned for up to the maximum term available in a magistrates” court,
receive a fine, or both. A person committing the offence on summary conviction in Scotland
may be imprisoned for a term of up to 12 months, or receive a fine up to the statutory
maximum, or both. A person who commits the offence on summary conviction in Northern
Ireland may be imprisoned for up to 6 months, or receive a fine up to the statutory
maximum, or both. In all UK jurisdictions, a person who is convicted of the offence on
indictment may be imprisoned for up to 2 years or receive a fine, or both.

Subsection (7) defines the term “personal information” for the purposes of this section.

Section 49: Code of practice about the disclosure of information

431

432
433

Subsection (1) sets out that the Secretary of State must prepare and publish a code of practice
regarding the disclosure of information under section 45. Subsection (2) sets out that the code
must be consistent with the data sharing code prepared and issued under the DPA 2018.
Subsection (3) requires public authorities to have regard to the code of practice when
disclosing information under section 45.

Subsection (4) enables the Secretary of State to revise and republish the code of practice.

Subsection (5) requires the Secretary of State to consult the Information Commissioner, the
devolved administrations, and any persons the Secretary of State considers appropriate
before preparing or revising the code of practice.
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434 Subsection (6) states that the consultation exercise may be carried out before this section
comes into force.

435 Subsections (7) and (8) set out that the code of practice will be subject to approval by a
resolution of both Houses of Parliament before it is first published, and subject to the
negative resolution procedure for every republication.

436 Subsections (9) to (11) provide definitions relevant to the section.

Trust mark

Section 50: Trust mark for use by registered persons

437 Subsection (1) provides that the Secretary of State can designate a trust mark to be used in
providing or offering to provide DVS. Subsection (2) states that the Secretary of State must
publish the trust mark. Subsection (3) provides that the trust mark cannot be used by
organisations in the course of providing, or offering to provide DVS unless they are
registered in the DVS register and section (4) states that the Secretary of State can enforce
subsection (3) in civil proceedings.

Supplementary

Section 51: Power of Secretary of State to require information

438 Section 51 provides that the Secretary of State may by written notice require an accredited
conformity assessment body or a person included in the DVS register to provide information
that the Secretary of State reasonably requires with respect to the exercise of the Secretary of
State’s functions under this Part.

439 Subsection (2) sets out that the written notice must explain why the information is required
and subsection (3) makes further provision about what may be contained in the written
notice.

440 Subsection (4) makes clear that the written notice must provide information about the
consequences of failing to comply with the notice.

441 Subsection (5) enables the Secretary of State to cancel a written notice under this section.

442 Subsection (6) sets out that the disclosure of information requested by the Secretary of State
does not breach any duty of confidence owed by the organisation disclosing information, or
any other restriction on the disclosure of information.

443 Subsection (7) sets out that the disclosure of information requested by the Secretary of State
must not infringe restrictions under sections 46, 47 or 48 of this Part, the data protection
legislation or specified sections of the Investigatory Powers Act 2016, although the power to
disclose information under this section is to be taken into account in deciding whether the
disclosure would breach the data protection legislation.

444 Subsections (8) to (11) place certain limitations on the information which the Secretary of
State may require the organisation to provide under a written notice. Subsection (12) defines
the term “the data protection legislation” for the purpose of this section.

Section 52: Arrangements for third party to exercise functions

445 Section 52 sets out that the Secretary of State may make arrangements for a person prescribed
by regulations to exercise the functions of the Secretary of State under this Part. Should such
arrangements be made, references to the Secretary of State in this Part, or regulations made
under this Part, must be read accordingly.
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447

Subsection (2) makes clear that arrangements made under this section may provide for the
Secretary of State to make payments to the person and make provision for the circumstances
in which those payments are to be repaid to the Secretary of State. Subsection (3) states that
regulations made under this section are subject to the affirmative procedure. Subsection (4)
defines the term “relevant function” for the purposes of this section as all functions conferred
by or under this Part, with the exception of the power to make regulations.

Subsection (5) clarifies that if arrangements are made under this section to delegate the
function of charging or recovering fees to a prescribed person, such person must pay the fees
to the Secretary of State unless the Secretary of State has directed otherwise.

Section 53: Report on the operation of this Part

448

Section 53 sets out that the Secretary of State must prepare and publish reports on the
operation of this Part. The first report must be published within 12 months of section 28
coming into force and thereafter reports must not be published more than 12 months apart.

Section 54: Index of defined terms for this Part

449

Section 54 is self-explanatory.

Section 55: Powers relating to verification of identity or status

450

Subsections (1) to (3) of section 55 each elaborates and expands on the parameters of existing
order/regulation-making powers to prescribe requirements in relation to right to work checks
and documents in section 15(3) of the Immigration, Asylum and Nationality Act 2006, section
34 of the Immigration Act 2014 and paragraph 5(6)(b) and (c) of Schedule 6 to the
Immigration Act 2016. The examples of the way these powers may be exercised include by
making provision that specifies/prescribes documents provided to, and generated by, a
person in the DVS register established under Part 2 of the Act (a DVS-registered person) and
to specify/prescribe steps and checks involving the use of services by such a person. New
provisions are also inserted into these order/regulation-making powers that confer powers to
specify/prescribe a description of DVS-registered person whose entry in the DVS register
includes a supplementary note relating to specified/prescribed services.

Part 3: National Underground Asset Register

Section 56: National Underground Asset Register: England and Wales

451

452

Subsection (1) of this section inserts a new Part 3A into the New Roads and Street Works Act
1991 (“NRSWA 1991”) which, among other things, requires the Secretary of State to keep a
register of information relating to apparatus in streets in England and Wales (to be known as
the National Underground Asset Register (“NUAR")). The sections comprising the new Part
3A set out a legislative framework for NUAR, including empowering the Secretary of State to
make provision by regulations in connection with granting access to information kept in
NUAR, the payment of fees by undertakers in relation to NUAR, requiring undertakers to
provide information to the Secretary of State for the purposes of regulations, monetary
penalties and arrangements for third parties to exercise relevant functions of the Secretary of
State.

The new Part 3A inserted into NRSWA 1991 comprises new sections 106A to 106K; each of
these is considered in turn below.
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Section 106A: National Underground Asset Register

453

454

455

456

A key aspect of the new legislative framework for NUAR is the requirement, imposed by
new section 106A(1) which is inserted into NRSWA 1991, for the Secretary of State to keep a
register of information relating to apparatus in streets in England and Wales. This register is
referred to in this Act as “NUAR” (as defined by subsection (2)) and is the central repository
of information into which, in accordance with other provisions being inserted into NRSWA
1991, certain persons are required to enter information. In practice, NUAR is a digital register
and the information within it will be used to form a digital underground map displaying
information about apparatus installed beneath streets in England, Wales and Northern
Ireland.

Subsection (3) confers a power on the Secretary of State to prescribe, through regulations, the
form and manner in which NUAR must be kept. Regulations under this subsection are
subject to the negative procedure as provided for in subsection (5).

Section 57 makes a number of amendments to NRSWA 1991Act, some of which require
people to enter information into NUAR. In order to facilitate this, and as required by
subsection (4), the Secretary of State must ensure the required people have access to NUAR.

Section 58 (3) inserts Article 45A(1) into the Street Works (Northern Ireland) Order 1995
(SWNIO 1995). This imposes an obligation on the Secretary of State, equivalent to that set out
in section 106A in relation to England and Wales, to keep a register of information relating to
apparatus in streets in Northern Ireland. Subsection (6) allows the Secretary of State to
discharge both obligations by keeping a single register which covers England, Wales and
Northern Ireland.

Section 106B: Initial upload of information into NUAR

457

458

459

460

461

For NUAR to be a reliable and comprehensive source of information it is crucial that, from
the outset, it also contains existing information which is already held in undertakers’
records.

New section 106B establishes the concept of the “initial upload period”, during which
undertakers having apparatus in a street must enter into NUAR all information that is
already included in their records on a specific date, referred to in this provision as the
“archive upload date”. Such undertakers must also, during this period, enter into NUAR any
other information, held by the undertaker on that date, of a description prescribed by the
Secretary of State in regulations.

The Secretary of State may also, in regulations made under subsections (2) and (3)
respectively, set out when this duty to enter information held in their records into NUAR
does not apply, and the form and manner in which this information must be entered into
NUAR for these purposes.

Subsection (8)(a) imposes a duty on the Secretary of State to specify, in regulations, the
“archive upload date” (on which a “snapshot” of relevant information in the undertaker’s
records is taken). Subsection (8)(b) also requires the Secretary of State to specify the duration
of the “initial upload period”, beginning with the archive upload date, within which the
information comprising that snapshot must be entered into NUAR.

An undertaker who fails to comply with a duty imposed by section 106B commits a criminal
offence which is triable summarily and, if convicted, can result in a fine.
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Section 106C: Access to information kept in NUAR

462

463

464

465

New section 106C sets out the approach through which information held within NUAR can
be made available to others. The policy intent is to make NUAR data available to planners
and excavators for the purposes of carrying out safe and efficient excavations. However,
undertakers currently make their data available to other persons for other purposes. This
provision ensures NUAR data can be used, if considered appropriate, for additional
purposes.

Subsections (1) and (2) provide that the Secretary of State may, by regulations, determine
who can access information kept in NUAR, including by specifying what information is
shared, with whom, for what purpose and in what form and manner. This section also
empowers the Secretary of State to make provision for such information to be made available
for free or for a fee. So, for example, the Secretary of State may provide for information held
in NUAR to be accessible by undertakers for the purpose of carrying out street works
excavations.

Subsection 2(h) establishes the ability for the Secretary of State to make provision for the
granting of licences by the Secretary of State in relation to any non-Crown IP rights (as
defined by subsection (5)) that may exist in relation to information made available from
NUAR. Licences in relation to Crown IP rights would be managed by the Keeper of the
National Archives.

Subsection (3) makes provisions to clarify that, as a general approach, the processing of
information in exercise of functions under sections 106A does not breach any obligation of
confidence or any other restriction, however imposed. In most cases, this general approach
will be essential for the effective and efficient running of NUAR. However, there could also
be circumstances, which become apparent over time, in which it would not be appropriate for
this general approach to apply. New section 106C(3) permits the Secretary of State, through
regulations, to prescribe exceptions to this approach where considered appropriate to do so.
Subsection (3) also makes clear that this general approach is nevertheless subject to the
provision made by section 1061; as explained below, the general approach does not override
or otherwise take priority over the requirements of the data protection legislation.
“Processing” of information, for these purposes, has the same broad meaning as in the DPA
2018.

Section 106D: Guidance

466

467

468

Subsection (1) and (2) requires the Secretary of State to produce guidance on how to protect
information kept in, or obtained from, NUAR for persons who are able to access it in reliance
of regulations made under section 106C.

Subsection (3) and (4) enables the Secretary of State to revise or replace the guidance and
publish the guidance in such manner as the Secretary of State considers appropriate to bring
it to attention of persons who are able to access information kept in NUAR in reliance of
regulations made under section 106C.

Subsection (5) clarifies that a single piece of guidance may be produced and published for
persons accessing information kept in NUAR under section 106D of NRSWA 1991Act and
under Article 45D of the Street Works (Northern Ireland) Order 1995.

Section 106E: Fees payable by undertakers in relation to NUAR

469

Once the NUAR service as provided for by these new legislative provisions is operational,
the policy intent is for its running costs to be funded through fees paid by those who benefit
from the service, rather than being funded by the taxpayer.
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471
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474

Through regulations made under new section 106E(1), the Secretary of State may create a fees
scheme for these purposes. This scheme may require undertakers with apparatus in a street
to pay fees to fund the operation of the NUAR service. Such an approach reflects the benefit
that such undertakers will receive through the removal of the requirement, currently set out
at section 79(3) of NRSWA 1991, to make their records of information relating to their
apparatus available to others.

The Secretary of State has a number of options available when setting the amount of fees to
be payable under the scheme, as set out in subsection (2). The specific amount (or amounts)
of fees may be set out in the regulations themselves. Or the Secretary of State can set out in
regulations the maximum amounts of the fees, or a method through which specific or
maximum amounts of fees can be determined. The Secretary of State is able to make different
provision for different purposes (see section 106J(2)); in practice, this will enable, if
considered appropriate, a “tiered” approach through which undertakers are allocated a tier
and charged a particular fee based on this.

If the regulations adopt an approach other than specifying the actual amounts of fees, then
the Secretary of State must set out the actual amounts in a statement which is to be published
and laid before Parliament, as required by subsection (4). As a result, whatever approach is
taken, the actual amounts of fees that apply in any particular case will be readily available to
those required to pay them.

In general terms, subsection (3) imposes a requirement on the Secretary of State, when
making regulations under subsection (1), to seek to ensure that — so far as possible and taking
one year with another - the fees being imposed match the costs of running NUAR. This
reflects the intended approach through which such fees will be targeted to cover such costs
but not generate additional revenue beyond this. Subsection (10) clarifies that this balancing
exercise includes fees imposed through regulations made under section 106E(1) of NRSWA
1991 and Article 45E(1) of SWNIO 1995 (“combined NUAR income”), and the expenses
incurred in running the service across England, Wales and Northern Ireland (“combined
NUAR expenses”). This reflects the intention for NUAR to operate as a single service across
the three nations.

Before making regulations relating to a fee scheme, the Secretary of State must first comply
with the consultation requirements set out at subsection (6). These require consultation with
representatives of persons likely to be affected by the fee scheme, and such other persons as
the Secretary of State considers appropriate.

Section 106F: Providing information for purposes of regulations under section 106E

475

476

In developing and then operating the fees scheme described above, it is likely that the
Secretary of State will need to consider a range of different types of information. New section
106F enables the Secretary of State to impose legally binding requirements on undertakers to
provide such information for two main purposes.

The Secretary of State may require information from undertakers in order to enable the fees
scheme to be developed, or to inform decisions about changes that could be made to the
scheme once it is up and running. For example, if a “tiered” approach of the type described
above were to be adopted, specific information from undertakers could be required in order
to determine how such tiers should be described. Subsection (1) enables the Secretary of State
to make regulations for this purpose.
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477 Subsection (2) provides a second power to require information from undertakers. This can be
used to request information relevant to more “operational” aspects of the fees scheme, once it
has been set up through regulations made under section 106E(1). More specifically,
information can be requested in order to ascertain whether a fee is payable by a person under
the fees scheme and, if so, enable the amount of such fee to be calculated.

478 In addition to requesting information, subsection (3) makes clear that such regulations can
also require undertakers to update the Secretary of State about any changes to that
information after it has been provided. Further, subsection (4) provides that such regulations
may also set out when (and with what frequency) information is to be provided by
undertakers, and the form and manner in which information is to be provided. The
regulations can also set out exceptions to any requirements to provide information that the
regulations imposed.

Section 106G: Monetary Penalties
479 New section 106G gives effect to the new Schedule 5A, found at Schedule 1 to the Act, which
is to be inserted into NRSWA 1991. Schedule 5A makes provision for the Secretary of State to
impose monetary penalties as a means of enforcing any requirements to pay fees, or provide
information, as set out in regulations made under new sections 106E(1), 106F(1) or 106F(2).

Section 106H: Arrangements for third party to exercise functions

480 The new Part 3A inserted into NRSWA 1991 confers a range of functions on the Secretary of
State. A number of these functions concern operational aspects of running NUAR, such as the
keeping of the register, making information kept in the register available to others, and the
receiving of fees. It is anticipated that, in practice, some of the Secretary of State’s functions,
save those set out in subsection (8)(a) and (b) of new section 106H inserted into NRSWA 1991
by this section, can be appropriately exercised by others.

481 Section 106H(1) and (2) provides for this to be done through the Secretary of State entering
into arrangements with one or more persons or organisations. This could mean arrangements
providing for more than one person to exercise a function, or for different organisations to
exercise different functions. In addition, as set out in subsection (5), the fact that the Secretary
of State has entered into arrangements with others in relation to one or more functions does
not prevent the Secretary of State from also exercising those functions. Specific provision is
also made, in subsection (3), allowing such arrangements to provide for payments to be made
by the Secretary of State to the other person or organisation (and to provide for circumstances
in which any such payments must be repaid).

482 In light of the importance of the identity of such persons or organisations, the Secretary of
State will only be able to enter into arrangements with a person where they have been
identified, or “prescribed”, in regulations for this purpose. Where arrangements have been
entered into with a prescribed person or organisation, references to the Secretary of State in
any of the provisions of the new Part 3A inserted into NRSWA 1991, or in any regulations
made under powers in that Part, are instead (or additionally) to be read as references to the
person or organisation concerned insofar as required to reflect the detail of the
arrangements.

483 Subsection (6) makes provision as to the disclosure of information between the Secretary of
State and another party to arrangements under this section, setting out a general approach
similar to that provided for in section 106C(3). Likewise, in this context, the Secretary of State
is able to disapply this general approach, through the making of regulations, if considered
appropriate, and this approach is also subject to section 1061.
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Subsection (9) makes clear that if a party to arrangements under this section exercises the
function of charging or recovering fees, the person must pay the fees to the Secretary of State,
except to the extent that Secretary of State directs otherwise.

Section 1061: Data Protection

485

It is not anticipated that information processed for the purposes of NUAR will typically
include personal data. However, should any processing of personal data take place as a result
of the provision made by (or in regulations under) the new Part 3A being inserted into
NRSWA 1991, new section 1061 makes clear that this processing will have to be undertaken in
accordance with the existing data protection legislation. In this context, both “personal data”
and “the data protection legislation” have the same meaning as in the DPA 2018.

Section 106]: Regulations under this Part

486

New Part 3A confers a number of powers on the Secretary of State to make regulations,
including where a provision refers to the Secretary of State “prescribing” certain things.
Section 106] makes provision about how these regulation-making powers can be exercised in
practice. This includes, at subsection (4) a requirement for the Secretary of State to obtain the
consent of the Welsh Ministers in relation to any provision which would be within the
legislative competence of Senedd Cymru if contained in an Act of the Senedd, before making
regulations under Part 3A of NRSWA 1991 as amended by this Act.

Section 106K: Interpretation

487
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490

New section 106K defines various terms for the purposes of this Part.

Subsection (2) of section 56 clarifies that section 166 of NRSWA 1991, so far as it relates to
new Part 3A, extends to England and Wales.

Subsection (3) of section 56 provides for the provisions of the new Part 3A inserted into
NRSWA 1991 to bind the Crown and clarifies that this is not to be construed as authorising
the bringing of proceedings for a criminal offence against a person acting on behalf of the
Crown.

Subsection (4) of section 56 gives effect to Schedule 1 which inserts new Schedule 5A into
NRSWA 1991. Schedule 5A sets out the legal framework through which the Secretary of State
can impose monetary penalties in response to a failure to comply with any requirements set
out in regulations made under sections 106E(1) and 106F(1) and 106F(2).

Section 57: Information in relation to apparatus: England and Wales

491

492

Section 57 amends section 79 of NRSWA 1991, and replaces the existing (but as of July 2025,
not yet commenced) section 80 of that Act. The amendments to section 79, among other
things, require undertakers to record certain information related to apparatus and to enter
information into NUAR. The new Section 80 of NRSWA 1991 imposes duties on persons
executing works of any description in a street to take other certain steps where they identify
missing or incorrect information in existing records, or where they find apparatus and cannot
ascertain its owner.

Section 79 of NRSWA 1991 already imposes a number of record-keeping requirements on
undertakers in relation to items of apparatus belonging to them. For example, section 79(1)
requires an undertaker, as soon as reasonably practicable after specific events occur, to record
the location of every item of apparatus, including the nature of the apparatus (if known) and
whether it is for the time being in use.
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493 Subsection (3)(c) of this section inserts a new subsection (1B) into section 79 of NRSWA 1991.
This new subsection imposes a duty on undertakers to record other information beyond that
they are already required to record under section 79(1). This new subsection also makes clear
that this duty must be complied with as soon as reasonably practicable after certain events
occur, such as placing of an item of apparatus in a street, repairing an item of apparatus or
receiving information relating to an item of apparatus under section 80(2)(a), as discussed
below.

494 Currently, undertakers are required to make their records, containing information about
apparatus, “available for inspection” by others pursuant to the requirement set out in section
79(3) of NRSWA 1991. Once these new provisions relating to NUAR are in force, this will no
longer be necessary. For example, if a person who wishes to undertake works in the street
needs to know what apparatus may lie underground, instead of seeking information from
multiple different owners of apparatus (each of whom must currently make that information
available under section 79(3)), they will be able to access all of this information directly from
NUAR. As discussed elsewhere in these notes, new duties will be placed on undertakers to
enter information into NUAR, instead of being required to make information available under
section 79(3). In light of this, subsection (3)(d) removes the requirement in section 79(3).

495 Many of these new provisions relating to NUAR deal with how the register will be populated
with information, and how the register will operate, in the future. Subsection (3)(f) of this
section inserts a new subsection (3B) into section 79 of NRSWA 1991 which requires an
undertaker, when recording or updating information as required by section 79(1) or new
section 79(1B) of that Act, to then enter the recorded or updated information into NUAR
within a time period as set out by the Secretary of State in regulations.

496 The existing provisions in section 79, and those inserted by this section, confer powers to
“prescribe” certain matters. Subsection (3)(h) of this section inserts a new subsection (7) into
section 79 of NRSWA 1991, providing for this to generally mean, in this section, “prescribed
by the Secretary of State”. However, in section 79(1) and (2), where (in relation to Wales)
existing functions to prescribe matters are already conferred on the Welsh Ministers,
provision is made by new subsection (7)(a) so that such matters can be prescribed by the
Secretary of State in relation to apparatus in streets in England, and can be prescribed by the
Secretary of State or the Welsh Ministers in relation to apparatus in streets in Wales.

497 Before making any regulations under section 79 (as amended by this Act) the Secretary of
State is required to obtain the consent of the Welsh Ministers before making regulations
under section 79 of NRSWA 1991 in relation to any provision that relates to apparatus in
streets in Wales, as provided for by new subsection (8) inserted into section 79 of NRSWA
1991 Act.

498 Subsection (4) of this section replaces the existing (and not yet in force) section 80 in NRSWA
1991 with a new section 80. This new section 80 addresses the scenario where a relevant
person is executing works of any description in a street and finds an item of apparatus that
does not belong to them.

499 More specifically, subsection (2) of the new section 80 applies when a person with access to
NUAR (pursuant to regulations under section 106C(1)) finds an item of apparatus in relation
to which prescribed information is either not entered in NUAR or where such information is
entered incorrectly. In those circumstances the person must attempt to inform the undertaker
who owns the apparatus. The undertaker will then be required, in line with the requirement
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in section 79(1)(c) of NRSWA 1991 (as amended by subsection (3)(b) of this section) to update
their own records. Updating their own records in this way will then trigger the requirement
in new section 79(3B) for the undertaker to enter this new or updated information into NUAR
in such form and manner as may be prescribed (new section 79(3C)). If the person is not able
to identify the asset owner then they must enter the information into NUAR themselves.

A person who fails to comply with subsection (2) of the new section 80 commits a criminal
offence, which is triable summarily and, if convicted, can result in a fine not exceeding level 4
on the standard scale.

The provisions in the new section 80 confer powers on the Secretary of State to prescribe
certain matters through the making of regulations. Subsection (5) requires the Secretary of
State to obtain the consent of the Welsh Ministers before making regulations under section 80
of NRSWA 1991 as amended by this Act, in relation to any provision that relates to apparatus
in streets in Wales.

Before making regulations under section 80 as amended by this Act, the Secretary of State
must comply with the consultation requirement set out at subsection (6). This requires
consultation with representatives of persons likely to be affected by the regulations, and such
other persons as the Secretary of State considers appropriate.

As originally drafted, section 104 of NRSWA 1991 makes general provision in relation to
regulations made under Part 3 of that Act. Subsection (6) of this section makes a number of
amendments to section 104 as a result of the approach this Act takes to sections 79 and 80 of
NRSWA 1991ct. Subsection (6)(b) inserts a new subsection (1A) into section 104, providing
that regulations under Part 3 may make different provision for different cases, and
supplementary or incidental provision. It also confirms that regulations made under Part 3
shall be made by statutory instrument, and that the negative procedure shall apply in relation
to any such regulations made by the Secretary of State.

Section 58: National Underground Asset Register: Northern Ireland
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Paragraphs 451-503 of these explanatory notes set out how the NUAR service will operate in
England and Wales as a result of sections 56, 57, 60 and Schedule 1 of the Act. These
provisions allow for a single, sustainable service to operate effectively across England and
Wales.

NUAR will also operate across Northern Ireland as provided for by sections 58, 59, 60 and
Schedule 2 of the Act. These sections (and the Schedule) essentially mirror, for Northern
Ireland, the provisions made for England and Wales.

As set out above, provision for NUAR in England and Wales is made through amendments
to NRSWA1991. The equivalent legislation for Northern Ireland is the Street Works
(Northern Ireland) Order 1995 (“SWNIO 1995”), which this section amends in order to make
equivalent provision for NUAR in Northern Ireland.

Subsection (3) of section 58 inserts new Articles 45A — 451 into SWNIO 1995, making
equivalent provision to new sections 106A to 106K this Act inserts into NRSWA 1991 for
England and Wales. These new Articles therefore set out, for Northern Ireland, a legislative
framework for NUAR, including empowering the Secretary of State to make provision by
regulations in connection with the making of information kept in NUAR available to others,
the payment of fees by undertakers in relation to NUAR, requiring undertakers to provide
information to the Secretary of State for the purposes of regulations, monetary penalties and
arrangements for third parties to exercise relevant functions of the Secretary of State.
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Section 45A: National Underground Asset Register

508

509

New Article 45A in SWNIO 1995 is, for Northern Ireland, the equivalent of section 106A in
NRSWA 1991 for England and Wales (see paragraph 453) above). This Article places a duty
on the Secretary of State to keep a register of information (“NUAR”) relating to apparatus in
streets in Northern Ireland.

Although the legislative requirements to keep a register in England and Wales, and in
Northern Ireland, are distinct, the intention is for there to be a single register across all three
of these parts of the UK. New Article 45A(5) makes provision to facilitate this.

Section 45B: Initial upload of information into NUAR

510

New Article 45B in SWNIO 1995 Order is, for Northern Ireland, the equivalent of section
106B in NRSWA 1991 for England and Wales (see paragraph 457 above). This Article operates
in an equivalent way to the Section 106B in requiring undertakers having apparatus in a
street to complete a one-off initial upload of their existing records into NUAR within a time
period to be set out by the Secretary of State in regulations.

Section 45C: Access to information keptin NUAR

511

New Article 45C in SWNIO 1995 is, for Northern Ireland, the equivalent of section 106C in
NRSWA 1991 for England and Wales (see paragraph 462 above). This Article

makes equivalent provision to allow the Secretary of State to make regulations to allow
information kept in NUAR to be made available to others.

Section 45D: Guidance

512

513

514

New Article 45D in SWNIO 1995 is, for Northern Ireland, the equivalent of section 106D in
NRSWA 1991 for England and Wales (see paragraph 466 above).

This section requires the Secretary of State to produce guidance on how to protect
information kept in, or obtained from, NUAR for persons who are able to access it in reliance
of regulations made under section 45C.

Subsection (5) clarifies that a single piece of guidance may be produced and published for
persons accessing information kept in NUAR under section 106D of NRSWA 1991 and under
Article 45D of SWNIO 1995.

Section 45E: Fees payable by undertakers in relation to NUAR

515

New Article 45E in SWNIO 1995 is, for Northern Ireland, the equivalent of section 106E in
NRSWA 1991 for England and Wales (see paragraph 469 above). As in England and Wales
the intention is for NUAR to be funded by undertakers having apparatus in a street - that is,
those who benefit most from the service. These provisions allow for a fees scheme to be put
in place, providing funding for the operation of NUAR. For these purposes, and as provided
for by new Article 45E(7), the income received through such fees, and the expenses incurred
in running NUAR, will both be combined across England, Wales and Northern Ireland as the
Secretary of State seeks to ensure that — so far as possible and taking one year with another —
the fees being imposed match the overall costs of running NUAR.
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Article 45F: Providing information for purposes of regulations under Article 45D

516

New Article 45F in SWNIO 1995 is, for Northern Ireland, the equivalent of section106F in
NRSWA 1991 for England and Wales (see paragraphs 475 above). In developing and then
operating the fees scheme described above, it is likely that the Secretary of State will need to
consider a range of different types of information. New Article 45F enables the Secretary of
State to impose legally binding requirements on undertakers to provide such information for
either or both of the purposes set out in subsection (1).

Article 45G: Monetary Penalties

517

This section gives effect to the new Schedule 2ZA to SWNIO 1995 Order (found at Schedule 2
to this Act) which is, for Northern Ireland, the equivalent of the new Schedule 5A to NRSWA
1991 (found at Schedule 1 to this Act) for England and Wales (see paragraph 479 above).
Schedule 2ZA makes provision for the Secretary of State to impose monetary penalties as a
means of enforcing any requirements to pay fees, or provide information, as set out in
regulations made under new Articles 45E(1), 45F(1) or 45F(2).

Article 45H: Arrangement for third party to exercise functions

518

519

New Article 45H in SWNIO 1995 is, for Northern Ireland, the equivalent of section 106H in
NRSWA 1991 for England and Wales (see paragraph 480 above).

The new Articles 45A to 451 and Schedule 2ZA (which will be defined by the amended
Article 2 of SWNIO 1995 as the “NUAR provisions”) confer a range of functions on the
Secretary of State. A number of these functions concern operational aspects of running
NUAR, such as the keeping of the register, making information kept in the register available
to others, and the receiving of fees. Article 45H makes provision for the approach, as in
England and Wales, whereby the Secretary of State can enter into arrangements for another

person to exercise these functions of the Secretary of State, save for those set out in Article
45H(7)(a) and (b).

Article 451: Data Protection

520

521

522

New Article 451 in SWNIO 1995 is, for Northern Ireland, the equivalent of section 1061 in
NRSWA 1991 for England and Wales (see paragraph 485 above).

It is not anticipated that information processed for the purposes of NUAR will typically
include personal data. However, should any processing of personal data take place as a result
of the provision made by (or in regulations under) a NUAR provision, section 45 makes clear
that this processing will have to be undertaken in accordance with the existing data

protection legislation. In this context, “processing”, “personal data” and “the data protection
legislation” have the same meaning as in the DPA 2018.

Subsection (4) of section 58 makes a number of amendments to Article 59 of SWNIO 1995,
setting out a number of procedural requirements that will apply in relation to regulations
made under a NUAR provision. New Article 59(A1) imposes on obligation on the Secretary
of State to obtain the consent of the Department of Infrastructure in Northern Ireland before
making regulations under SWNIO 1995. Other new paragraphs inserted into Article 59 —
among other things — set out the relevant Parliamentary procedures which apply to such
regulations when made by the Secretary of State.
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Section 59: Information in relation to apparatus: Northern Ireland

523

524

525

526

527

528

Section 59 amends Article 39 of SWNIO 1995 to make equivalent changes to those made to
section 79 of NRSWA 1991 by section 57 (see paragraph 491 above).

Section 59(3)(c) inserts a new paragraph (1B) into Article 39, which makes equivalent
provision to the new subsection (1B) inserted into section 79 of NRSWA 1991. This introduces
a requirement for undertakers having apparatus in a street to record additional, prescribed
information as soon as practicable after specific events occur. Section 59(3)(f) inserts new
paragraphs (3B) and (3C) into Article 39, requiring this information to be uploaded to NUAR
in a prescribed form and manner within a prescribed period.

Similarly, as with section 79(3) of NRSWA 1991, the requirement for undertakers to make
their records “available for inspection” by others at Article 39(3), is removed (see section
59(3)(d)).

Article 40 of SWNIO 1995 (which is not yet in force) makes equivalent provision to the
existing section 80 of NRSWA 1991 (which is, as of July 2025, also not yet in force). Section
59(4) substitutes a new Article 40 into SWNIO 1995. The new Article 40, like the new section
80 substituted into NRSWA 1991Act, addresses the scenario where a relevant person is
executing works of any description in a street and finds an item of apparatus that does not
belong to them.

A person who fails to comply with paragraph (2) of the new Article 40, as with the equivalent
provisions in the new section 80 inserted into NRSWA 1991, commits a criminal offence,
which is triable summarily and, if convicted, can result in a fine not exceeding level 4 on the
standard scale.

The provisions in the new Article 40 confer powers on the Secretary of State to prescribe
certain matters through the making of regulations. Sub-paragraph (5) requires the Secretary
of State to consult representatives of persons likely to be affected by the regulations and such
other persons as the person making the regulations considers appropriate.

Section 60: Pre-commencement consultation

529

This section makes express provision confirming that any requirement to consult as set out in
any provision inserted into NRSWA 1991 by sections 56 or 57, or inserted into SWNIO 1995
by sections 58 or 59, can be satisfied by consultation before the day on which this Act is
passed.

Part 4: Registers of births and deaths

Section 61: Form in which registers of births and deaths are to be kept

530

531

Section 61 amends the Births and Deaths Registration Act 1953 (BDRA 1953). Subsection (2)
substitutes section 25 of the BDRA 1953 (provision of registers, etc, by Registrar General) with
a new section 25 (form in which registers are to be kept, etc).

Subsection (1) of new section 25 of the BDRA 1953 allows the Registrar General to determine
how registers of live-births, still- births and deaths are to be kept. This will allow the
duplication of processes to be removed, such as the requirement for paper registers to be held
and stored securely in each registration district whilst at the same time being registered in an
electronic register. Instead, all births, still-births and deaths may be registered in an electronic

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)

70



532

533
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537

register and stored electronically without the need for paper registers to be kept securely in a
safe. The electronic system is protected to Home Office security standards and employs a
range of anti-cyber-attack best practices through the deployment of advanced, fully managed
firewalls and intrusion detection systems.

Subsection (2) of new section 25 of the BDRA 1953 allows the Registrar General to require
that registrars keep information in a form that allows the Registrar General and the
superintendent registrar to have immediate access to all birth and death entries as soon as the
details have been entered in the electronic register by the registrar. Subsection (2)(b) allows
only the Registrar General to have immediate access to entries of still-births which have been
registered, by the registrar, in the electronic register.

Subsection (3) of new section 25 of the BDRA 1953 provides that where a register is kept in
such form as mentioned in subsection (2), e.g. electronic form, any information held in that
register which has been made available to the Registrar General and the superintendent
registrar is deemed to be ‘held’ by that person, as well as the registrar, when carrying out that
person’s functions.

Subsection (4) of new section 25 of the BDRA 1953 enables the Registrar General to provide,
alongside a responsibility to maintain anything that is required for the purpose of creating or
maintaining the registers referred to in subsection (1), for example, providing registrars with
the system needed to register births and deaths.

Subsection (5) of new section 25 of the BDRA 1953 places a responsibility on the Registrar
General to provide the forms that are required in order to produce certified copies of entries
in the registers — for example, a birth or death certificate.

Subsections (3)(a) and (b) of section 61 omit sections 26 and 27 of the BDRA 1953 which set
out the requirements for quarterly returns made by a registrar and superintendent registrar.
With the introduction of an electronic register there will no longer be a requirement for the
system of quarterly returns as all birth and death entries will be held in a single electronic
register and the Registrar General and superintendent registrar will have immediate access to
all birth and death entries.

Subsection (3)(c) of section 61 omits section 28 (custody of registers, etc) which sets out how
paper birth and death registers need to be stored by registrars, superintendent registrars and
the Registrar General. With the introduction of an electronic register this provision will no
longer be required. The requirements for the retention and storage of existing paper registers
are covered in section 64.

Section 62: Provision of equipment and facilities by local authorities

538

Section 62 inserts a new section 11A (Provision of equipment and facilities by local
authorities) in the Registration Service Act 1953. Subsections (1) and (2) of section 11A set out
how the council of every non-metropolitan county and metropolitan district (subject to the
provisions of their local scheme arrangements) must provide and maintain equipment or
facilities that the Registrar General considers necessary for a superintendent registrar or
registrar to carry out their functions. This requirement applies across each register office or
sub-district of a registrar.
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Section 63: Requirements to sign register

539
540

541

542

543

Section 63 makes further amendments to the BDRA 1953.

Subsection (2) inserts a new section 38B into the BDRA 1953 (Requirements to sign register)
which empowers the Minister to make regulations that provide for the following, in relation
to registers of births or deaths that are not kept in paper form:

e That a duty to sign a birth or death register at the time of registration is to have

effect as a duty to comply with specified requirements; and

e That a person who complies with specified requirements is to be treated as
having signed the register at that time and to have done so in the presence of a
registrar, and the entry in the register will be treated as having been signed by

the person.

Under new section 38B(2) BDRA 1953, the provision that may be made by regulations under
subsection (1) includes:

® Provision requiring a person to sign something other than the register;

@ Provision requiring the person to provide evidence of identity, specified in

regulations, when registering a birth or death.

New section 38B(3) BDRA 1953 clarifies that in this section “specified” means specified in
regulations under this section.

Subsection (3) of section 63 inserts a new subsection (6) into section 39A of the BDRA 1953
(regulations made by the Minister: further provisions) providing that regulations made by
the Minister under section 38B may not be made unless they are laid before and approved by
both Houses of Parliament (affirmative procedure).

Section 64: Treatment of existing registers and records

544

545

Subsection (1) of section 64 specifies that the repeal of section 28 of the BDRA 1953 by section
61 does not affect the following;:

® The requirement under section 28(2) of the BDRA 1953 for every superintendent
registrar to continue to keep any records in their office of any registers of live-
births or deaths which are in their custody immediately before the repeal comes

into force; or

® The requirement under section 28(4) of the BDRA 1953 for the Registrar General
to continue to keep any certified copies (quarterly returns) which are in the
possession of the Registrar General and that such records need to be retained as
per existing procedures. The Registrar General is also required to keep any
registers of still-births that were forwarded to the Registrar General before the
coming into force of the repeal and such records need to be kept as per existing

procedures.

Subsection (2) places a requirement on registrars to send any unfilled paper register of births
or deaths, which are in their possession before this section comes into force, to the
superintendent registrar for them to be kept by the superintendent registrar.
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546 Subsection (3) places a requirement on registrars to send any unfilled paper register of still-
births, which are in their possession before this section comes into force, to the Registrar
General for them to be kept by the Registrar General at the General Register Office.

547 Subsection (4) allows the Registrar General to dispose of certified copies (quarterly returns) of
still-birth entries in any register of still-births received under section 28(3) of the BDRA 1953
or under subsection (3) of section 61 above. The Registrar General may also dispose of any
information contained in those entries and held by the Registrar General in electronic form by
virtue of section 27 of the BDRA 1953.

548 Subsection (5) specifies how copies of registers of births and deaths which have been held in
any form other than hardcopy form (such as electronically) during the period outlined in
subsection (6) are to be treated:

@ Subsection (5)(a) provides that those copies of birth and death registers are to be
treated as the register for the sub-district on and after the day section 61 comes

into force;

@ Subsection (5)(b) provides that the register is to be treated for the purposes of
section 25(3) of the BDRA 1953 as having been kept in the form in which the copy

was kept;

@ Subsection (5)(c) provides that any entry in the register signed by a person before
section 61 comes into force is to be treated as having been signed by the person
for the purposes of the BDRA 1953;

® Subsection (5)(d) allows the Registrar General to dispose of any certified copies
received under section 27 of the BDRA 1953 and any information contained in

those entries where they are also kept in electronic form.

549 Subsection (6) outlines the period referred to in subsection (5) as (a) beginning on 1 July 2009,
and (b) ending immediately before the day section 61 comes into force.

Section 65: Minor and consequential amendments

550 Section 65 brings Schedule 3 into effect.

Part 5: Data Protection and Privacy
Chapter 1: Data Protection
Terms used in this Chapter

Section 66: The 2018 Act and the UK GDPR

551 Section 66 sets out the meaning of “the 2018 Act” and “the UK GDPR” in Chapter 1 of Part 5
of the Act.
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Definitions in the UK GDPR and the 2018 Act

Section 67: Meaning of research and statistical purposes

552  Section 67 amends Article 4 of the UK GDPR. It inserts a definition of processing for the
purposes of scientific research. Only processing for the purposes of research that can
reasonably be described as scientific research falls under the definition. Provided that is the
case, it does not matter whether the research is privately or publicly funded or whether it is
carried out as a commercial or non-commercial activity.

553 New Article 4(3)(a) gives examples of the types of scientific research that can fall under the
definition, provides examples of types of scientific such as applied or fundamental research.
However, this list is non-exhaustive and scientific research is not restricted to exclusively
these types.

554 Section 67 also inserts a new paragraph 4 into Article 4 which clarifies that processing for
genealogical research is to be considered as processing for historical research under the UK
GDPR.

555 This section also inserts a definition of what constitutes processing for statistical purposes
under the UK GDPR as new paragraph 5 of Article 4, along with two conditions for meeting
the definition.

Section 68: Consent to processing for the purposes of scientific research

556 Section 68 amends Article 4 of the UK GDPR by clarifying how the lawful basis of consent
may be used in scientific research when the controller is unable to identify fully the purposes
of a study at its start. It does this by stating when consent in such cases meets the existing
definition under the UK GDPR. To rely on consent in these cases, controllers must satisfy the
conditions in new Article 4(6)(a)-(d).

Section 69: Consent to law enforcement processing

557 Section 69 introduces a definition of consent into Part 3 of the DPA 2018 to mirror the
definition under the UK GDPR.

558 Consent should only be used as the grounds for processing where it would be inappropriate
to use one of the law enforcement purposes. For example, where a police officer wishes to
take the fingerprints of a victim of a burglary, in order to eliminate them from any prints
found at the crime scene, it would clearly be inappropriate to insist that the victim provide
them.

559 For consent to be a valid ground for processing it must be freely given, informed and an
unambiguous indication of the data subject's wishes. A lack of response by the data subject, or
the use of pre-ticked boxes, cannot be understood to indicate consent by the data subject.
Where processing has multiple purposes, consent must be given for each of them.

560 If the data subject is unable to withdraw their consent without suffering a negative
consequence, it cannot be regarded as freely given and should not be used as the legal basis
for processing.

561 Where competent authorities rely upon consent to process personal data, they should be able
to demonstrate that this has been freely given by the data subject in a clear, comprehensible
and easily accessible manner. Pre-written declarations of consent by the controller must use
clear and understandable language.

562 When using consent, competent authorities must at least make the data subject aware of the
identity of the competent authority, their purposes for processing and the types of processing
that they carry out.
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Data protection principles

Section 70: Lawfulness of processing

563

564

565

566

567

568

569

Section 70 amends Article 6 of the UK GDPR which is concerned with the lawful grounds for
processing personal data. The section makes some clarifications to the public tasks lawful
ground in Article 6(1)(e) and introduces a new lawful ground: new Article 6(1)(ea) of the UK
GDPR. It also sets out examples of activities which may be in the legitimate interest of the
data controller when relying on Article 6(1)(f).

Article 6(1)(e) UK GDPR provides a lawful basis for processing where it is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller. Subsection (2)(a) makes it clear that the task carried out in the public
interest referred to in A6(1)(e) must be that of the controller. This means that a controller
cannot process personal data in reliance on another controller’s tasks carried out in the public
interest under A6(1)(e). Section 8 of the DPA 2018 and regulation 41(7) of The Money
Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer)
Regulations 2017 provide additional clarity on the sorts of activities that constitute tasks
carried out in the public interest for the purposes of Article 6(1)(e). These should be read
consistently with these changes so that tasks arising from the activities are read as being those
of the relevant controller.

Subsection (2)(b) creates a new lawful ground for processing personal data by inserting new
Article 6(1)(ea) into the UK GDPR. New Article 6(1)(ea) provides that processing will be
lawful where it is necessary for the purposes of a recognised legitimate interest.

Subsection (2)(c) prevents new Article 6(1)(ea) of the UK GDPR from being relied on by
public authorities in the performance of their tasks, consistent with the existing restriction in
respect of Article 6(1)(f) of the UK GDPR.

Subsection (3) mirrors the amendments made by subsection (2)(a) by similarly restricting
references to “tasks” in Article 6(3) UK GDPR to those of the controller.

Subsection (4) inserts new paragraphs into Article 6 UK GDPR. New Article 6(5) defines
processing necessary for a recognised legitimate interest for the purposes of new Article
6(1)(ea) as processing that meets a condition in new Annex 1 to the UK GDPR (inserted by
subsection (64) and Schedule 4). Under new Article 6(6) to (10) the Secretary of State may
make regulations to add to, vary or (in certain cases) omit recognised legitimate interest
activities in Annex 1. Before laying regulations, the Secretary of State must have regard to the
effects of any changes on the interests and fundamental rights and freedoms of data subjects,
and the fact that children (where relevant) merit specific protection with regard to their
personal data because they may be less aware of the risks and consequences associated with
processing of personal data and of their rights in relation to such processing. The Secretary of
State can only add a new processing activity to Annex 1 if it is necessary to safeguard a public
objective listed in Article 23(1)(c) to (j) of UK GDPR. The regulations must be made by
statutory instrument and are subject to the affirmative procedure.

New Article 6(11) sets out examples of activities which may constitute legitimate interests for
the purposes of Article 6(1)(f) of the UK GDPR. Processing of personal data for these
activities must be necessary, and the data controller is required to make sure that its interests
in processing the data without consent are not outweighed by the individual’s rights and
interests. The examples given in subsection (11) are illustrative only and non-exhaustive.
Data controllers may rely on Article 6(1)(f) to process personal data for other legitimate
activities, providing the processing is necessary for the activity and appropriate consideration
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is given to the potential impact of the processing on the rights and interests of data subjects.
New Article 6(12) defines the meaning of “intra-group transmission” and “security of
network and information systems”, expressions used in subsection (11).

Subsection (5) ensures that the right to object in Article 21 UK GDPR applies to new Article
6(1)(ea).

Subsection (6) introduces Schedule 4, which inserts new Annex 1 into the UK GDPR. New
Annex 1 to the UK GDPR lists those processing activities that will be regarded as ‘recognised
legitimate interests’ for the purposes of the new lawful ground in Article 6(1)(ea).

Subsection (7) removes the words “the controller’s” from section 8 of the DPA 2018 to
improve the clarity of that provision.

Subsections (8) and (9) set out minor and consequential amendments that are needed because
of the creation of the new lawful ground in Article 6(1)(ea).

Section 71: The purpose limitation
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575

576

577

578

579

580

581

Section 71 sets out the conditions for determining whether the reuse of personal data
(otherwise known as “further processing”) is permitted in compliance with the purpose
limitation principle outlined in Article 5(1)(b) of the UK GDPR. This principle prohibits
further processing that is not compatible with the original purpose for which the personal
data was collected.

The conditions are made by way of a series of amendments to the UK GDPR (subsection (1)).

Subsection (2) amends Article 5(1)(b) of the UK GDPR. It includes a clarification that the rules
around further processing apply to personal data collected from a data subject or from a third
party. This means that if one controller shares personal data with another, the controller
disclosing the data may be conducting further processing but the controller receiving the
personal data for the first time is not regarded as conducting further processing.

Subsection (3) clarifies that meeting a condition under Article 8A for further processing does
not permit controllers to continue relying on the same lawful basis under Article 6(1) that
they relied on for their original purpose if that basis is no longer valid for the new purpose.
However, the work undergone for satisfying the conditions under the new Article 8A may
assist controllers with establishing a basis under Article 6(1) for the new purpose.

Subsection (4) removes Article 6(4) from the UK GDPR, since the provisions for further
processing have now been set out in the new Article 8A.

Subsection (5) inserts a new Article 8A into the UK GDPR in order to set out the conditions
under which further processing of personal data complies with the purpose limitation
principle in Article 5(1)(b) of the UK GDPR.

New Article 8A(2) sets out factors which must be considered when evaluating whether
processing is compatible with its original purpose. Factors to be taken into account include
any link with the original processing and the effects on the data subject.

New Article 8A(3) lists the circumstances in which a purpose is to be treated as compatible
with the controller’s original purpose. If one of these circumstances applies, the controller
does not need to evaluate compatibility under Article 8A(2). The list of circumstances are:

@ When a data subject has given fresh consent for the new purpose (Article
8A(3)(a));
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@ When the processing is for research (historical and scientific), archiving in the
public interest or statistical purposes (Article 8A(3)(b)) and is carried out in
accordance with Article 84B UK GDPR;

® When the processing of personal data is carried out for the purposes of ensuring
that it complies with Article 5(1) of the UK GDPR, or demonstrating that it does
(Article 8A(3)(c)). For example, if a controller is seeking to pseudonymise

personal data (and

e this was not anticipated or notified at the point of data collection), then this is
permitted through Article 8A(3)(c). Pseudonymisation or other data security
measures will be compatible through Article 8A(2) in most cases, or will have
been signalled at the point of collection. However, where the original lawful basis
for the collection of personal data was consent, the compatibility route would not
be available.

® When the controller’s purpose is among the purposes outlined in Annex 2 UK
GDPR (Article 8A(3)(d)); or

® Where the processing is necessary to safeguard an interest in Articles 23(1)(c) to
(j) (for example, important objectives of public interest, in particular an important
economic or financial interest of the UK, including monetary, budgetary and
taxation matters, public health and social security (Article 23(1)(e)) and is
authorised by legislation or a rule of law (Article 8A(3)(e)).

582 New Article 8A(4) outlines the additional restrictions placed on further processing of personal
data that was originally collected on the basis of consent (through Article 6(1)(a) UK GDPR).
Further processing of such data is only permitted in four circumstances (and the final two can
only be relied upon in situations where the controller cannot reasonably be expected to
obtain the data subject’s consent):

e If fresh consent is sought and obtained under Article 8A(3)(a);

e If the processing is carried out for the purposes of ensuring that processing of
personal data complies with Article 5(1) of the UK GDPR, or demonstrating that
it does;

@ If the processing meets a condition in Annex 2 (see Article 8A(3)(d)); or

e Ifitisnecessary to meet a safeguard in Articles 23(1)(c) to (j) and is authorised by
an enactment or a rule of law (see Article 8A(3)(e)).

583 The Secretary of State has the power under new Article 8A(5) to amend the list of conditions
in Annex 2 that are to be treated as compatible with the original purpose. The power enables
the Secretary to add to or vary the conditions or omit conditions added by regulations. Any
conditions added to the Annex by primary legislation cannot be removed through use of this
power. Pursuant to Article 8A(6), a new condition can only be added to Annex 2 where it
meets one of the important public interest objectives outlined in Article 23(1)(c)-(j) UK GDPR.
Article 8A(7) sets out ways in which regulations can identify processing. The power is subject
to the affirmative procedure by virtue of new Article 8A(8).
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585

586

Subsection (6) of section 71 introduces Schedule 5, which inserts new Annex 2 into the UK
GDPR.

Subsections (7) to (9) make amendments equivalent to those made to Article 5(1)(b) UK
GDPR by section 71 (2) to sections 36(1) and 87(1) of the DPA 2018. These sections set out the
purpose limitation rules for law enforcement processing (section 36(1)) and for Intelligence
Services processing (section 87(1)). The amendments clarify that the rules around further
processing apply to personal data collected from a data subject or otherwise by the controller
or a processor currently processing that data.

Subsection (10) removes the purpose limitation limb of paragraph 5(1)(b) from the definition
of “the listed GDPR provisions” in Part 1 of Schedule 2 to the DPA 2018 as the exemptions
from the purpose limitation in that Part have now been added to new Annex 2 to the UK
GDPR by virtue of Schedule 5.

Section 72: Processing in reliance on relevant international law

587

588

589

590

591

Under the UK GDPR, the processing of personal data on grounds of public interest under
Articles 6(1)(e) and 9(2)(g) is only lawful if the basis of the processing is set out in “domestic
law”. Similarly, any processing of personal data relating to criminal offences under Article 10
or under the new exemptions to purpose limitation principle in new Article 8A(3)(e) (inserted
by section 71 of this Act) must be authorised by domestic law.

Subsections (1) to (6) of section 72 amend these provisions in the UK GDPR to make it clear
that relevant international law can also provide the basis for this processing.

Subsection (7) inserts new section 9A into the DPA 2018 which provides that the requirement
for a basis in or authorisation by relevant international law is met if the processing meets a
condition in new Schedule A1 to the DPA 2018.

The new Schedule Al lists as a condition that processing is necessary to respond to a request
in accordance with the Agreement between the Government of the United Kingdom of Great
Britain and Northern Ireland and the Government of the United States of America on Access
to Electronic Data for the Purpose of Countering Serious Crime.

Subsection (7) also provides the Secretary of State with powers to add other conditions
relating to international treaties to the new Schedule and amend or vary conditions via
regulations, which are subject to the affirmative resolution procedure. The power also allows
the addition of safeguards to such processing, which could include duties on controllers or
processors to have specific policies or procedures in place or to retain or provide information
about the processing.

Processing of special categories of personal data

Section 73: Elected representatives responding to requests

592

Section 73 amends paragraph 23 of Schedule 1 to the DPA 2018, which permits elected
representatives to process special category data when acting on behalf of individuals in
connection with their casework functions. Elected representatives can currently rely on this
exemption for up to four days after an election, but this section extends that period to 30
days.
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Section 74: Processing of special categories of personal data

593 Article 9(1) of the UK GDPR sets out an exhaustive list of special categories of personal data,
sometimes known as “sensitive data”. Processing of data in this list is prohibited unless a
condition in Article 9(2) is met, together with any associated DPA 2018 Schedule 1 conditions
where required. Processing of data in this list is also subject to various obligations or
considerations imposed by other provisions in the data protection framework, for example
the requirement in Article 37 to designate a data protection officer if certain conditions are
met.

594 This section confers regulation-making powers to the Secretary of State to add new special
categories of data, tailor the conditions applicable to their use, and add new definitions, if
necessary, to enable the Government to rapidly respond to future technological and societal
developments.

595 This section provides four regulation-making powers to update the protections in Article 9
and reciprocal provisions in Part 3 and Part 4 of the DPA 2018.

596 Section 74(1) creates a new Article 11A (1) to confer regulation-making powers to the
Secretary of State. The powers enable the Secretary of State, by regulations, to:

® Add new special categories of data to the general prohibition in Article 9(1) UK
GDPR. Categories in Article 9(1) may not be processed unless the controller
meets a condition in Article 9(2), as supplemented by Schedule 1. This power is
set out in new Article 11A(1)(a);

@ Remove any categories of special category data that have been added by such
regulations. This power cannot be used to remove any of the pre-existing
categories in Article 9(1). This power is set out in new Article 11A(1)(b);

@ Make provision that any of the existing conditions in Article 9(2) may or may not
be relied on in relation to any new category added by regulations. This is because
the conditions under Article 9(2) were drafted with only the current special
categories in Article 9(1) in mind. If a new special category is recognised in the
future, it may be necessary to alter which of the existing conditions apply to it in
order to provide more specific protection. This power is set out in new Article
11A(1)(c); and

@ Make provision to vary any of the existing conditions in Article 9(2), but only as
it relates to any new categories added by regulations. This power cannot be used
to remove or vary conditions for existing special categories under Article 9(2).
This power is set out in new Article 11A(1)(d).

597 New Article 11A (2) clarifies that the regulation-making powers to remove prohibitions from
Article 9(1) and to vary the applicability of conditions under Article 9(2) only apply to new
descriptions of special categories added under regulations. The powers cannot be used to
remove existing special categories from Article 9(1) or to remove or vary conditions for
existing special categories under Article 9(2).

598 New Article 11A (3) supplements these provisions, enabling textual amendments to be made
to sections 5, 205, and 206 of the DPA 2018, by making a consequential amendment relying on
Article 91A(4b). These provisions contain definitions that may need amending if new
descriptions of processing are added in the future to the list of special categories of data in
Article 9(1).
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599 New Article 11A (4) provides that the regulations made under these powers are subject to the
affirmative resolution procedure.

600 New Sections 42A and 91A deal with equivalent powers under Part 3 and Part 4 DPA 2018
respectively. Section 35(6) of Part 3 DPA 2018 sets out a list of “sensitive processing”, where
the processing described is only lawful where a condition in Schedule 8 DPA 2018 can be
met, if the data subject has not consented to the processing. Section 86(7) DPA 2018 sets out
an equivalent list for Part 4. All processing under Part 4 requires a condition under Schedule
9 to be met, and for sensitive processing a condition under Schedule 10 must also be met.

601 New Section 42A provides powers for the Secretary of State to, by regulations:

® Add additional categories of sensitive processing to those provided in section
35(6);

@ Remove categories of sensitive processing which have been added under that

power;

® Make provision that any of the existing conditions required for sensitive
processing under Schedule 8 may or may not be relied upon for added categories

of sensitive processing; and

@ Make provision to vary conditions under Schedule 8 for categories of sensitive

processing added under this power.

602 New section 42A (2) clarifies that the regulation-making powers to remove categories of
sensitive processing under section 35(6) and vary conditions under Schedule 8 can only be
exercised in relation to new categories added by regulations. These powers cannot remove
existing categories of sensitive processing under section 35(6) or vary conditions in Schedule
8 in relation to those existing categories.

603 New section 91A provides the same powers for the sensitive processing regime under Part 4
of the DPA 2018. New section 91A provides power to the Secretary of State to, by regulations:

® Add additional categories of sensitive processing to those already provided in
section 86(7);

® Remove categories of sensitive processing that have been added under that

power;

@ Make provision that any of the existing conditions required for sensitive
processing under Schedule 10 may or may not be relied upon for added

categories of sensitive processing; and

@ Make provision to vary conditions under Schedule 10 for categories of sensitive

processing added under this power.

604 New section 91A (2) clarifies that the regulation making powers to remove categories of
sensitive processing under section 86(7) and vary conditions under Schedule 10 can only be
exercised in relation to new categories added by regulations. The powers cannot remove
existing categories of sensitive processing under section 86(7) or vary conditions in Schedule
10 in relation to those existing categories.
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606
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608

609

New section 42A(3) and 91A(3) enable amendments to be made to sections 205 and 206 DPA
2018. This will allow definitions to be amended if new categories of sensitive processing are
added in the future to the categories already provided in sections 35(6) or 86(7).

New sections 42A(4) and 91A(4) provide that regulations made under these powers are
subject to the affirmative procedure.

Subsections (4) and (7) of this section amend sections 35(6)(b) and 86(3)(b) DPA 2018 to allow
the Secretary of State to vary the conditions required to be met for sensitive processing in
Schedule 8 and Schedule 10 respectively, where those conditions have been added by
regulations made under sections 35(6)(a) and 86(3)(a) respectively.

The section also makes consequential amendments to section 202 Investigatory Powers Act
2016 (IPA 2016). Subsection (11) of the section aligns the language regarding sensitive
personal data in section 202 IPA with Part 4 DPA 2018. This clarifies that the existing
definition of “sensitive personal data” in section 202(4) IPA corresponds to the processing to
be undertaken and the specified categories of “sensitive processing” in section 86(7) DPA
2018.

Lastly, new section 202A IPA enables the Secretary of State to, by regulations, add categories
of sensitive processing described in Part 4 DPA 2018 to section 202(4) IPA. This is to allow for
changes made to the descriptions of sensitive processing contained in section 86(7) to be
included in section 202(4) IPA 2016 where appropriate but does not confer powers to remove
or amend existing categories referred to in section 202(4) IPA. Regulations under this power
are subject to the affirmative procedure.

Data subject’s rights

Section 75: Fees and reasons for responses to data subjects’ requests about law

enforcement processing

610

611

Section 75 introduces new subsection 4A into section 53 of the DPA 2018. Section 53(1)
previously provided controllers operating under Part 3 of the DPA 2018 the option to refuse
to respond to, or charge a reasonable fee for responding to, requests from data subjects which
are determined to be manifestly unfounded or excessive. New subsection 4A provides the
Secretary of State with a regulation making power to require controllers to publish guidance
on the fees they charge for responding to such requests. This mirrors the power available for
general processing under section 12(2) of the DPA 2018.

Section 75 also introduces new subsections (6) and (7) in section 53. These new subsections
clarify that, when refusing to respond to a data subject request that is manifestly unfounded
or excessive, controllers must inform the data subject of the refusal and the data subject’s
right to complain to the Information Commissioner. They also confirm that this notification
must happen without undue delay.

Section 76: Time limits for responding to data subjects’ requests

612
613

614

Section 76 changes the time limits for responding to requests from data subjects.

Subsection (2) makes provisions to amend references to time periods across the legislation on
the right of access to refer to the “applicable time period’.

Subsection (3) inserts new Article 12A into the UK GDPR. It sets out what “the applicable
time period” is in different circumstances and how to calculate it.
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616

617
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619

620

621

622

New Article 12A (1) and (2) UK GDPR clarifies when the applicable time period must be
calculated from the receipt of the request, and when from other relevant time (e.g. payment
of a fee).

New Article 12A(3) permits extension of the applicable time period by two months where
that is necessary due to the complexity of requests made or the number of requests submitted
in relation to the data subject.

New Article 12A(4) explains how a controller must give the data subject a notice of the
extension.

New Article 12A(5) allows the controller to request further information from the data subject
if they reasonably require it to identify the information or processing activities to which a
request under Article 15 relates. In such case the response time to a subject access request will
be paused to seek clarification and resumed once the necessary clarification is received, the
response time resumes.

Subsection (5) of section 76 amends section 45 of Part 3 DPA 2018; section 45 sets out the right
of access afforded to data subjects under Part 3 and the information that should be disclosed
on request so that the data subject is aware of, and can verify, the lawfulness of the
processing. Securing such access would then enable a data subject, if necessary, to exercise
the other rights provided for in this Chapter, such as the rights to rectification, erasure or
restriction on processing. This section clarifies that controllers must respond to subject access
requests before the end of an applicable time period as added to section 54 of the DPA 2018
under section 76(6).

Subsection (6) amends section 54 DPA 2018 to make supplementary provisions about the
extension of the applicable time period for responding to subject access requests to provide
information to the data subject in accordance with section 48 DPA 2018. New subsection (3A)
replicates the provision in new Article 12A(3) UK GDPR to allow law enforcement controllers
to also extend the applicable time period by two further months where it is necessary to do so
for reasons of complexity of the request or on account of the number of requests. The
controller is required to give notice to the data subject about the extension under subsection
(3B).

New subsections (3C) and (3D) of section 54 make amendments to the time requirements
controllers are subject to when responding to a subject access request in Part 3 DPA 2018.
These subsections replicate the new provision in new Article 12A(5) for a controller to be able
to pause the response time if further information is required in order to proceed.

Subsection (7) of section 76 makes amendments to section 94 of the DPA 2018; section 94 sets
out the right of access accorded to data subjects and the information that should be disclosed
on request so that the data subject is aware of, and can verify, the lawfulness of the
processing. This subsection makes similar amendments as subsection (6) to allow Part 4
controllers to extend the applicable time period by two further months where it is necessary
to do so for reasons of complexity or on account of the number of requests. The controller is
required to give notice to the data subject about the extension before the end of one month.

Section 77: Information to be provided to data subjects

623

Section 77 amends Article 13 and Article 14 of the UK GDPR. These two articles specify the
information that should be provided to data subjects at the point of data collection, when
collected directly from the data subject (Article 13), or within a reasonable period (at the latest

within one month) after obtaining the personal data, for personal data obtained indirectly
(Article 14).
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Article 13(3) of the UK GDPR currently provides that when a data controller intends to
further process personal data (which is the reuse of personal data for a separate purpose than
that for which it was originally collected), they are required to provide additional
information to the data subject. These requirements are laid out in Article 13(2). Section 77(1)
adds Article 13(5) which creates an exemption from Article 13(3) for processing for research,
archiving and statistical (RAS) purposes where there would be a disproportionate effort to
provide the required information to data subjects and where the research complies with the
safeguards for research found in Article 84B of the new Chapter 8A of the UK GDPR as
inserted by section 86.

New paragraph 6 of Article 13 provides a non-exhaustive list of factors for the controller to
determine what could constitute a disproportionate effort for the purposes of the new
exemption.

New paragraph 7 of Article 13 outlines that any controller relying on the new paragraph 5
must take appropriate measures to protect the data subject’s rights, freedoms and legitimate
interests, including by making the information publicly available that would otherwise be
provided to the data subject through Article 13. For example, if it is considered
disproportionate for a controller to issue individual notices, the information normally
required to be provided as part of Article 13 requirements (such as identity and contact
details of the data protection officer if applicable) should be made publicly available so that a
data subject has this information if they wish to search for it. Subsection (2) of section 77
amends Article 14 of the UK GDPR. Section 77(2)(a)(i),(iii) and (iv) all make minor and
technical changes to parts of paragraph 5 of Article 14 to accommodate other amendments to
Article 14 made by section 77.

Article 14(5)(b) of the UK GDPR is removed and replaced by section 77(2)(a), which splits the
current disproportionate effort exemption into two new paragraphs 14(5)(e) and (f) and
removes the example of RAS purposes from the non-exhaustive list. This does not materially
affect how the current exemption in Article 14 operates, but does make it clearer that the
exemption applies to all processing activities.

Subsection (2)(b) of section 77 inserts two new paragraphs at the end of Article 14 of the UK
GDPR. Paragraph 6 replicates the non-exhaustive list of examples of disproportionate effort
being inserted into Article 13 by section 77(1).

Paragraph 7 of Article 14 of the UK GDPR adds the same safeguard for the disproportionate
effort or impossibility exemption as that currently found in Article 14(5)(b), which is being
removed by section 77(2)(a)(ii).

Section 78: Searches in response to data subjects’ requests

630

631

Section 78 amends the provisions in the UK GDPR and DPA 2018 which set out the right of
access to information and personal data across the United Kingdom’s data protection regime
to clarify that controllers only have to carry out reasonable and proportionate searches for
information and personal data requested. This codifies the principle currently set out in
domestic case law.

Subsection (5) stipulates that this amendment should be treated as having come into force on
1st January 2024.
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Section 79: Data subjects’ rights to information: legal professional privilege

exemption

632

633

Section 79 inserts a new section 45A into the DPA 2018 which mirrors the current exemption
for material which is subject to legal professional privilege or, in Scotland, to confidentiality
of communications, under the UK GDPR. Legal professional privilege protects all
communications between a professional legal advisor and their clients.

Subsection 45A(3) disapplies the requirement that competent authorities inform the data
subject that they are relying on a claim to legal professional privilege (or duty of
confidentiality in Scotland) and their reason for doing so where this would undermine the
claim (or duty), thereby allowing them to provide a 'neither confirm nor deny’ response.

Automated decision-making

Section 80: Automated decision-making

634

635

636

637

638

639

Section 80 amends the UK GDPR and Data Protection Act 2018 (DPA 2018) to establish new
rules governing decisions based solely on automated processing of personal data, including
profiling, that produce legal or similarly significant effects for data subjects. Subsection (1) of
section 80 repeals Article 22 of the UK GDPR and replaces it with new Articles 22A-D. These
provisions remove the conditions that had previously been included in Article 22 for relevant
decisions based on processing of non-special category data but retain those conditions for
decisions based on processing of special category data. The new provisions require
controllers to put in place certain safeguards when making significant decisions based solely
on automated processing and provide the Secretary of State with certain regulation-making
powers described below. Similar changes are made to equivalent provisions in the data
protection regime for law enforcement processing set out in Part 3 of the DPA 2018.

Article 22A(1)(a) clarifies that a decision based solely on automated processing is one that
involves no meaningful human involvement. Article 22A(1)(b) sets out the meaning of a
significant decision as one that produces legal or similarly significant effects for the data
subject.

Article 22A(2) requires controllers to consider, among other things, the extent to which a
decision has been reached by means of profiling when establishing whether or not any
human involvement has been meaningful.

Article 22B(1)-(3) prohibits the use of special categories of data for significant decisions based
solely on automated processing unless one of two conditions is met.

The first condition is that the data subject has provided explicit consent to the processing of
their personal data on which the decision is based.

The second condition, as an alternative, has two requirements:
@ The first requirement is that the decision is either:

o Necessary for entering into, or the performance of, a contract between the
data subject and a controller; or

© Required or authorised by law.

@ The second requirement is that Article 9(2)(g) applies to the processing of the
special category data; that is, the activity must be necessary for reasons of
substantial public interest, which are set out in Schedule 1 to the DPA 2018 (see
section 10 of that Act).
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640 Article 22B(4) prohibits reliance on new Article 6(1)(ea) as the lawful ground for the
processing on which relevant decisions are based.

641 Article 22C(1) and C(2) require controllers to put safeguards in place for any significant
decisions in relation to a data subject based either entirely or partly on personal data and
solely on automated processing and sets out some measures that the safeguards must consist
of or include. The safeguards apply for all significant decisions based solely on automated
processing. The safeguards must consist of or include: a requirement for the controller to
provide information to the data subject about any significant decisions being taken in relation
to them based solely on automated processing, the right of the data subject to contest or make
representations about any such decision, and the right of the data subject to require the
controller to have a human intervene in the decision.

642 Inregard to the information that must be provided to data subjects, controllers can use
varying techniques since they have different ways of communicating with their end-users,
customers or members, depending on their operation. This could be in-person or digital and
through personalised notifications or general notices. The key requirement is that the
information is clear, easily accessible, and helps individuals exercise their rights to contest
and to obtain human intervention if they are unhappy with the outcome of the solely
automated decision-making.

643 Article 22D(1) and D(2), confers powers to the Secretary of State to make secondary
legislation, in the form of regulations, to describe:

e Circumstances that are, or are not, to be taken to have meaningful human

involvement; and

® Decisions that are, or are not, to be taken as a having a significant effect for the
data subject

644 The first of these powers enables the Secretary of State to clarify when meaningful human
involvement can be said to have taken place in light of constantly emerging technologies. The
second power enables the Secretary of State to clarify what constitutes a significant decision
in light of changing societal expectations.

645 Article 22D(3) confers a regulation making power on the Secretary of State to make provision
in relation to the safeguards controllers are required to put in place when making a
significant decision based solely on automated processing, as required by new Article 22C.
This power may be exercised: (i) for the safeguards to include measures in addition to those
described by Article 22C(2); (ii) to impose requirements which supplement what is currently
required for the measures in Article 22C(2); and (iii) to specify measures which are not to be
taken to amount to measures required by Article 22C(2). As new technologies emerge, these
powers enable the Government to provide legal clarity on the circumstances in which
safeguards must apply to ensure individuals are protected and have access to safeguards.

646 Article 22D(4) provides that regulations made under paragraph 3 may not amend Article
22C.

647 Article 22D(5) makes any regulations made under the powers in Article 22D subject to the
affirmative resolution procedure.

648 Subsection (3) of section 80 amends equivalent provisions on automated decision making in
Part 3 of the DPA 2018, repealing sections 49 and 50 and replacing them with sections 50A to
50D. With some exceptions, these new sections broadly mirror the approach taken under
Articles 22A - D of the UK GDPR. These notes highlight where the Government has taken a
different approach between the two regimes.
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Unlike Article 22A, section 50A(1)(b)(i) and (ii) restricts a significant decision to those that
produces an adverse legal or similarly significant adverse effect on a data subject rather than
all such decisions. This is because under Part 3, data subjects are unlikely to perceive the
majority of decisions taken by competent authorities as positive, whereas the effect of a
significant decision under the UK GDPR may be more nuanced.

As with Article 22B, section 50B restricts the taking of significant decisions based entirely or
partly on the processing of sensitive personal data (the equivalent of special categories of
personal data under the UK GDPR), solely via automated processing, to situations where
either the data subject has given their explicit consent or the processing is required or
authorised by law. Unlike Article 22B(3)(a), however, processing for the purposes of entering
into a contract between the data subject and the competent authority is not a valid condition
for taking such a decision. This is because it is not considered likely that such a situation
would ever arise under Part 3.

Section 50C(1) and (2) mirror the list of safeguards available to data subjects under article
22C(1) and (2). However, section 50C(3) provides an exemption to the requirement to apply
the safeguards provided: that:

e Itisrequired for one of the reasons set out under section 50C(4), such as to avoid

obstructing an inquiry or, to protect national security;

® The controller reconsiders the decision and this is carried out as soon as is
reasonably practicable; and

® The reconsideration of the decision includes meaningful human involvement.

Subsections (4) and (5) of section 80 make amendments to sections 96 and 97 of the DPA 2018.
The amendment to section 96 provides a definition of automated decision making for Part 4 of
the DPA 2018. A decision is based on entirely automated processing if the decision-making
process does not include an opportunity for a human being to accept, reject or influence the
decision. Minor consequential changes have been made to section 97 to reflect this new
definition.

Obligations of controllers

Section 81: Data protection by design: children’s higher protection matters:

653

654

655
656

Section 81 amends Article 25 of the UK GDPR about data protection by design and by default
to strengthen protections of children’s personal data.

Article 25(1) of the UK GDPR provides that controllers must implement appropriate technical
and organisational measures in order to meet the requirements of the UK GDPR and protect
the rights of data subjects. When deciding which measures are appropriate, the controller
must take into account the cost of implementation and the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity to people’s
rights posed by the processing. This duty applies at the time of determination of the means
for processing and during the processing itself.

Section 81(2) inserts new paragraph (1A) and (1B) to Article 25 of the UK GDPR.

Paragraph (1A) creates an express duty for controllers providing information society services

likely to be accessed by children to consider the matters in new paragraph 1B when designing
and implementing their processing activities. Taken together, these matters are referred to as

‘children’s higher protection matters'.
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For the purposes of the UK GDPR, information society services are defined as “any service
normally provided for remuneration, at a distance, by electronic means and at the individual
request of a recipient of services” (see Article 4(25) of the UK GDPR). In practice these are
online services of a commercial nature.

New Article 25(1B), subsections (a) and (b) set out specifics of this duty. They require relevant
controllers to consider how best to protect and support children when they are using their
services; to take account of the fact that children merit specific protection because they may
be less aware of the risks and their rights in relation to the processing activities; and to take
account of the fact that children have different needs at different ages and different stages of
development.

Section 81(3) makes a consequential amendment that is self-explanatory.

Section 81(4) adds paragraph (4) to Article 25 of the UK GDPR. It is a technical provision that
confirms that other organisations that process children’s personal data may need to consider
the issues in new Article 25(1A) and (1B), on a case-by case basis and depending on the
context, as per the status quo. It is included to ensure the new duty does not imply anything
about the factors other organisations may need to consider when implementing
organisational and technical measures under Article 25(1) UK GDPR.

Section 81(4) also adds paragraph (5) to Article 25 of the UK GDPR, which excludes
preventive and counselling services from the definition of “information society services” for
the purpose of this provision.

Logging of law enforcement processing

Section 82: Logging of law enforcement processing

662

663

664

The DPA 2018 introduced a requirement in section 62 that competent authorities keep logs of
their processing activities including the collection, alteration, consultation, disclosure,
combination, and erasure of personal data.

The purposes for which these logs may be used are set out in subsection (4) of section 62 DPA
2018. One key purpose is self-monitoring, including for the purpose of conducting internal
disciplinary hearings. This may, for example, arise where an officer or member of police staff
is suspected of inappropriately accessing a police record. The logs of consultation and
disclosure must record, as far as possible, the identity of the person consulting or disclosing
the personal data and the recipients of the personal data. It must also record, the date and
time the personal data was consulted, or disclosed, and the justification for doing so.

Section 82 of this Act removes the requirement for a competent authority to record a
‘justification’ in the logs when consulting or disclosing personal data. This is because it is
unlikely that a person accessing records inappropriately would record an honest justification.
It is also because it is technologically challenging for systems, which are used for law
enforcement purposes, to adopt a function which captures the justification.

Codes of conduct

Section 83: General processing and codes of conduct

665

Section 83 amends Article 41 of the UK GDPR to clarify that accredited monitoring bodies are
only required to notify the Information Commissioner if they suspend or exclude a person
from a code under the UK GDPR. This reflects the Commissioner's operational approach and
ensures consistency with new Regulation 32B of the Privacy and Electronic Communications
Regulations 2003 which is inserted by section 116.
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Section 84: Law enforcement processing and codes of conduct

666

667

Section 84 inserts new section 71A into the DPA 2018 which enables expert public bodies,
who have sufficient knowledge and experience, to create codes of conduct (mirroring the
existing provision under the UK GDPR). These are tailored, sector-specific, pieces of
guidance which are signed off by the Information Commissioner. Subsection (4) sets out a
non-exhaustive list of the areas that may be covered when drawing up a code of conduct; this
includes, for example, guidance on the information that controllers must provide to the
public and to data subjects. Expert public bodies are encouraged to consult with relevant
stakeholders when drawing up, amending or extending a code of conduct to ensure that it
appropriately reflects the processing activities set out under Part 3 of the DPA 2018.

Competent authorities are expected to monitor their compliance with any code of conduct
produced under the law enforcement processing regime through existing internal auditing
mechanisms.

International transfers of personal data

Section 85: Transfers of personal data to third countries and international

organisations
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Section 85 inserts Schedules 7, 8 and 9, which amend Chapter 5 of the UK GDPR and Chapter
5 of Part 3 of the DPA 2018 to reform the UK’s regime for international transfers of personal
data.

Safeguards for processing for research etc purposes

Section 86: Safeguards for processing for research etc purposes
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Section 86 amends the UK GDPR by creating a new Chapter 8A and makes related
consequential amendments. This new chapter consists of four new articles which combine the
existing safeguards currently found in Article 89 of the UK GDPR and section 19 of the DPA
2018 for data processing for archiving in the public interest, scientific, historical and statistical
research purposes. Section 86(2) amends the UK GDPR by creating new Article 84A. Article
84A outlines the categories of data processing that fall within the scope of this chapter
(processing for scientific or historical research, archiving in the public interest and statistical
purposes) and creates a new acronym, ‘RAS purposes’ to refer to these purposes.

Subsection (2) also amends the UK GDPR by creating two new articles, 84B and 84C. These
new articles set out the safeguards required when processing personal data for RAS
purposes. This includes that the processing must not be likely to cause substantial damage or
substantial distress to the data subject (Article 84C(2)). Safeguards must also include technical
and organisational measures for the purpose of ensuring respect for the principle of data
minimisation (Article 84C(4)). In addition, the processing must not be carried out for the
purposes of measures or decisions with respect to a particular data subject to whom the
personal data relates, unless it is for approved medical research (Article 84C(4)). Section 86(2)
also replicates the definition of “approved medical research" from section 19 of the DPA 2018.
The Secretary of State may, by regulations, make further provisions about when the
requirement for appropriate safeguards under Article 84B(2) is, or is not, satisfied (Article
84D). This power can only be used to add a paragraph to Article 84C and to vary or omit any
paragraphs added by regulations. Regulations under this Article may not amend or revoke
Article 84C(2)-(4) but may change the meaning of “approved medical research” for the
purposes of Article 84C. Regulations under this Article are subject to the affirmative
resolution procedure.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Section 87: Section 86: consequential provision
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Section 87 makes consequential amendments to the UK GDPR, the DPA 2018 and the Mental
Health (Care and Treatment) (Scotland) Act 2003. These amendments are required as a result

of the changes made in section 86 which move provisions on the safeguards for RAS
purposes from section 19 of the DPA 2018 to the new chapter 8A of the UK GDPR.

National security

Section 88: National Security Exemption
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Section 88 inserts new section 78A into Part 3 of the DPA 2018, which provides an exemption
from certain provisions of Part 3, 5, 6 & 7, similar to that in section 28 of the Data Protection
Act 1998, where this is required for the purposes of safeguarding national security. The
provisions that may be disapplied in such circumstances are listed in subsection (2) and
includes most of the data protection principles, the rights of the data subject, certain
obligations on competent authorities and processors, and various enforcement provisions.

Part 3 of the DPA 2018 already enables competent authorities to apply exemptions to certain
specified rights where this is necessary in order to safeguard national security. However, this
section ensures that they have the same exemptions already available to organisations, such
as businesses, who operate under the UK GDPR (section 26 of the DPA 2018) as well as the
intelligence services (section 110 of the DPA 2018).

Section 88 also aligns the operation of national security certificates under section 79 of the
DPA 2018 with the revised national security exemption.

Intelligence Services

Section 89: Joint processing by intelligence services and competent authorities
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Section 89 amends Part 4 of the DPA 2018 to enable joint processing between a qualifying
competent authority (or authorities) and an intelligence service (or intelligence services),
under Part 4 of the DPA 2018. This enables the controllers to process the data within a single,
common regime. The controls and safeguards under Part 4 will apply to all such joint
processing.

Subsection (2) amends section 82 of the DPA 2018, which currently applies Part 4 only to
processing by or on behalf of the Intelligence Services. This amendment makes clear that Part
4 also applies to the processing of personal data by a qualifying competent authority where
the processing is the subject of a designation notice. New subsection (2A) provides a power to
the Secretary of State to make regulations to specify competent authorities (as defined in
Section 30(1) of the DPA 2018) who can be regarded as “qualifying competent authorities”, so
able to apply for or be issued with a designation notice. New subsection (4) provides that any
such regulations are subject to the affirmative procedure.

Subsection (3) of section 89 inserts new sections, 82A — 82E, that impose the conditions for
designation notices.

82A enables qualifying competent authorities (as specified in Regulations) to jointly apply for
a notice from the Secretary of State permitting them to have a joint controller relationship
under Part 4 of the DPA 2018. The Secretary of State must be satisfied that the intended
processing is required for the purposes of safeguarding national security. Before giving a
designation notice, the Secretary of State must consult with the Commissioner, and they may
also consult with other relevant public or regulatory bodies as appropriate.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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82B provides for rules governing the duration of a designation notice. Notices cease to be in
force after a period of 5 years or a shorter period if specified in the notice issued by the
Secretary of State.

82C imposes conditions on the review and withdrawal of a designation notice. It requires a
designation notice to be reviewed at least annually by the Secretary of State.

A designation notice may be withdrawn by the Secretary of State at any time, following a
review and when some or all of the processing to which the notice applies is no longer
required for the purposes of safeguarding national security.

When considering when a withdrawal notice should come into force, the Secretary of State
must take into account the time needed for controllers to effect an orderly transition to new
arrangements for the processing of that data. During the transition period and prior to the
withdrawal notice coming into effect, the processing of data falling within the terms of the
notice by a joint controller would continue to be subject to Part 4 DPA 2018. For example,
joint processing activities such as transiting data in readiness for the notice being withdrawn
would continue to be subject to Part 4 DPA 2018. When a notice is not in force or when
processing is outside the scope of a notice, Part 3 of the DPA 2018 or the UK GDPR will apply
to any processing by the competent authority, depending on its purpose.

82D requires the Secretary of State to provide a copy of the designation notice to the
Commissioner and the Commissioner must make available to the public a record of that
designation notice whilst it is in force, with the assumption of transparency.

82E allows a designation notice to be appealed to the tribunal if a person is directly affected
by the notice.

Section 90: Joint processing: consequential amendments
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Subsections (2) to (8) of section 90 makes necessary consequential amendments to the DPA
2018 to reflect the changes made by section 89, which will enable joint processing between a
qualifying competent authority (or authorities) and an intelligence service (or intelligence
services), under Part 4 of the DPA 2018.

Subsection (10) makes a consequential amendment to section 199 of the Investigatory Powers
Act 2016 (IPA 2016), which provides a definition of personal data for provisions in that Act
regarding bulk personal datasets. This definition of personal data cross-refers to section 82(1)
of the DPA 2018, which referred to processing by an intelligence service. Section 89 amends
section 82(1) of the DPA 2018 to account for the new joint processing regime. Subsection (10)
will ensure that the processing referred to in section 199 IPA 2016 remains that done by an
intelligence service.

Information Commissioner's role

Section 91: Duties of the Commissioner in carrying out functions
687 Section 91 amends Part 5 of the DPA 2018 by inserting new sections 120A-D. These

688

provisions provide for a principal objective and general duties for the Commissioner when
carrying out functions under the data protection legislation. They also require the
Commissioner to prepare and publish a strategy and introduce new reporting requirements.

Subsection (2) omits section 2(2) (duty of Commissioner when carrying out functions) of the
DPA 2018. This now forms part of the new principal objective at new section 120A of the
DPA 2018.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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New section 120A introduces a new principal objective for the Commissioner. To meet this
objective when carrying out functions under the data protection legislation, the
Commissioner should aim to secure an appropriate level of protection for personal data,
having regard to the interests of data subjects, controllers and others and matters of general
public interest; and to promote public trust and confidence in the processing of personal data.

New section 120B sets out new duties for the Commissioner when carrying out data
protection functions. This includes duties to have regard to the desirability of promoting
innovation and competition; a new duty to have regard to the importance of preventing,
investigating and detecting criminal offences; and a new duty to have regard to the need to
safeguard public and national security. There is also a new duty to have regard to the fact
that children merit specific protection, as they may be less aware of the risks and
consequences associated with processing of personal data and of their rights in relation to
such processing.

New section 120C requires the Commissioner to prepare and publish a strategy. This should
detail how the Commissioner will discharge functions under the data protection legislation in
relation to duties under new sections 120A and 120B. It should also detail how the
Commissioner will discharge data protection functions in relation to duties under section 108
of the Deregulation Act 2015 which requires the Commissioner to have regard to the
desirability of promoting economic growth when exercising a regulatory function. In
addition, there is a requirement for the strategy to set out how data protection functions will
be carried out in accordance with the duty under section 21 of the Legislative and Regulatory
Reform Act 2006 to have regard to the principles that regulatory activities should be carried
out in a way which is transparent, accountable, proportionate and consistent and should be
targeted only at cases in which action is needed.

New section 120C does not require the strategy to take a particular form and it is envisaged
that this obligation can be met by a standalone report. The Commissioner must review and
revise the strategy as needed as outlined in 120C(2) and must publish the strategy and any

revised strategy, as outlined in 120C(3).

New section 120D outlines the duty for the Commissioner to consult, when considering how
the manner in which the Commissioner exercises functions under the data protection
legislation may affect economic growth, innovation and competition. An example of such
instances could be issues relating to emerging technology. This consultation should be
conducted at such times as the Commissioner considers appropriate.

New section 120D(2) defines the scope of this consultation requirement, outlining that it
requires the Commissioner to consult other regulators and other such persons as the
Commissioner considers appropriate in relation to economic growth, innovation and
competition.

Subsection (4) of section 91 inserts a new requirement into section 139 DPA 2018 for the
Commissioner to report on what has been done to comply with its duties under new sections
120A and 120B, as well as certain other statutory duties, during a reporting period. This also
includes a review of the strategy published under new section 120C and a summary of what
the Commissioner has done to comply with the consultation duty under new section 120D.
This reporting requirement is an additional part of the Commissioner’s annual reporting
requirements to Parliament under the DPA 2018.

Subsection (5) inserts the requirement for the Commissioner to prepare the first strategy as
set out in 120C within 18 months of this requirement coming into force.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Section 92: Codes of practice for the processing of personal data
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Section 92 ensures that all codes of practice made by the Commissioner (regardless of
whether they are required by the in DPA 2018, or by regulations made by the Secretary of
State) follow the same parliamentary process and have the same legal effects. It repeals
section 128 (Other codes of practice) and replaces it with new section 124A.

New section 124A provides the Secretary of State with the power to make regulations
requiring the Commissioner to produce codes of practice giving guidance as to good practice
in the processing of personal data, in addition to those set out in sections 121 to 124 DPA
2018. The regulations must describe the personal data or processing to which the code relates
and may also describe the persons to which it relates. Before preparing the code, the
Commissioner must consult any of those the Commissioner considers appropriate from the
list at subsection (4). Such codes are to be required by regulations, which will be subject to the
negative resolution procedure. In line with topic-specific codes set out in the DPA 2018,
where ad-hoc codes made under new section 124A are in force, the Commissioner may
prepare amendments of the code or a replacement code.

Subsections (3) to (9) of section 92 make minor and consequential amendments to the DPA
2018, the Registration Service Act 1953, the Statistics and Registration Service Act 2007, and
the Digital Economy Act 2017 as a result of the repeal of section 128 of the DPA 2018 and
replacement by new section 124A.

Section 93: Codes of practice: panels and impact assessments
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Section 93 amends Part 5 of the DPA 2018 by inserting new sections 124B and 124C which
amend the procedures by which the Commissioner develops statutory codes of practice
under sections 121 to 124 and new section 124A of the DPA 2018.

New section 124B outlines the requirement for the Commissioner to consult a panel of
individuals when preparing a statutory code of practice, the process for establishing the
panels and the arrangements the Commissioner should put in place on how the panel should
conduct its activities. This is subject to new section 124B(11) which provides a power for the
Secretary of State to make regulations to disapply or modify the new requirements for a
panel to consider a code prepared under new section 124A of the DPA 2018.

New section 124B(2) requires the Commissioner to establish a panel of individuals to
consider the code, and new section 124B(3) sets out requirements for the members of the
panel. The panel must include individuals with expertise in the subject matter of the code
and other individuals the Commissioner considers are likely to be affected by the code or
their representatives. This may include, for example, government officials; trade associations;
representatives from relevant regulators, public authorities; civil society and industry bodies;
and data subjects.

New section 124B(4) outlines the Commissioner’s responsibilities before the panel considers
the code. The Commissioner is required to publish the draft code and a statement relating to
the establishment of the panel including the members of the panel, the process by which they
were selected and reasons for their selection. The published statement under new section
124B(4)(b) does not need to take a particular form.

New section 124B(5) allows for a new panel member to be appointed by the Commissioner if
a current panel member is not willing or able to serve on the panel. A member may leave the
panel permanently or on a temporary basis e.g. because of illness.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Under new section 124B(6), the Commissioner is required to publish a statement, in no
particular form, identifying the new member of the panel, the process of selection and the
reasons for their selection.

New section 124B(7) is self-explanatory.

Under new section 124B(8), if the panel submits a report on the code within the period
determined, the Commissioner must make any changes to the draft code the Commissioner
considers appropriate (which could be none) before publishing the draft code, the panel’s
response or a summary of it, and for instances where a recommendation by the panel has not
been taken forward, the reasons for not doing so.

New section 124B(9) is self-explanatory.

New section 124B(10) makes clear that the new requirements for a panel to consider the code
also apply to amendments prepared in relation to the code.

New section 124B(11) provides a power for the Secretary of State to make regulations to
disapply or modify the new requirements for a panel to consider a code, or an amendment to
a code, which the Commissioner is required to prepare under new section 124A.

Under new section 124B(12), these regulations are subject to parliamentary approval via the
negative resolution procedure, meaning the regulation can be rejected in full by either House
of Parliament.

New section 124C outlines the requirement for the Commissioner to conduct and publish
impact assessments when preparing a code of practice under sections 121 to 124A. This
should include an assessment of who would be likely to be affected by the code and the likely
effect the code will have on them.

Section 94: Manifestly unfounded or excessive requests to the Commissioner
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Section 94 amends the DPA 2018 to provide that, when a request is made to the
Commissioner to which the Commissioner is required or authorised to respond under the
data protection legislation (for example, because it relates to the Commissioner’s tasks, duties
and functions), the Commissioner may charge a reasonable fee or refuse a request where a
request is manifestly unfounded or excessive.

This section amends section 135 of the DPA 2018 to provide that the Commissioner may
refuse to deal with a manifestly unfounded or excessive request made by any person.

Sections 134 and 135 of the DPA 2018 confer separate powers to charge fees. Where a request
is made (whether manifestly unfounded or excessive, or not), if section 134 is relevant, the
Commissioner has the power to charge a reasonable fee under that section. If section 134 is
not relevant (in particular, because the request comes from a data subject or data protection
officer), the Commissioner may have the power to charge a reasonable fee under section 135.
New subsection (1A)(a) ensures that the powers to charge fees under section 134 and section
135 do not overlap.

New subsection (1A)(b) ensures that the Commissioner's existing discretion to refuse to act
where the Commissioner may be authorised, but not required, to respond to a request, is
preserved.

Section 94(2)(f) sets out that this is an exception to the general rule set out in Article 57(3) of
the UK GDPR that the performance of tasks should be free of charge for data subjects.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Section 94(3) is self-explanatory: it amends section 136(1) to ensure consistency with the
streamlining of provisions (see below).

Section 94(4) omits paragraph 4 from Article 57 of the UK GDPR. This streamlines legislative
provisions, ensuring that provisions related to manifestly unfounded or excessive requests to
the Information Commissioner are located in section 135 of the DPA 2018.

Section 95: Analysis of performance
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Section 95 amends section 139 of the DPA 2018 (Reporting to Parliament) and inserts new
section 139A (Analysis of Performance) which requires the Commissioner to prepare and
publish an analysis of the Commissioner’s performance using key performance indicators
that most effectively measure this.

New section 139A(2) requires the Commissioner to prepare and publish this analysis once a
year at a minimum.

Section 96: Notices from the Commissioner
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Section 96 repeals section 141 (Notices from the Commissioner) of the DPA 2018 and replaces
it with a new section 141A (Notices from the Commissioner).

New section 141A(2) sets out the four ways in which a notice can be given to a person
(referred to here as “recipient”) by the Commissioner under the DPA 2018.

New section 141A(3) defines the term “relevant individual” for the purposes of giving a
notice by hand under subsection (2)(a). For example, when giving the notice to a body
corporate (excluding partnerships), it must be handed to an officer of that body, or when
giving it to a partnership it must be given to either a partner in the partnership or a person
who has control or management of the partnership business.

The term “proper address” for the purposes of leaving a notice or posting it under new
section 141A(2)(b) and (c) is defined in subsections (4) and (5). Subsection (4) provides that
the proper address should be one specified by the recipient (or someone acting on their
behalf) as an address where they will accept service of notices and other documents, but in
the event such an address hasn’t been specified then the proper address is to be determined
under subsection (5). Subsection (4) is also relevant when considering the application of
section 7 of the Interpretation Act 1978 which deals with the service of documents by post.

New section 141A(6) expands on the meaning of a recipient’s “email address” for the
purpose of subsection (2)(d).

New section 141A(7) confirms that a notice issued by the Commissioner is treated as given 48
hours after it was sent.

New section 141A(8) expands on the meaning of the term “officer” in relation to a body
corporate, this is relevant when the Commissioner hands a notice to a relevant individual
defined under subsection (3)(b).

New section 141A(9) makes it clear that whilst new section 141A sets out ways in which the
Commissioner can serve notices, it does not preclude the Commissioner from giving a notice
using any other lawful means.

Subsection (4) of section 96 makes a consequential amendment to Schedule 2 to the Electronic
Identification and Trust Services for Electronic Transactions Regulations 2016 (S.1. 2016/696).

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Enforcement

Section 97: Power of the Commissioner to require documents
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Section 97 amends section 142 (information notices) of the DPA 2018 to clarify that the
Commissioner can require specific documents as well as information when using the
information notice power. This is a clarification of the Commissioner’s powers.

Subsections (3) to (7) make consequential amendments to references to information notices in
section 143 (information notices: restrictions), section 145 (information orders), section 148
(destroying or falsifying information and documents), section 160 (guidance about regulatory
action) and Schedule 17 (review of processing of personal data for the purposes of
journalism). These amendments are needed as a result of the clarification to the information
notice powers in section 142 and make clear that the relevant provision applies where
documents are required under the information notice powers in the same way as for other
information.

Section 98: Power of the Commissioner to require a report
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Section 98 makes provision for the Commissioner to require a report on a specified matter
when exercising the power under section 146 of the DPA 2018 to give an assessment notice.

Subsection (1) is self-explanatory.
Subsection (2) amends section 146 (assessment notices) of the DPA 2018.

Subsection (2)(a) inserts new subsections (j) and (k) in section 146 subsection (2) of the DPA
2018, enabling the Commissioner to require the controller or processor to make arrangements
for an approved person to prepare a report on a specified matter and provide the report to
the Commissioner.

Subsection (2)(b) inserts new section 3A after section 146 subsection (3) in the DPA 2018. This
provides that the Commissioner may set out requirements in the assessment notice
specifying how the report by the approved person is to be prepared, its content, form and
when it is required to be completed by.

Subsection (2)(c) inserts new section 11A after section 146 subsection (11) in the DPA 2018.
This requires the controller or processor to pay the cost for this report, including the
approved person’s expenses.

Subsection (2)(d) adds a definition of an approved person to the terms defined in section 146
subsection (12).

Subsection (3) amends the DPA 2018 by inserting new section 146(A). This outlines the
process for approving the person preparing the report and makes clear that the decision to
approve lies with the Commissioner.

New section 146A(1) is self-explanatory.

New section 146A(2) provides that the controller or processor is to nominate an approved
person to prepare the report and that they are required to do so within the time set out by the
Commissioner in the notice.

New section 146A(3) provides that if the Commissioner is satisfied that the person nominated
is suitable, that approval is to be provided to the controller or processor in writing.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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New section 146A(4) sets out the process to be followed if the Commissioner is not satisfied
that the person nominated is suitable. In such circumstances, the Commissioner is required to
let the controller or processor know by written notice their decision, the reasons for their
decision and the person the Commissioner is selecting to prepare the report.

New section 146A(5) sets out the process if the controller or processor fails to nominate a
person to prepare the report in the time specified in the notice. In such circumstances, the
Commissioner will decide the person to prepare the report and must notify the controller or
processor of that decision by written notice. The controller or processor is required to make
arrangements for this and pay any associated costs, as would be the case if they had
nominated the approved person.

New section 146A(6) provides that the controller or processor is required to cooperate with
the approved person in the process of preparing the report.

Subsection (4) of section 98 amends section 155(1) (penalty notices) of the DPA 2018 to allow
the Commissioner to give a monetary penalty notice where the Commissioner is satisfied that
a person has failed to comply with the duty placed upon the controller or processor under
new section 146A(6), to assist the approved person in preparing the report.

Subsection (5) of section 98 amends section 160(4) (guidance about regulatory action) of the
DPA 2018. This requires the Commissioner to include in the statutory guidance the factors
the Commissioner will consider in deciding whether to issue an assessment notice requiring
the preparation of a report, and the factors the Commissioner may take into account when
determining the suitability of a person to prepare the report.

Section 99: Assessment notices: removal of OFSTED restriction
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Section 99 removes the Office for Standards in Education, Children's Services and Skills’
(Ofsted) exemption to the ICO's assessment notice power under section 147(6)(b) of the DPA
2018. This allows the ICO to audit Ofsted’s function as a registration authority in the event of
a suspected data breach.

Section 100: Interview notices
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Section 100 inserts new sections 148A-C into the DPA 2018 which make provision about
interview notices. An interview notice can be used to require a person to attend an interview
and answer questions when required by the Commissioner.

New section 148A(1) sets out when the power can be used.
New section 148A(2) provides the Commissioner with a power to give an interview notice.
New section 148A(3) makes provision about who an interview notice can be issued to.

New section 148A(4) requires the Commissioner to specify where and when the interview
will take place. This is subject to the restrictions in subsections (6) and (7).

New section 148A(5) provides that the interview notice must explain the suspected
infringement of the UK GDPR or DPA 2018 that is being investigated, consequences of non-
compliance with the interview notice and information about how a person can appeal the
notice.

New section 148A(6) provides that an interview notice must not require the person to attend
the interview before the end of the period in which an appeal could be brought.

New section 148A(7) provides that if an appeal is brought, the person concerned need not
comply with the interview notice until the appeal has been withdrawn or decided.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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New section 148A(8) provides that subsections (6) and (7) do not apply where the
Commissioner considers there is an urgent need for the interview and where the
Commissioner provides reasons for the urgency. In these circumstances, however, the
interview notice must provide at least 24 hours between the time of issuing the notice and
when the person is required to attend the interview.

New section 148A(9) is self-explanatory.

New section 148B places certain restrictions on the circumstances in which the Commissioner
can require a person to answer questions under an interview notice.

New section 148B(1) provides that an interview notice does not require a person to answer
questions at interview to the extent that requiring the person to do so would involve an
infringement of the privileges of either House of Parliament.

New sections 148B(2) and (3) provide that a person is not required to answer questions where
this would result in disclosure of communications between a professional legal adviser and
their client in respect of the client’s obligations under the data protection legislation or in
respect of proceedings under data protection legislation.

New section 148B(4) is self-explanatory.

New section 148B(5) provides that an interview notice cannot compel a person to provide
information that would expose them to proceedings for the commission of an offence, except
in relation to the offences under the DPA 2018 and the other offences listed in subsection (6).

New section 148B(7) provides that a statement provided in response to an interview notice
cannot be used as evidence in criminal proceedings brought under the DPA 2018 (except
where the proceedings relate to the offence under new section 148C (false statements made in
response to an interview notice)) unless in the proceedings the person gives evidence that is
inconsistent with the statement, and evidence relating to the statement is put before the court
by the person or a question relating to it is asked by the person or on their behalf.

New section 148B(8) provides that an interview notice cannot be made in respect of personal
data being processed for journalistic, academic, artistic or literary purposes.

New section 148B(9) lists other bodies to whom the Commissioner cannot give an interview
notice.

New section 148C (false statements made in response to interview notices) makes it an
offence for a person to intentionally or recklessly make a false statement in response to an
interview notice. This mirrors the offence in section 144 of the DPA 2018 for false statements
in response to information notices.

Subsection (3) of section 100 amends section 149(9)(b) of the DPA 2018 (enforcement notices)
to add interview notices to the regulation making powers in this section. This brings the
interview notice function in line with assessment notices, information notices and penalty
notices in this context.

Subsection (4) amends section 155(1)(b) (penalty notices) of the DPA 2018 to include
interview notices. Where the Commissioner is satisfied that a person has failed to comply
with an interview notice, the Commissioner is permitted to give a monetary penalty notice
requiring a person to pay the Commissioner an amount determined by the Commissioner.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)
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Subsection (5) amends section 157(4) (maximum amount of penalty) of the DPA 2018 to
include interview notices. The maximum penalty amount in relation to failure to comply with
an interview notice is the higher maximum amount. This provision brings the maximum
amount of the penalty that may be imposed by a penalty notice for failure to comply with an
interview notice in line with the maximum amount for existing enforcement powers. The
higher maximum amount is defined in section 157(5) of the DPA 2018.

Subsection (6)(a) amends section 160(1) (guidance about regulatory action) to include
interview notices in the functions for which the Commissioner is required to produce and
publish statutory guidance. This brings the interview notice function in line with assessment
notices, enforcement notices, information notices and penalty notices.

Subsection (6)(b) inserts new section 5A in section 160 and specifies the matters which the
guidance must include in relation to interview notices.

Subsection (7) amends section 162 (rights of appeal) of the DPA 2018 to include an interview
notice to the list of notices a person can appeal.

Subsection (8) amends section 164 (applications in respect of urgent notices) of the DPA 2018
to provide that the provisions for appealing an urgent notice apply to interview notices. This
enables a person who is given an interview notice that requires the person to comply with it
urgently, to apply to the court to have the urgency statement set aside or for variation of the
timetable for compliance with the notice.

Subsection (9) is self-explanatory.

Subsection (10) amends section 196 (penalties for offences) to provide that the offence
provided for in section 148C (false statements made in responses to interview notices) is
included in subsection (2). Section 196(2) of the DPA 2018 sets out the maximum penalties for
offences that can be tried summarily or on indictment. In England and Wales, the maximum
penalty when tried summarily or on indictment is an unlimited fine. In Scotland and
Northern Ireland, the maximum penalty on summary conviction is a fine not exceeding the
statutory maximum or an unlimited fine when tried on indictment. This aligns the offence set
out in section 148C with existing comparable offences in the DPA 2018, including that in
section 144 (false statements made in response to information notices).

Subsection (11) provides that “interview notice (Part 6)” is added to the terms defined in
section 206 (index of defined expressions) in the DPA 2018 and signposts where the
definition may be found in the DPA 2018.

Subsection (12) amends Schedule 17 (review of processing of personal data for the purposes
of journalism) and inserts new section 3A after paragraph 3 to make provision for where the
Commissioner gives an interview notice during a review period. New section 148B(8)
prevents the Commissioner from giving an interview notice with respect to the processing of
personal data for the special purposes. Paragraph 3A of this Schedule disapplies section
148B(8), providing the Commissioner with the ability to give interview notices for the
purpose of the review, but only where a determination under section 174 of the DPA 2018 has
taken effect.

Subsection (12) also amends paragraph 4 of Schedule 17 to include interview notices. It
applies section 164 of the DPA 2018 (applications in respect of urgent notices) to interview
notices given under paragraph 3A.
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Section 101: Penalty notices
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Section 101 makes changes to the provisions for imposing penalties in Schedule 16 to the
DPA 2018. Before issuing a penalty notice to a person, the Commissioner must inform the
person of the intention to do so, by issuing a notice of intent. Section 101 changes the rules
about the time within which a penalty notice given in reliance on a notice of intent must be
issued to allow for the Commissioner to have more time to issue a final penalty notice after
issuing a notice of intent where needed.

Subsection (1) is self-explanatory.

Subsection (2) repeals paragraph 2(2) and (3) of Schedule 16 and subsection (3) inserts new
sub-paragraph Al and B1 into paragraph 4 of that Schedule. This provides for the
Commissioner to give a penalty notice within 6 months of giving a notice of intent but allows
the Commissioner to issue a penalty notice outside of the 6 month time limit if it is not
reasonably practicable to issue a final penalty notice within this timeframe. In such
circumstances, the Commissioner is instead required to issue a final penalty notice “as soon
as reasonably practicable” after issuing the notice of intent. This allows the Commissioner to
have sufficient time, after issuing a notice of intent, to consider oral or written representations
and complete its investigations, where needed. This also places new requirements on the
Commissioner to let the person know the outcome of its investigation by giving written
notice where the Commissioner has decided not to give a penalty notice. This notice should
also be given within 6 months of the day the notice is given or as soon as reasonably
practicable thereafter.

Subsection (4) introduces a new requirement in section 160 of the DPA 2018. This requires the
Commissioner to produce and publish guidance setting out the circumstances in which the
Commissioner needs longer than 6 months to make a decision whether or not to issue a
penalty notice.

Section 102: Annual report on regulatory action
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Section 102 amends the DPA 2018 by making provision for the Commissioner to annually
publish a report detailing how the Commissioner’s regulatory functions have been
discharged.

Subsection (2) amends section 139 of the DPA 2018 by inserting new subsection 2A which
allows the Commissioner to include the annual report on regulatory action in the general
report which is laid before Parliament.

Subsection (4) inserts new section 161A into the DPA 2018 outlining a report the
Commissioner must produce and publish annually on the Commissioner’s investigation and
enforcement powers.

New section 161A(2) sets out the information that the annual report on regulatory action
must include in relation to investigations on the application of the UK GDPR and
enforcement powers exercised in relation to those investigations.

New section 161A(3) sets out the information the annual report on regulatory action must
include on enforcement powers exercised in relation to law enforcement processing and
intelligence services processing under Parts 3 and 4 of the DPA 2018.

New section 161A(4) provides that the Commissioner is required to produce and publish
information about the number of penalty notices given in the reporting period that were
given more than 6 months after the notice of intent was given under paragraph 2 of Schedule
16 and the reasons why that happened.
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Under new section 161A(5) the report must summarise how the Commissioner has taken into
account the Commissioner’s own guidance on regulatory action while exercising the
Commissioner’s powers.

New section 161A(6) is self-explanatory.

Section 103: Complaints by data subjects
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Section 103 inserts new sections 164A and 164B into the DPA 2018.

New section 164A outlines the procedures for dealing with complaints made by data subjects
to data controllers.

New section 164A(1) outlines the right of a data subject to complain to the data controller if
the data subject considers that there is an infringement of their rights under the UK GDPR or
Part 3 of the DPA 2018.

New section 164A(2) requires controllers to facilitate the making of complaints under this
section by taking appropriate steps. This could include providing a complaint form to be
completed electronically, or other appropriate means.

New section 164A(3) requires data controllers to acknowledge receipt of the complaint within
a period of 30 days, beginning when the complaint is received.

New section 164A(4) requires data controllers to take appropriate steps, without undue
delay, to respond to the complaint and inform the complainant of the outcome of the
complaint.

New section 164A(5) explains that the requirement in subsection(4)(a) for data controllers to
“take appropriate steps to respond to the complaint” includes making enquiries about the
subject matter of the complaint to the extent appropriate, and informing the complainant
about the progress of the complaint.

New section 164B(1) sets out a power for the Secretary of State to make regulations to require
controllers to notify the Commissioner of the number of complaints they have received in
relation to the periods set out in regulations.

New sections 164B(2)-(5) set out further detail in relation to the regulations. Any such
regulations must be made in accordance with the negative resolution procedure.

Subsections (3) to (6) of section 103 streamline provisions relating to complaints by data
subjects, by merging relevant articles of the UK GDPR into the DPA 2018. This ensures
relevant provisions regarding complaints to the Commissioner about infringements of the
data protection legislation are located in section 165 of the DPA 2018.

Subsection (7) introduces Schedule 10 containing miscellaneous minor and consequential
amendments to the UK GDPR and the DPA 2018 relating to complaints by data subjects.

Section 104: Court procedure in connection with subject access requests
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Section 104 inserts new section 180A into the DPA 2018.

New section 180A(1) establishes that section 180A applies in court proceedings to determine
whether a data subject is entitled to information in response to a subject access request made
under any of the UK’s data protection regimes or by virtue of the right to data portability.
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New section 180A(2) sets out that the court can require the controller to provide the court
with the information in question. The controller must provide any requested information
which would fall within scope of the rights as set out in section 180A(1).

New section 180A(3) ensures that the court cannot require the information set out in
subsection (1) to be disclosed to the data subject by any means until it has been determined
that the data subject is entitled to it.

New section 180A(4) states that the searches for information controllers must make when
required to by the court do not need to go beyond the requirements of a reasonable and
proportionate search for information when responding to a subject access request.

The purpose of this provision is to ensure that courts in relevant cases may inspect material
that has been withheld in response to a subject access request without the material having
been disclosed to the data subject, when determining whether or not the material is exempt
from disclosure. Similar provision was included in the Data Protection Act 1998 (section 15(2)
of that Act). In X v The Transcription Agency and another [2023] EWHC 1092 (KB) the High
Court rejected an argument that the absence of equivalent provision in the Data Protection
2018 (which repealed and replaced the 1998 Act) indicated that Parliament intended that
courts should not be able to inspect the material in the absence of the claimant. New section
180A puts the position beyond doubt.

Section 105: Consequential amendments to the EITSET Regulations
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Schedule 2 of the Electronic Identification and Trust Services for Electronic Transactions
Regulations 2016 S.I. 2016/696 (“the EITSET Regulations”) currently applies (with
appropriate modification) certain enforcement provisions contained within the DPA 2018, so
that enforcement powers are available to the Commissioner as the supervisory body for trust
service providers, in respect of breaches of Regulation (EU) No 910/2014 (“the eIDAS
Regulation”).

Section 105 amends Schedule 2 of the EITSET Regulations in order to apply (with appropriate
modification) the changes made by other provisions in the Act.

Amongst amendments made to Schedule 2 of the EITSET Regulations, are amendments
required in order to apply (with appropriate modification) the new enforcement power
under section 146A of the DPA 2018, to require a technical report as part of the assessment
notice procedure, and the new enforcement power under section 1484, to impose an
interview notice to require a person to attend an interview and answer questions. The new
offence of intentionally or recklessly making a false statement in response to an interview
notice under section 148C is also applied by amendments made to Schedule 2 of the EITSET
Regulations.

This section amends Schedule 2 of the EITSET Regulations, in order to remove the reference
to consultation under section 65 of the DPA 2018 when section 155(3(c) is applied with
modification under Schedule 2 of the EITSET Regulations as the consultation requirements
under that section are not relevant to the regulation of trust service providers under the UK
eIDAS Regulation.

This section also amends Schedule 2 of the EITSET Regulations, in order to omit paragraph
21, which is a previous and unnecessary provision, given paragraph 1(y) of Schedule 2 only
applies certain subsections of section 182 of the DPA 2018.
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Protection of prohibitions, restrictions and data subject’s rights

Section 106: Protection of prohibitions, restrictions and data subject’s rights
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Subsections (1) to (5) of section 106 amend the DPA 2018 by inserting new section 1834, 183B
and 186A into the DPA 2018 as well as making amendments to existing section 186. The
purpose of these provisions is to ensure there are clearer rules about the relationship between
key elements of the data protection legislation and: (i) other provisions in legislation or rules
of law relating to the processing of personal data, and (ii) restrictions or prohibitions in
legislation on disclosures of personal data. This is needed as a result of the changes to the
interpretative effects on EU-derived legislation, such as the UK GDPR and other EU-derived
elements of the UK’s data protection legislation, made by the EU (Withdrawal) Act 2018
(EUWA 2018) and the Retained EU law (Revocation and Reform) Act 2023.

Subsection (2) inserts a new section 183A into the DPA 2018.

New section 183A(1) sets out a presumption, in relation to any relevant enactments, or any
rules of law, conferring powers or imposing duties relating to the processing of personal
data, that requirements under the “main data protection legislation” are not overridden by
such powers or duties.

Zamr

The “main data protection legislation”, “relevant enactment” and “requirement” are defined
in subsection (4) of new section 183A. Subsection (4) sets out which parts of the data
protection legislation constitute the “main data protection legislation” for the purposes of
new section 183A(1). It also defines “relevant enactment” for the purposes of subsection (1) as
meaning any enactment so far as passed or made on or after the day on which section 106(2)
of the Data (Use and Access) Act 2025 comes into force. This means that the presumption in
subsection (1) does not apply to legislation passed or made before the day on which new
section 183A comes into force. The reference to “enactment” includes devolved legislation
(see section 205(1) of the DPA 2018).

New section 183A(2)(a) ensures that subsection (1) does not apply to any provisions forming
part of the “main data protection legislation”. Subsection (2)(b) recognises that there may be
situations where legislation is deliberately intended to override requirements of the data
protection legislation and makes it clear that in such cases subsection (1) will not apply to the
extent that the legislation makes express provision to this effect. This preserves the principle
of parliamentary sovereignty. Whether or not devolved legislation is able to override the data
protection legislation in this way will depend on the terms of the relevant devolution
settlement.

New section 183A(3) ensures that any duty or power in the legislation that makes provision
for processing personal data can be taken into account for the purposes of determining
whether it is possible to rely on any exception to a requirement in the data protection
legislation. For example, if there is a duty in legislation on a person or organisation to
disclose personal data, the requirement for a lawful basis in Article 6(1) of the UK GDPR is
likely to be met. (Article 6(1)(c) provides a lawful basis for processing where the processing is
necessary for compliance with a legal obligation to which the controller is subject).

New section 183A(5) provides that the reference in subsection (1) to an enactment or rule of
law that imposes a duty or confers a power to process personal data includes duties or
powers that arise directly or indirectly, for example: provisions that remove restrictions, or
provisions that authorise a person to require another person to process personal data.

Subsection (3) of section 106 amends the DPA 2018 by inserting a new section 183B into the
DPA 2018.
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New section 183B makes provision about the relationship between pre-commencement
enactments which impose a duty, or confer a power, to process personal data and the main
data protection legislation (see subsection (1)).

The "main data protection legislation" and “requirement” are defined in subsection (5)(a) of
new section 183B as having the same meaning as in new section 183A. Subsection (5)(b)
defines “pre-commencement enactment” for the purposes of subsection (1) as meaning any
enactment that has been passed or made before the day on which section 106(2) of the Data
(Use and Access) Act 2025 comes into force. This limits the effect of subsection (1) to
legislation passed or made before the day on which new section 18a3A comes into force. The
reference to “enactment” includes devolved legislation (see section 205(1) of the DPA 2018).

New section 183B(2) provides that the relationship described in new section 183B(1) is not
changed by the removal of the principal of the supremacy of EU law in section 5(A1) of the
EUWA 2018 nor the repeal of section 5(1) to (3) of that Act. These changes to the EUWA 2018
were made by section 3 of the Retained EU Law (Revocation and Reform) Act 2023. This will
apply in cases in which the principle of supremacy of EU law was relevant to the relationship
before 1 January 2024.

New section 183B(3) provides that where the relevant provision of the main data protection
legislation is a provision of, or made under, the UK GDPR, section 5(A2) of the EUWA 2018
does not apply to the relationship described in subsection (1). Section 5(A2) provides that
provisions of assimilated direct legislation are subject to domestic enactments (so far as
incompatible with them). The UK GDPR constitutes assimilated direct legislation and
therefore falls within the scope of section 5(A2).

New section 183B(4) states that nothing is to be implied about a relationship described in new
section 183B(1) merely due to the fact that express provision with similar effect to section
183A(1) is made in connection with one relationship but not another.

New section 183B(6) section 183B states that section 183A(5) applies for the purposes of
subsection (1)(a) of new section 183B in the same manner that it applies for the purposes of
section 183A(1). In other words, the reference in subsection (1) to an enactment or rule of law
that imposes a duty or confers a power to process personal data includes duties or powers
that arise directly or indirectly. For example, provisions that remove restrictions, or
provisions that authorise a person to require another person to process personal data.

Subsection (4) of section 106 makes some amendments to section 186 of the DPA 2018 to
clarify its intended application and effect, particularly in light of new section 183A and new
section 186A. For example, new section 186(2A)(c) reflects new section 183A(2)(b) by
providing that the rule in section 186(1) does not apply to the extent that an enactment makes
express provision to the contrary referring to section 186 itself or a provision listed in section
186(2). Whether or not devolved legislation is able to make such provision will depend on the
terms of the relevant devolution settlement.

Subsection (5) amends the DPA 2018 by inserting a new section 186A into the DPA 2018.
New section 186A builds on section 186 DPA 2018 by making further provision in relation to
the interaction between the data protection legislation and other existing legislative
provisions or rules of law containing prohibitions or restrictions on the disclosure of
information or authorising the withholding of information.

New section 186A makes provision about the relationship between pre-commencement
enactments which prohibit or restrict the disclosure of information or authorise the
withholding of information and provisions of the UK GDPR or the DPA 2018 listed in section
186(2) (see subsection (1)).
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“Pre-commencement enactment” is defined in new section 186A(5) for the purposes of
subsection (1) as meaning that any enactment that has been passed or made before the day on
which section 106(4) of the Data (Use and Access) Act 2025 comes into force, other than an
enactment contained in, or made under, a provision of the data protection legislation listed in
section 186(2) or (3). The reference to "enactment” includes devolved legislation.

New section 186A(2) provides that the relationship described in subsection (1) is not changed
by the removal of the principal of the supremacy of EU law in section 5(A1) of the EUWA
2018 nor the repeal of section 5(1) to (3) of that Act. These changes to the EUWA 2018 were
made by section 3 of the Retained EU Law (Revocation and Reform) Act 2023. This will apply
in cases in which the principle of supremacy of EU law was relevant to the relationship
before 1 January 2024.

New section 186A(3) provides that in relation to pre-commencement legislation, there may be
occasions when an existing express or implied contrary indication means that section 186(1)
does not apply.

New section 186A(4) indicates that no inference should be drawn about the relationship
described in new section 186A(1) merely due to the fact that express provision stating that
section 186(1) applies is made in connection with one such relationship but not another.

Subsection (6) of section 106 inserts a cross-reference to new section 183A and a signpost to
new section 183B(3) into section 5(A3)(a) of the EUWA 2018, as inserted by section 3 of the
Retained EU Law (Revocation and Reform) Act 2023. Section 5(A3) contains exceptions from
the interpretation rule in section 5(A2) of the EUWA 2018, as also inserted by section 3 of the
Retained EU Law (Revocation and Reform) Act 2023. That rule says that provisions of
assimilated direct legislation (such as the UK GDPR) are subject to domestic enactments (so
far as incompatible with them). The amendments have the effect that the rule is disapplied
where new section 183A applies.

Subsection (7) provides that subsections (3), (5) and (6)(c) of section 106 of the Data (Use and
Access) Act 2025 are to be treated as having come into force on 1 January 2024. This means
that those subsections will be treated as having had effect from the commencement of section
3 of the Retained EU Law (Revocation and Reform) Act 2023.

Miscellaneous

Section 107: Regulations under the UK GDPR

838

Section 107 makes provision concerning the procedure for making regulations under the
powers in the UK GDPR, including consultation requirements. It makes it clear that, before
making regulations, the Secretary of State must consult the Commissioner and such other
persons as they consider appropriate, save for some exceptions. Those other appropriate
persons will depend on the nature of the regulations in question, but an example would be
where the regulations touch on healthcare matters and/or the processing of patient data. In
such a case, the Secretary of State might consider it appropriate to consult, for example, the
National Data Guardian for Health and Care, relevant healthcare bodies and relevant
medical associations.

Section 108: Further minor provision about data protection

839

Section 108 introduces Schedule 11 containing miscellaneous minor amendments to the UK
GDPR and the DPA 2018.
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Chapter 2: Privacy and electronic communications

Section 109: The PEC Regulations
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Section 109 defines “the PEC Regulations” for the purposes of this chapter.

Section 110: Interpretation of the PEC Regulations
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Section 110 amends Regulation 2 of the PEC Regulations.
Subsection (2) amends Regulation 2(1) of the PEC Regulations.

Subsection (2)(a) makes it clear that that the definition of “call” includes all calls, including
those that are attempted irrespective of whether they connect with the intended recipient.

Subsection 2(b) also amends the definition of “communication” to make it clear it covers
communications, such as texts and emails, which are “transmitted”. Previously, the
regulation only referred to communications that were “exchanged or conveyed”, which
implied they needed to reach their intended recipient.

Subsection (2)(c) is a technical amendment which inserts the meaning of “direct marketing”
into Regulation 2 for ease of reference. The definition is currently drawn from the DPA 2018
(see paragraph 432(6) of Schedule 19 to the DPA 2018). Direct marketing covers all types of
advertising, marketing or promotional material. It includes commercial marketing and the
promotion of aims and ideals. A service message written in a neutral tone that is sent to
comply with regulatory requirements (e.g. a bank updating a customer about changes in
interest rates) would not usually count as direct marketing, unless parts of the message
actively promote or encourage a person to take a particular action. See guidance produced by
the Information Commissioner’s Office.

Subsection (3) of section 110 inserts paragraph (1A) in Regulation 2. Paragraph (1A) clarifies
the meaning of ‘recipient’ in the context of calls or communications that are sent or generated
but not received. It provides that, in this context, a “recipient” should be taken to mean the
‘intended recipient’.

Subsection (4) removes the reference to regulation 2(3) of the PEC Regulation which was
previously deleted from the regulation.

Subsection (5) inserts new paragraphs (5) and (6). New paragraph (5) states that references to
periods of time expressed in hours, days, weeks, months or years are to be interpreted in
accordance with Article 3 of the Periods of Time Regulation. New paragraph (6) defines the
meaning of “the Periods of Time Regulation”. This provision ensures consistency with
section 205(2) of the DPA 2018 and new Article 4A of the UK GDPR (inserted by paragraph 3
of Schedule 11 to this Act).

Section 111: Duty to notity the Commissioner of personal data breach: time periods

849

The PEC Regulations include rules on reporting breaches of personal data to the Information
Commissioner for organisations providing electronic communications services to the public
(e.g. telecoms providers and internet service providers). These rules are supplemented by
provisions in the retained version of the Commission Regulation (EU) No 611/2013 on the
measures applicable to the notification of personal data breaches under Directive 2002/58/EC
of the European Parliament and of the Council on privacy and electronic communications
(“Regulation 611/2013").
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The current effect of regulation 5A of the PEC Regulations and Article 2 of Regulation
611/2013 is that organisations must report personal data breaches to the Information
Commissioner no later than 24 hours of becoming aware of the breach. Subsection (1)(a) of
section 111 changes this so that personal data breaches must be reported without undue
delay and, where feasible, not later than 72 hours.

Subsection (1)(b) inserts a new paragraph 3A into the PEC Regulations, stating that where a
personal data breach notification (under paragraph 2) is not made within 72 hours, reasons
for the delay must be provided.

Subsection (2)(a) and (b) refers to the fixed monetary penalty in 5C of the PEC Regulations
and clarifies how to calculate the 21 day period under regulation 5C(4)(f) and (5) of the PEC
Regulations.

Subsection (3) amends Article 2 of Regulation 611/2013 to reflect the new time limits for
breach reporting.

Subsection (3)(a) amends paragraph 2 of Article 2 of Regulation 611/2013. Subsection (3)(a)(i)
amends the first subparagraph to state that service providers must report a personal data
breach without undue delay and, where feasible, not later than 72 hours of becoming aware
of it.

Subsection (3)(a)(ii) is a consequential amendment on new paragraph 3 of Article 2.

Subsection (3)(a)(iii) inserts a new subparagraph which states that paragraph 2 is to be
interpreted in accordance with Article 3 of Regulation (EEC, Euratom) No. 1182/71 of the
Council of 3 June 1971 determining the rules applicable to periods, dates and time limits. This
provision ensures consistency with section 205(2) of the DPA 2018, new Article 4A of the UK
GDPR (inserted by paragraph 3 of Schedule 11 to this Act) and new paragraph (5) of
Regulation 2 of the PEC Regulations (inserted by section 110 to this Act).

Subsection (3)(b) amends paragraph 3 of Article 2 of Regulation 611/2013 to state that where
the information (which is requested under Annex 1 of the Regulation) is not available to be
included in the personal data breach notification, it may be provided in phases to the
Information Commissioner without undue further delay.

Section 112: Storing information in the terminal equipment of a subscriber or user
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Section 112 amends regulation 6 of the PEC Regulations. Subsection (4) introduces Schedule
12 to this Act, which inserts new Schedule A1 to the PEC Regulations.

Subsection (2) of section 112 replaces regulation 6 of the PEC Regulations which sets out rules
on the circumstances in which a person can store information, or gain access to information
stored, in the “terminal equipment” of a subscriber or user. Terminal equipment may
include, for example, computers, mobile phones, wearable technology, smart TVs and
connected devices, including the Internet of Things.

New regulation 6(1) provides that subject to the exceptions in Schedule Al, organisations are
prohibited from storing information or gaining access to information stored in the terminal
equipment of an individual.

New regulation 6(2)(a) clarifies for the purposes of this regulation and new Schedule A1 that
a reference to an organisation storing information, or gaining access to information stored, in
the device of a subscriber or user, includes a reference to the person instigating the storage or
access.
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New regulation 6(2)(b) clarifies that a reference to gaining access to information stored in the
terminal equipment of a subscriber or user includes a reference to collecting or monitoring
information automatically emitted by the terminal equipment (“emissions data”). An
example of emissions data includes Wi-Fi probe requests.

Subsection (3) of section 112 inserts new regulation 6A into the PEC Regulations.

New regulation 6A(1)(a) introduces a power for the Secretary of State to add new exceptions
to the prohibition in regulation 6(1). The power would also allow the Secretary of State to omit
or vary any existing exceptions to the prohibition.

Paragraph (1)(b) of new regulation 6A provides that the Secretary of State can also make
consequential, supplementary, incidental, transitional, transitory or saving provisions which
are necessary to give effect to exceptions made by regulations made under these provisions.

Paragraph (3) of new regulation 6A provides that, before making regulations under
paragraph 6A(1), the Secretary of State must consult the Commissioner and “such other
persons as the Secretary of State considers appropriate”.

Paragraph (4) of new regulation 6A provides that the regulations made under this power are
subject to the affirmative resolution procedure.

Subsection (5) of section 112 makes it clear how consultation requirements under regulation
6A may be satisfied.

Section 113: Emergency alerts: interpretation of time periods
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Section 113 clarifies how the period of time in regulation 16A(6) of the PEC Regulation
should be calculated.

Section 114: Use of electronic mail for direct marketing by charities
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Section 114 amends regulation 22 of the PEC Regulations. This regulation applies to the
transmission of unsolicited communications by electronic mail to individual subscribers.
Electronic mail is defined in regulation 2 and covers among others, communication by emails
or text messages. Under paragraph (2) unsolicited communication by such means is in
principle, prohibited without the recipient’s consent, unless exceptions apply.

Currently regulation 22 of the PEC Regulations provides for one exception. It allows anyone
(companies, charities, or other organisations) to send electronic marketing communications to
an individual (recipient) without their explicit consent, if their contact details were collected
during the sale of a product or service, or negotiations of a sale. The direct marketing
materials benefiting from this exception may only concern similar products and services and
the individual recipient must be offered a simple means of opting out of receiving marketing
communications, both at the time the contact details are collected and in all subsequent
communication sent. Both safeguards are aimed at limiting an individual’s exposure to spam
and nuisance communications. This exception is commonly known as the ‘soft opt-in'.

Section 114 adds a new exception to regulation 22 available only to charities. It allows
charities to send direct marketing for the purposes of furthering one or more of their
charitable purposes (for definitions see para 879 below). This could include communications
regarding their campaigning or fundraising activities.

Subsection (1) sets out that regulation 22 of the PEC Regulations is amended as per the
subsections (2) to (4).

Subsection (2) makes a consequential amendment to regulation 22(2) of the PEC Regulations,
including a reference to the new paragraph (3A).
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Subsection (3) inserts new paragraph (3A) into regulation 22 of the PEC Regulations. New
paragraph (3A) creates a new exception allowing a charity to send or instigate the sending of
electronic mail for the purpose of direct marketing. Subparagraphs (a)-(c) set out the
conditions for this exception.

Under subparagraph (a) the sole purpose of the direct marketing must be furthering one or
more of their charitable objectives.

Subparagraph (b) sets out that the charity must have obtained the contact of the recipient of
the electronic mail, to be able to rely on the soft opt-in. That is, in the course of the recipient
either (i) expressing an interest in one or more of the purposes that were the charity’s
charitable purposes at that time; or (ii) offering or providing support to further one or more
of those purposes. An individual may “express an interest” for example by visiting the
charity’s website or premises to request information on a particular campaign. Examples of
offering or providing support may be through volunteering for the charity or by making a
donation.

Subparagraph (c) provides that the individual recipient must be given a simple way of opting
out of receiving communications at the point their contact details were collected as well as in
each subsequent communication sent to that individual.

Subsection (4) inserts a new paragraph 5 into regulation 22 of the PEC Regulations. It defines
a “charity” and “charitable purpose” for the purpose of this regulation. Only charities subject
to the relevant UK charities regulatory framework can rely on this new exception and only to
further their charitable purposes. ‘Charitable purposes” must be interpreted according to
relevant legislation.

Section 115: Commissioner’s enforcement powers
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Section 115 updates the Information Commissioner’s powers of enforcement in relation to the
PEC Regulations, which currently rely on powers in the Data Protection Act 1998. The effect
of this provision will be to apply some of the more modern enforcement powers in the DPA
2018 to the PEC Regulations.

Subsections (2) and (3) omit paragraph 6 of regulation 5 and regulation 5B of the PEC
Regulations, which are both concerned with the Commissioner’s powers to audit measures
taken by public electronic communications service providers to safeguard the security of their
services and inform certain parties of a personal data breach. These provisions are no longer
needed as section 146 of the DPA 2018 (powers for the Commissioner to impose assessment
notices) will instead be applied for the purposes of the PEC Regulations, subject to the
modification in Schedule 13.

Subsection 4(a) includes technical amendments to aid the readability of the legislation,
including updating “county court” references.

Subsection (4)(b) adds further subparagraphs to the end of regulation 5C, which is concerned
with the penalties that can be imposed on service providers for failing to report security
breaches. New subparagraphs 13, 14 and 16 provide the Secretary of State with a power to
amend the amount of the fixed monetary penalty that can be imposed (which is currently
£1,000 or £800 if paid within 21 days of receipt of the notice of intent). Any changes must be
made via regulations which are laid in Parliament and subject to the affirmative resolution
procedure. New subparagraph 15 provides that, before making regulations under regulation
5C(13), the Secretary of State must consult the Commissioner and “such other persons as the
Secretary of State considers appropriate”.
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Subsection (5) replaces regulation 31 of the PEC Regulations, which currently applies the
Information Commissioner’s enforcement powers in the Data Protection Act 1998 to the PEC
Regulations. The new regulation 31 will instead apply certain enforcement powers in Parts 5
to 7 of the DPA 2018 to the PEC Regulations, subject to the modifications in Schedule 13.

Subsections (6) and (7) remove regulations 31A and 31B, which currently allow the
Commissioner to impose “third party information notices” on communications providers to
gather information held on electronic communications networks, or by electronic
communications services, for investigating compliance with the regulations; and set out rights
of appeal against the imposition of a notice. These provisions are no longer needed because
the more modern powers in section 142 of the DPA 2018 (Information notices) and associated
appeal rights will now be applied to the PEC Regulations. Under these new provisions, the
Commissioner will be able to serve a written notice on any person or a communications
provider, requesting information or documents to help determine whether the person has or
is complying with the PEC Regulations.

Under subsection (8), the current Schedule 1 to the PEC Regulations, which sets out
modifications to the enforcement regime in the Data Protection Act 1998 for the purposes of
their application to the PEC Regulations, is repealed. It is replaced by a new Schedule 13
which sets out modifications to the enforcement regime in the DPA 2018, so that it can be
applied to the PEC Regulations.

Subsection (9) makes some consequential amendments to paragraph 58(1) of Schedule 20 to
the DPA 2018 to reflect the changes that have been made to regulations 2, 31 and 31B by these
sections.

Subsection (10) makes it clear how consultation requirements under regulation 5C may be
satisfied.

Section 116: Codes of conduct
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Section 116 inserts new regulations 324, 32B and 32C into the PEC Regulations.

Under regulation 32A the Information Commissioner must encourage representative bodies
to draw up PEC Regulations codes of conduct. Codes of conduct are voluntary accountability
tools, enabling sectors to identify key compliance challenges in their sector with the approval
of the Information Commissioner that the code, and its monitoring, is appropriate. They are
written by an organisation or association representing a sector in a way that the sector
understands.

New regulations 32A(1) and (2) require the Information Commissioner to encourage the
production of codes of conduct which take account of specific features of different sectors.

New regulation 32A(3) sets out an illustrative list of the matters that a code of conduct may
make provisions regarding.

New regulations 32A(4) and (5) set out the requirements for the Information Commissioner's
approval of a code of conduct. Namely, following receipt of a draft code the Commissioner
will provide an opinion to the representative body on whether the code correctly reflects the
requirements of the relevant PEC Regulations. Codes approved by the Commissioner are to
be registered and published.

Codes of conduct require a monitoring method, and for private or non-public authorities, a
monitoring body to deliver them. New regulation 32A(6) states that the Information
Commissioner may only approve codes if they meet these requirements.

New regulation 32A(7) sets out how amendments to an approved code will be managed. This
provision specifically applies paragraphs (4)-(6) to an amended code.
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New regulation 32A(8) provides for a code of conduct under paragraph (1) to be contained in
the same document as a code of conduct described in Article 40 of the UK GDPR and makes
it clear that a provision in the code of conduct can address requirements under both the PEC
Regulations and the UK GDPR. This will enable the Information Commissioner to give an
opinion on whether the code complies with the UK GDPR and relevant PEC Regulations or
just relevant PEC Regulations.

New regulation 32A(9) sets out the meaning of terms used in the regulation.

New regulation 32B permits the Commissioner to accredit a body where the monitoring body
meets certain conditions. They include, for example, that the monitoring body has established
relevant procedures and structures to handle complaints about infringements of the code,
and that it has demonstrated its independence and does not have a conflict of interest. New
regulation 32B(1) permits the Commissioner to accredit a body for the purpose of monitoring
a code described under regulation 32A(1). The role of the monitoring body will be to monitor
whether an organisation, other than a public body, complies with the code.

New regulation 32B(2) sets out the criteria that an organisation must meet to be accredited by
the Commissioner as a monitoring body for a code.

New regulation 32B(3) requires the Commissioner to publish guidance about how they
propose to take decisions about accreditation under this regulation.

New regulation 32B(4) requires the monitoring body to take appropriate action where it
identifies that an infringement of the code has occurred. If the action taken consists of
suspending or excluding a person from the code then the monitoring body is required to
inform the Commissioner under new regulation 32B(5) and to provide reasons for why they
have taken that action.

New regulation 32B(6) requires the Commissioner to revoke a monitoring body’s
accreditation if they consider that the body no longer meets the requirements for
accreditation, or has failed to take action when the code has been infringed, or has failed to
inform the Commissioner when a person has been suspended or excluded from the code.

New regulation 32B(7) states that in this regulation the term “public body” has the same
meaning as in regulation 32A.

New regulation 32(C) sets out that adherence to a code of conduct approved under regulation
32A may be used by a person as a means of demonstrating compliance with the relevant
requirements of the PEC Regulations covered by that code.

Subsection (3) of section 116 amends regulation 33 of the PEC Regulations. The amendment
requires OFCOM to comply with any reasonable requests made by the Commissioner in
connection with their functions under regulation 32A and regulation 32B.

Subsection (4) amends new Schedule 1 to the PEC Regulation which is inserted by Schedule
13 to this Act. The amendment adds regulations 32B(4) and 32B(5) to the list of provisions for
which a penalty notice may impose the higher maximum penalty in the event of an
infringement.

Part 6: The Information Commission

907

Part 6 establishes a body corporate, the Information Commission, to replace the existing
regulator, the Information Commissioner, which is currently structured as a corporation sole.
The office of the Information Commissioner is abolished, and provision is made for the
transfer of functions from the Information Commissioner to the new body.
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Section 117: The Information Commission

908 Section 117 inserts a new section 114 A into the DPA 2018, which establishes the Information
Commission. Schedule 14 inserts a new Schedule 12A into the DPA 2018, which makes
further provision about the new body.

Section 118: Abolition of the office of Information Commissioner

909 Section 118 makes provision for the abolition of the office of Information Commissioner.
910 Subsection (1) abolishes the office of Information Commissioner.

911 Subsections (2) to (7) make consequential amendments to the DPA 2018.

Section 119: Transfer of functions to the Information Commission
912 Section 119 makes provision for the transfer of functions from the Information Commissioner

to the Information Commission.

913 Subsection (1) transfers the functions of the office of Information Commissioner to the new
body corporate, the Information Commission.

914 Subsection (2) makes provision for references to the Information Commissioner in
enactments or other documents (whenever passed or made), including this Act, to be treated
as references to the Information Commission so far as appropriate in consequence of the
transfer of functions under subsection (1).

915 Subsection (3) defines “enactment” for the purpose of subsection (2).

Section 120: Transfer of property etc to the Information Commission

916 Subsection (1) provides that the Secretary of State may make a scheme for the transfer of
property, rights and liabilities from the Information Commissioner to the Information
Commission.

917 Subsection (2) sets out the things that may be transferred under any such scheme.
918 Subsection (3) sets out the nature and scope of the transfer scheme.
919 Subsection (4) provides for modifications to be made to the transfer scheme.

920 Subsection (5) explains that references to rights and liabilities in subsections (1) and (2)
include rights and liabilities relating to a contract of employment.

Part 7: Other provision about use of, or access to, data

Information standards for health and social care

Section 121: Information standards for health and adult social care in England

921 Section 121 makes provision about information standards for health and adult social care in
England and information technology. It gives effect to Schedule 15 which amends Part 9 of
the Health and Social Care Act 2012 (HSCA 2012).

922 The provisions on information standards for health and adult social care in England make
clear that information standards published under section 250 of the HSCA 2012 in relation to
the processing of information include standards relating to information technology (IT) or IT
services. The provisions extend the persons to whom information standards may apply to
include providers of IT, IT services or information processing services using IT used, or
intended for use, in connection with the provision in, or in relation to, England of health or
adult social care.
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Smart meter communication services

Section 122: Grant of smart meter communication licences

923 Section 122 introduces Schedule 16 to the Act, which makes provision in connection with the
grant of smart meter communication licences.

Information to improve public service delivery

Section 123: Disclosure of information to improve public service delivery to

undertakings

924 Section 35 of the Digital Economy Act 2017 (DEA 2017) provides a legal gateway to enable
specified public authorities to share information to improve the delivery of public services to
individuals and households. Section 123 of the Act amends section 35 DEA 2017 to also
enable the sharing of information to improve the delivery of public services to businesses.

925 Section 35 of the DEA 2017 allows only public authorities that are listed in Schedule 4 of the
Act to share information for tightly constrained objectives which benefit individuals or
households. In addition to being listed in Schedule 4, each public authority must also be
authorised by regulations to use the power to share information under each different
objective. These same constraints will apply to objectives which have the purpose of
improving the delivery of public services to businesses.

926 Under section 35, objectives are subject to the following conditions: they must be set out in
regulations; for the improvement or targeting of the provision of a public service or the
provision of a benefit (financial or otherwise); and support the delivery of a specified public
authority’s functions. This includes the administration, monitoring or enforcement of the
delivery of the function. These conditions will apply to objectives which have the purpose of
improving the delivery of public services to businesses in the same way they apply to
objectives relating to individuals and households.

927 Section 35 of the DEA 2017 includes a further requirement that the sharing of information to
improve public service delivery to individuals or households must have as its purpose the
improvement of the well-being of individuals or households. This provision will require that
where information is being shared for the benefit of businesses, objectives have as their
purpose the assisting of undertakings in connection with any trade, business or charitable
purpose.

928 The provision uses the term “undertakings” for businesses, the definition of which includes
any business, whether or not run for profit, along with any organisation established for
charitable purposes. Because the definition of “charitable purposes” is drawn from different
Acts in England and Wales, Scotland and Northern Ireland; the provision uses the definition
from section 2 of the Charities Act 2011 to ensure that a uniform definition is being applied
throughout the UK.

Retention of information by providers of internet services

Section 124: Retention of information by providers of internet services in connection

with death of child

929 Subsection (1) of section 124 amends the Online Safety Act 2023 (OSA 2023), to include a
provision on the retention of information by internet service providers in cases involving the
death of a child.
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Subsection (2) removes the signpost in section 100(7) of the OSA 2023 to section 103 of that
Act and inserts new subsection (8A) after subsection 8. Subsection (8A) confirms that an
information notice issued under section 100(1) must not require or authorise processing of

information which could contravene the data protection legislation (as defined in section
236(1) of the OSA 2023).

Subsection (3)(a) amends section 101 of the OSA 2023 to create a new kind of information
notice. It inserts new subsection (C1) creating a duty for OFCOM to issue an information
notice to a provider of a service which falls within new subsection (E1) requiring the recipient
to ensure retention of information relating to the use of the service by a child who has died.

New subsection (C1) also gives OFCOM the power to issue a notice to a “relevant person” as
defined in section 101(7) of the OSA 2023 in order to ensure the retention of information
relating to the use of a service within subsection (E1). This may include, for example, ex-
providers of the service where relevant.

New subsection (A1) sets out the circumstances in which the duty or power to issue an
information notice under new subsection (C1) applies. It also defines the term “investigating
authority” as the senior coroner (in England and Wales), a procurator fiscal (in Scotland) or a
coroner (in Northern Ireland).

New subsection (B1) sets out the details which the investigating authority needs to provide to
OFCOM in order for subsection (C1) to apply. This includes information which will assist
recipients of these information notices in identifying the relevant data and the details of any
regulated service which has been brought to the investigating authority’s attention as being
of interest in connection with the child’s death.

New subsection (D1) clarifies that the requirement to ensure the retention of information
under a notice issued under subsection (C1) involves actively taking reasonable and timely
steps to prevent the deletion of such information. This includes preventing both intentional
deletion and potential deletion through routine systems or processes.

New subsection (E1) sets out the two ways in which a regulated service falls within scope of
the new information notice provision; either it falls under a regulated service type defined by
the Secretary of State in regulations, or it is a regulated service specifically notified to
OFCOM by the investigating authority as per new subsection (B1)(d).

New subsection (F1) sets out the type of information that must be retained under the new
information notice. The information must either fall within the kind of information which
OFCOM can access under its existing powers under section 101(1) of the OSA 2023 or be the
kind that a person might need to retain in order to respond to a notice under subsection (1) in
future.

Subsection 3(b) of section 124 makes a consequential amendment to section 101(3) of the OSA
2023, making it clear that the new provisions inserted by subsection 3(a) include a power to
obtain or generate information.

Subsection 3(c) inserts new subsection (5A) confirming that an information notice issued
under section 101(C1) must not require processing of information which could contravene the
data protection legislation (as defined in section 236(1) of the OSA 2023.

Subsection (4) amends section 102(1) of the OSA 2023, bringing notices issued under
subsection 101(C1) within the definition of an “information notice” for the purposes of the
OSA 2023, and subsection (10)(b) amends the corresponding definition in section 236(1) to
reflect this change. This means other provisions in the OSA 2023 relating to “information
notices”, including enforcement provisions, will also apply to notices issued under new
subsection (C1).
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Subsection (4)(b) amends section 102(3) of the OSA 2023 to clarify that the requirements
regarding information which must be included in information notices currently set out in
section 102(3) only apply to information notices issued under sections 100(1) and 101(1) of the
OSA 2023. It also adds the requirement for OFCOM to specify when the information covered
by such a notice must be provided. It then omits subsection 102(4) as that is now addressed in
new 102(3)(ca).

Subsection (4)(d) inserts new subsections (5A) to (5C) into section 102. New subsection (5A)
outlines specific requirements for information notices issued under new section 101(C1).

New subsection (5B) gives OFCOM the power to extend the duration for which a person is
obligated to retain information if they have been issued an information notice under section
101(C1). The period can only be extended in response to information received from the
investigating authority. The period can only be extended by a maximum of six months at a
time.

New subsection (5C) explains how OFCOM can exercise the power granted in subsection
(5B). They can do so by issuing a notice to the person who received the initial information
notice under section 101(C1). This notice specifies the further period for information retention
and provides the reason for the extension. Importantly, there is no limit on how many times
OFCOM can use this power.

Subsection (4)(e) of section 124 introduces a new subsection (9A) into section 102 which
requires OFCOM to cancel an information notice under new subsection 101(C1) if the
investigating authority advises OFCOM that the information specified in an information
notice under section 101(C1) is no longer necessary to be retained. This cancellation is
communicated through a notice to the person who initially received the information notice.

Subsection (4)(f) amends section 102(10), adding a definition of the term "the investigating
authority", clarifying that it has the same meaning as defined in section 101.

Subsection (5) makes amendments to section 109 (offences in connection with information
notices). These amendments introduce new subsections (6A) and (6B) to section 109.

Subsection (6A) establishes an offence: if a person, who has been issued an information notice
under section 101(C1), deletes or alters information required to be retained, and their
intention is to prevent the information's availability for an official investigation into the death
of the child, they commit an offence. Subsection (6B) clarifies that information is considered
deleted if it is irrecoverable, regardless of how it occurred.

Subsection (6) amends section 110 (senior managers’ liability: information offences),
introducing a new subsection (6A) to section 110. It establishes an offence for an individual
named as a senior manager of an entity if the entity commits an offence under section
109(6A), and the individual fails to take all reasonable steps to prevent that offence. Section
109(7) is amended to reflect the inclusion of the new offence under new subsection (6A).

Subsection (7) amends section 113(2) (penalties for information offences) to include the new
offences in section 109(6A) and section 110(6A).

Subsection (8) omits the definition of data protection legislation currently in section 114 of the
OSA 2023, and subsection (10)(a) moves that definition to section 236(1). Subsection (11) then
amends section 237 (index of defined terms) to include the definition of data protection
legislation now in section 236.

Subsection (9) amends section 225 (Parliamentary procedure for regulations) to confirm that
the regulations made by the Secretary of State under new section 101(E1) are subject to the
negative procedure.
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Information for research about online safety matters

Section 125: Information for research about online safety matters

953

Section 125 inserts new section 154A into the OSA 2023 to allow creation of a new framework
that would permit researchers access to information held by certain providers of internet
services, for the purposes of research into online safety matters.

New section 154A — information for research about online safety matters
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Subsection (1) gives the Secretary of State the power to make regulations requiring providers
of regulated services to provide information to independent researchers for them to carry out
associated research. The information will be provided under a new framework created by the
regulations.

Subsection (2) gives examples of the type of provision the regulations might make, including
matters of procedure, fees, enforcement and appeals. This is a non-exhaustive list of examples
to give an indication of the types of matters to be set out in the regulations.

Subsection (3) sets out a non-exhaustive list of the types of enforcement measures that the
regulations might include, including potential financial or criminal liability.

Subsection (4) makes provision for the appointment of an appropriate person (defined in
subsection 8(b) as OFCOM or such other person or body as the Secretary of State may
consider appropriate) to carry out functions under, or for the purposes of, the regulations.
Regulations may require or authorise functions to be carried out by different appropriate
persons appointed for such purpose.

Subsection (5) confirms that the regulations may apply generally, or only to those
descriptions of regulated services, researchers, research, or information as are specified in the
regulations. It also sets out that the regulations may apply differently to each of these stated
services, researchers, research, or information.

Subsection (6) makes it clear that the regulations made under this power shall not require
providers to do anything that would contravene data protection legislation or result in the
disclosure of legally privileged material.

Subsection (7) requires the Secretary of State to consult several named organisations and
groups before making the regulations.

Subsection (8) defines the term ‘independent research’ as research carried out other than on
behalf of a regulated service. It also defines ‘appropriate person’ for the purposes of new
section 154A(4).

Subsection (3) of section 125 removes OFCOM'’s duty to produce guidance under section
162(7) to (10) of the OSA 2023. Under section 162(1) to (6) of that Act, OFCOM must produce
a report exploring what information is currently available to researchers, what factors are
constraining their research, and what can be done in the future to improve access to data. The
removal of OFCOM'’s requirement to produce guidance following publication of that report
is intended to avoid any conflict between the guidance and any regulations made under new
section 154A(1).

Subsection (4) makes provision in relation to parliamentary procedure. It requires the first set
of regulations made to be subject to the affirmative parliamentary procedure. Any
subsequent regulations, which are unlikely to amend significant policy detail of the regime,
would then be made through the negative parliamentary procedure.
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Subsection (5) states that the consultation required under new section 154A(7) could be
conducted before the Data (Use and Access) Act 2025 was passed.

Retention of biometric data

Section 126: Retention of biometric data and recordable offences
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Section 126 makes changes to Part 1 of the Counter-Terrorism Act 2008 (CTA 2008). Section
18A(3) of the CTA 2008 sets out that where an individual has a conviction for a recordable
offence their biometric data (fingerprints and DNA profiles) can be retained indefinitely
(unless the conviction is exempt). This is consistent with similar provisions in the Police and
Criminal Evidence Act 1984 which set out the retention framework for biometric data
retained for broader criminal investigations in England and Wales (the relevant provisions of
CTA 2008 apply only to biometric data that is retained for the purposes of national security).
However, section 18A(3) does not apply to individuals who received their conviction
overseas or in Scotland. Section 126 makes changes to the sections 18A and 18E CTA 2008 to
enable the indefinite retention of biometric data that relates to an individual who has an
overseas conviction that is equivalent to a conviction for a recordable offence (section 18E(1)
provides a definition of a recordable offence in either England and Wales or in Northern
Ireland).

Subsection (2) amends section 18A(3) so that it applies to convictions for recordable-
equivalent offences as well as for recordable offences.

Subsection (4) amends section 18E(1) to provide a definition of a recordable-equivalent
offence. Recordable-equivalent offences are offences committed other than in England and
Wales or Northern Ireland, if the act in question would constitute a recordable offence if it
had been committed in England and Wales or Northern Ireland.

Subsections (5) to (9) make certain amendments to section 18E in connection with the
amendment made by subsection (4).

Subsection (10) inserts new subsection (7A) into section 18E to recognise qualifying-
equivalent offences. Section 18A(3) does not allow for the indefinite retention of biometric
data of persons who have only one conviction, if they were under the age of 18 when they
committed the offence in question. However, this exemption does not apply to “qualifying
offences” (section 18E(7) defines this term). The purpose of the amendment made by
subsection (10) is to ensure that overseas convictions for offences that correspond to
qualifying offences are not exempt for the purposes of section 18A(3).

Subsections (11) to (13) make provision for retrospective application. Subsection (11) sets out
that amendments made by this section also apply retrospectively to biometrics received in
the three years before commencement of the section. Subsections (12) and (13) set out that,
where a law enforcement authority is holding section 18 material which it received in the
three years before the commencement day, they can retain and use the biometric data.
However, the effect of subsection (13)(b) is that the authority cannot use the biometric data in
criminal proceedings instituted before the commencement day in England and Wales,
Northern Ireland or Scotland, or in any criminal proceedings in any other country or territory
at any point.

Section 145 sets out that section 126 comes into force on Royal Assent of the Act.
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Section 127: Retention of pseudonymised biometric data
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Section 127 makes changes to Part 1 of the CTA 2008. Section 18A(4) CTA 2008 provides that
where a law enforcement authority is processing biometric data (fingerprints and DNA
profiles) under the CTA 2008 and does not know the identity of the individual to whom the
biometric data relates — and has never known the identity — they may retain the biometric
data indefinitely. Data that is held in such a form may be referred to as being held in a
“pseudonymised form”. Pseudonymised biometric data can be used by the police to wash
(i.e. check) against other biometric data, for example against biometric material that is
submitted against visa or asylum applications. Section 18A(5) sets out that where a law
enforcement authority comes to know the identity of the individual to whom the biometrics
relate, and where the individual has no previous convictions, the authority is permitted to
retain the biometrics for three years (the standard retention period within the CTA 2008)
from that time; following which they must either destroy the data or make a national security
determination to retain it.

Subsection (5) of this section inserts new subsections (7) to (9) into Section 18A. New
subsection (7) sets out that biometric data may be retained indefinitely by the law
enforcement authority in cases where such biometric data is acquired from an overseas law
enforcement authority in a format which identifies the individual to whom the data relates,
but the law enforcement authority takes the necessary steps to pseudonymise the biometric
data as soon as reasonably practicable after receipt. These steps must remove any identifiable
information relating to the biometric data. If the law enforcement authority is in a position to
identify the individual in question using other information that it holds, the effect of new
subsection (7)(d) is that the authority cannot rely upon this new retention provision.

Subsection (6) makes a consequential amendment to section 18E(1) to insert a new definition
of an overseas law enforcement authority.

Subsections (7) to (12) make provision for the retrospective application of section 127,
enabling a law enforcement authority to apply the section to existing biometric data and
retain this data if it pseudonymises it as soon as reasonably practicable after the
commencement of the section. Subsection (8) limits retrospective application to biometric
data obtained or acquired in the three years before commencement of the section.

Subsections (9) and (10) set out when a law enforcement authority is required to
pseudonymise biometric data that it obtained prior to the commencement of this section to be
able to apply the provisions of the section to that data.

Subsections (11) and (12) make provision in relation to the use of biometric data that was
obtained in the three years before the commencement of the section, but that the law
enforcement authority was, prior to commencement, required to destroy. For example, in a
case where an overseas law enforcement authority supplies the authority with biometric data
that was taken almost, or even more than, 3 years ago. The effect of subsection (12)(a) is that
the authority may continue to retain and use the material (in so far as it is possible to use
material that is not in an identifiable form). Subsection (12)(b)(i) provides that such legacy
biometric data may not be used in criminal proceedings instituted before the commencement
day in England and Wales, Northern Ireland, or Scotland. This includes criminal trials that
are ongoing at the date of commencement, and retrials that take place after commencement
(for example, where a prior conviction has been quashed). Subsection (12)(b)(ii) provides that
legacy biometric data may not be used in any criminal proceedings in any other country or
territory, even if the proceedings were instituted after commencement of the section.
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Section 128: Retention of biometric data from INTERPOL
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Section 128 inserts a new section into the CTA 2008 (new section 18AA) to vary the regime
governing the retention of biometric material obtained through INTERPOL co-operation.
New section 18AA sets out updated retention rules for biometric data that has been received
through INTERPOL. The National Crime Agency (NCA), in its capacity as the UK’s National
Central Bureau (NCB), receives daily notifications from INTERPOL of all new, updated and
cancelled notices and diffusions. INTERPOL notices are international requests for
cooperation or alerts allowing police in member countries to share critical crime-related
information, including information relating to national security cases, e.g. counter-terrorism
investigations. Member countries may also request cooperation from each other through
another alert mechanism known as a 'diffusion'. This is less formal than a notice and is
circulated directly by an NCB to all or some member countries. INTERPOL notices or
diffusions may include biometric materials, for example fingerprints.

Subsection (2) makes a consequential amendment to section 18A(4) CTA 2008, to recognise
the new retention power provided by new section 18AA.

Subsection (3) inserts new sections 18AA and 18AB into the CTA 2008. New section 18AA(1)
defines the biometric data to which the new section applies (subsection (1) refers to “section
18 material” - see section 18(2) CTA 2008 for a definition of that term). Subsection (1) is
intended to apply to section 18 material that is provided as part of a notice or a diffusion.

New section 18AA(2) provides that a law enforcement authority may retain the biometric
data received from INTERPOL until the UK NCB informs the authority that the INTERPOL
notice or diffusion has been cancelled or withdrawn. At this point, the law enforcement
authority must either delete the biometric data from its systems, or it may make a National
Security Determination under section 18B CTA 2008 to authorise its retention for a period of
time.

New section 18AA(3) makes equivalent provision for cases where the law enforcement
authority is also the NCB.

New section 18AA(5) clarifies that new section 18AA(1) also applies to biometric data that is
not provided with an initial notification or diffusion, but that is provided subsequently as
part of that request etc.

Subsection (3) of section 128 also inserts a new section 18AB into the CTA 2008. Section 18AB
confers a delegated power on the Secretary of State to make changes by secondary legislation
to amend section 18AA where there are changes to INTERPOL’s name or its processes in
relation to the processing or sharing of INTERPOL biometrics with member countries. For
example, if INTERPOL was to adopt alternative forms of co-operation to its current notices
and diffusions, this power would enable any consequential amendments to section 18AA that
are necessary. Such secondary legislation would be subject to the affirmative procedure.

Subsection (4) makes a consequential amendment to section 18BA(5) CTA 2008.

The effect of subsection (5) is that new section 18 AA will apply to biometric data received via
INTERPOL prior to the commencement of this section, if the request or threat to which the
data relates remains outstanding. Subsections (6) and (7) make provision to enable a law
enforcement authority to continue to retain and use (in accordance with section 18D(1) CTA
2008) biometric data relating to live requests for co-operation etc., even if the requirement to
destroy the material arose prior to the commencement of this section. However, such legacy
material may not be used in evidence against the person to whom the material relates in
criminal proceedings that were instituted before the commencement day or for any criminal
proceedings in another country at any time.
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987 Section 145 sets out that section 128 comes into force on Royal Assent of the Act.

Trust services

Section 129: The eIDAS Regulation

988

989

This section sets out that the term “the eIDAS Regulation” in the sections described below
refers to Regulation (EU) No 910/2014 on electronic identification and trust services for
electronic transactions in the internal market and repealing Directive 1999/93/EC, as retained
by the EU (Withdrawal) Act 2018 , and amended by The Electronic Identification and Trust
Services for Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 S.I. 2019/89.

The eIDAS Regulation sets out the legal framework and specifications for trust service
products and services in the UK. This system supports the validation of electronic
transactions. ‘Trust services’ include services specifically relating to electronic signatures,
electronic seals, timestamps, electronic delivery services, and website authentication. The
eIDAS Regulation requires that such trust services meet certain criteria - standards and
technical specifications - to allow for interoperability across the UK economy.

Section 130: Recognition of EU conformity assessment bodies

990

Section 130 adds new Article 24B to the eIDAS Regulation. This Article allows for the
recognition of conformity assessment reports that have been issued by EU conformity
assessment bodies accredited by the national accreditation body of an EU member state, and
provides that these reports can be used to grant a trust service provider qualified status
under Article 21 of the eIDAS Regulation, and also for the purposes of regular auditing
requirements under Article 20(1).

Section 131: Removal of recognition of EU standards etc

991

Section 131 sets out that the Secretary of State, by regulations, can amend or revoke Article
24A of the eIDAS Regulation in the future, should the continued unilateral recognition of EU
qualified trust services no longer be appropriate. This power will also allow for the Secretary
of State to revoke and amend other provisions of the eIDAS Regulation and associated
Implementing Decision (EU) 2015/1506 (which are contingent upon the current recognition of
EU qualified trust services and products) including a power to revoke new Article 24B.

Section 132: Recognition of overseas trust products

992

993

994

Section 132 inserts new Article 45A into the eIDAS Regulation. Article 45A provides the
Secretary of State with the power to make regulations to recognise and give legal effect to
certain trust service products provided by trust service providers established outside the UK.
The legal effect of overseas trust service products which are specified within regulations, will
be equivalent to the legal effect of qualified trust service products provided by a qualified
trust service provider established in the UK.

There are two conditions which apply when making regulations under Article 45A: the
Secretary of State must be satisfied that the reliability of an overseas trust service product is
at least equivalent to the reliability of its qualified counterpart under the eIDAS Regulation;
and he must have regard to (among other things) the relevant overseas law concerning the
type of trust service product to be recognised.

Section 132 also inserts new Article 45B into the eIDAS Regulation. Existing Articles 27 and
37 of the eIDAS Regulation provide that where public sector bodies require an advanced
signature or seal for the use of an online public service, they must recognise electronic
signatures and seals which meet advanced standards and additional technical requirements
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under Commission Implementing Decision 2015/1506. Likewise, where public sector bodies
require an advanced signature or seal based on a qualified certificate, they must accept a
qualified signature or seal which complies with Commission Implementing Decision
2015/1506. New Article 45B provides the Secretary of State with the power by regulations to
recognise, for the use of online public services, specified electronic seals and signatures
provided by trust service providers established outside the UK, as equivalent to electronic
seals and signatures under Articles 27(1), 27(2), 37(1) and 37(2) of the eIDAS Regulation
which comply with Implementing Decision 2015/1506.

995 The Secretary of State must be satisfied that the reliability of a certain overseas electronic
signature or seal is at least equivalent to the reliability of their respective counterpart under
the eIDAS Regulation, and must have regard to (among other things) the relevant overseas
law concerning the type of electronic signature or seal to be recognised.

996 New Article 45C provides that regulations made under Articles 45A and 45B are able to
include conditions which specified overseas trust service products must meet in order to be
recognised. Such conditions may include meeting specific requirements within overseas law,
or meeting specific technical or regulatory standards.

997 New Article 45C also provides that the Secretary of State must consult the Commissioner as
supervisory body for trust services before making regulations under new Articles 45A and
45B.

Section 133: Co-operation between supervisory authority and overseas authorities

998  Section 133 amends Article 18(1) of the eIDAS Regulation to allow the Secretary of State by
regulations to designate certain overseas regulators or supervisory bodies, with which the
Commissioner as supervisory body for trust services within the UK, may give information,
assistance to, or otherwise cooperate with in the interests of effective regulation or
supervision trust services. This will replace the ability of the Commissioner to share
information and cooperate with any public authority within the EU specifically. New Article
18(4) provides that the Secretary of State must consult the Commissioner, before making
regulations under this Article.

999 The amendment made to Article 18(2) under subsection (4) is not intended to change the
substantive effect of that paragraph. The words in brackets are intended to clarify the
relationship between the restrictions in the data protection legislation and the power under
new Article 18(1), making clear that this power is to be taken into account when applying the
data protection legislation.

Section 134: Time periods: the eIDAS Regulation and the EITSET Regulations

1000 Subsection (1) inserts Article 3A into eIDAS Regulation. New Article 3A provides that the
rules of interpretation for periods of time in Article 3 of Regulation No 1182/71 (the “Time
Periods Regulation’) apply to relevant time periods under eIDAS Regulation.

1001 Subsection (3) amends regulation 2 of the Electronic Identification and Trust Services for
Electronic Transactions Regulation 2016 (S.I. 2016/696) (the ‘2016 Regulations’) to apply the
rules under Article 3 of the Time Period Regulations also to relevant periods under the 2016
Regulations.

1002 Subsection (4) makes some minor changes to Schedule 1 (monetary penalties) to the 2016
Regulations to ensure consistency and clarity in calculation of time periods.
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Copyright works and artificial intelligence systems

Section 135: Economic impact assessment

1003 Section 135 requires the Secretary of State to prepare and publish an economic impact
assessment relating to copyright and artificial intelligence within 9 months of Royal Assent of
this Act, and to lay it before Parliament.

1004 The impact assessment must cover the options relating to copyright and Al training set out in
the Government’s December 2024 consultation on copyright and Al, and may include any
alternative options. The impact assessment must consider, among other things, the impacts
on copyright owners and developers and users of Al including the impacts on micro, small,
and medium-sized businesses, and individuals.

Section 136: Report on the use of copyright works in the development of Al systems

1005 Section 136 requires the Secretary of State to prepare and publish a report on the use of
copyright works in the development of Al systems within 9 months of Royal Assent of this
Act, and to lay it before Parliament.

1006 The report must consider the options relating to copyright and Al training set out in the
Government’s December 2024 consultation on copyright and Al as well as any appropriate
alternative options. The report must consider and make proposals in relation to:

@ Technical measures and standards (such as those concerned with metadata) that
may be used to control the use of, and access to, copyright works for the purpose
of training Al systems. This would include measures and standards relating to

access to works by web crawlers;

® The effect of copyright on access to, and use of, data by developers of Al systems.
This would include text and data mining;

e Disclosure by developers of Al systems about their use of, and access to,
copyright works for the purpose of training Al systems. This would include

transparency about the use of web crawlers to access copyright works;

@ The granting of copyright licences to developers of Al systems, which may
support remuneration of copyright owners;

® Enforcement of requirements and restrictions relating to the use of, and access to,
copyright works with Al systems. This would include enforcement by a
regulator.

1007 Consideration of and proposals under each of the above areas must include consideration of
and proposals in relation to Al systems developed outside the United Kingdom.

1008 In preparing the report the Secretary of State must consider the likely effect in the United
Kingdom of proposals on copyright owners, and persons who develop or use Al systems.

Section 137: Progress statement

1009 Section 137 requires the Secretary of State, within 6 months of Royal Assent, to lay before
Parliament a statement setting out what progress has been made towards the publication of
the impact assessment required by section 135 and the report required by section 136.
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Purported intimate images

Section 138: Creating, or requesting the creation of, purported intimate image of

adult
1010

1011

1012

1013

1014

1015

1016

1017

Section 138(2) inserts new sections 66E, 66F, 66G and 66H into the Sexual Offences Act 2003
to provide for new offences relating to creating (66E), or requesting the creation of (66F),
purported intimate images of an adult without consent or reasonable belief in consent, as
well as relevant definitions (66G) and time limits for prosecution of the offences (66H).

Subsection (1) provides that it is an offence if a person (A) intentionally creates a purported
intimate image of another person (B), without B’s consent or a reasonable belief in B’s
consent.

Subsection (2) provides that a “purported intimate image” of a person is an image which
appears to be or include, but is not, or is not only, an authentic photograph or film of the
person; appears to be of an adult; and appears to show them in an “intimate state”. This does
not cover images of children as the criminal law already captures the making of indecent
images (including deepfake images) of children (i.e. those under the age of 18).

Subsection(3) provides that an “intimate state” is defined, for the purposes of this offence, as
it is in sections 66D(5) to 66D(9) of the Sexual Offences Act 2003.

Subsection (4) provides that creating a purported intimate image of a person does not include
modifying an authentic photograph or film, where those modifications do not add to the
image either a new person, or a new element which constitutes an intimate state, which was
not shown in the original authentic photograph or film.

Subsection (5) provides for a defence of reasonable excuse to the offence of creating a
purported intimate image without consent, with the legal burden on the defendant. This
would mean that if a person could prove on the balance of probabilities that they had a
reasonable excuse for creating the image without consent or reasonable belief in consent, they
would not be guilty of this offence. The Government anticipates that this would apply only in
very rare scenarios, where there is a genuinely reasonable, not spurious, excuse. The
Government anticipates that the bar is especially high for images appearing to show a person
engaged in sexual activity. For example, if a person created a purported intimate image of a
person engaged in sexual activity, without that person’s consent or reasonable belief in
consent, but claimed it was a legitimate work of satire, it is the Government’s view that it is
extremely unlikely that they would be able to satisfy the legal burden of proving that there
was a reasonable excuse.

Subsection (6) sets out that the creating offence will be triable summarily, and that the
maximum penalty on conviction is an unlimited fine or imprisonment not exceeding the
maximum term for summary offences (or both).

Subsection (7) places a duty on the Secretary of State to review the operation of the
reasonable excuse defence to the offence of creating a purported intimate image, to publish
the outcome of the review within two years of the offences coming into force, and to lay the
report before Parliament. Section 66F subsection (1) provides that it is an offence if a person
(A) intentionally requests the creation of a purported intimate image of another person (B),
without B’s consent or a reasonable belief in B’s consent. The offence is committed whether
the request is made to create a specific purported intimate image, or a purported intimate
image in general.
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1018 Subsection (2) provides that it is an offence to request that if a purported intimate image of
another adult is created, it includes or excludes something in particular. This could be, for
example, where one person offers to make some purported intimate images of a person in
general, and another person replies with a request for a specific image, such as an image of
that person in particular underwear, naked or engaged in a particular sexual act.

1019 Subsection (3) provides that a ‘request’ includes doing an act which could reasonably be
taken to be a request (such as: nodding, giving a ‘thumbs up’, ‘liking’ a message or otherwise
indicating agreement in response to an offer, or complying with condition of an offer, for
example by sending money).

1020 Subsection (4) provides that making a “request” includes both making a request directed to a
particular person or persons, and making a request available to one or more people (or
people generally), without directing it to a particular person or people (for example, by
posting a request on a large online forum).

1021 Subsection (5) provides that “consent” for the purposes of these offences means consent to
the specific type of request in question: either consent to a request directed to a particular
person or persons, or consent to a request made available to one or more people (or people
generally), without directing it to a particular person or people.

1022 Subsection (6) provides that the offence can be committed irrespective of whether or not the
image being requested is ever, in fact, created and irrespective of whether another individual
has also made the same request for a purported intimate image. This ensures that if, for
example, multiple people vote for the same option in a poll to request the creation of an
image (or that an image should include or exclude a particular thing), each individual who
votes would commit the offence. However, a person merely encouraging someone else to
create an image when they are aware that the other person had already expressed a settled
intent to create such an image would not commit the offence. The subsection also provides
that the offence includes acts of requesting, irrespective of the location of any person who is
being requested to create the image.

1023 Subsection (7) provides for a defence of reasonable excuse, to the offence of requesting the
creation of a purported intimate image without consent, with the legal burden on the
defendant. This would mean that if a person could prove on the balance of probabilities that
they had a reasonable excuse for requesting the creation of the image, they would not be
guilty of this offence. The Government anticipates that this would apply only in very rare
scenarios where there is a genuinely reasonable, not spurious, excuse. The Government
anticipates that the bar is especially high for images appearing to show a person engaged in
sexual activity. For example, if a person created a purported intimate image of a person
engaged in sexual activity, without that person’s consent or reasonable belief in consent, but
claimed it was a legitimate work of satire, it is the Government’s view that it is extremely
unlikely that they would be able to satisfy the legal burden of proving that there was a
reasonable excuse.

1024 Subsection (8) sets out that the requesting offence will be triable only summarily, and that the
maximum penalty on conviction is an unlimited fine or imprisonment not exceeding the
maximum term for summary offences (or both).

1025 Subsection (9) provides that references to a purported intimate image, to creating such an
image and to a person shown in an intimate state have the same meaning as in section 66E.
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1026 Subsection (10) places a duty on the Secretary of State to review the operation of the
reasonable excuse defence to the offence of requesting the creation of a purported intimate
image, to publish the outcome of the review within two years of the offences coming into
force, and to lay the report before Parliament.

1027 Section 66G subsection (1) sets out provisions relevant to sections 66E and 66F.

1028 Subsection (2) provides that “consent” to the creation, or a request for the creation, of a
purported intimate image, includes general consent covering the particular act, as well as
specific consent to that particular act

1029 Subsection (3) provides that when determining whether or not A’s belief in B’s consent was
reasonable, regard must be had to all of the circumstances, including any steps that A has
taken to ascertain whether B consents.

1030 Subsection (4) and (5) define “photograph” and “film”.

i

1031 Subsection (6) provides that references to “image”, “photograph” or “film” include data that
can be converted into an image, photograph or film - for instance data stored on a hard drive
or disc.

1032 Subsection (7) provides that an image appears to be an image of an adult if the impression
conveyed is that the person shown is aged 18 or over; or if the predominant impression
conveyed is that the person is 18 or over - even if some characteristics shown are of a person
under 18.

1033 Subsection (8) defines the term ‘the maximum term for a summary offence’, which is used in
new sections 66E and 66F as part of the maximum penalty of the offences. In line with how
the same term is defined in other legislation, the definition sets out that if the offence is
committed before the time when section 281(5) of the Criminal Justice Act 2003 comes into
force, the term means 6 months, and if the offence is committed after that time, the term
means 51 weeks.

1034 Section 66H subsection (1) makes an exception to the generally applicable statutory time limit
for offences tried in a magistrates” court in section 127(1) of the Magistrates’ Courts Act 1980
(which is six months from when the offence was committed), to enable prosecutions for the
offences at sections 66E and 66F to be brought at any date which is both within six months
from when the sufficient evidence comes to the prosecutor’s knowledge to justify a
prosecution and within three years from when the offence was committed.

1035 Subsection (2) provides that a certificate signed by or on behalf of a prosecutor stating the
date on which evidence which the prosecutor thinks is sufficient to justify a prosecution came
to the prosecutor’s knowledge is conclusive evidence of that fact.

1036 Subsection (3) makes a consequential amendment to section 79(5) of the Criminal Justice Act
2003. The effect of the amendment is to exclude new sections 66E and 66F from the
application of the general definition of an “image of a person” which otherwise applies for
the purposes of Part 1 of that Act.

1037 Subsection (4) inserts new section 177DA into the Armed Forces Act 2006 to ensure that
where a person commits a service offence, as respects which the corresponding offence under
the law of England and Wales is the offence of creating a purported intimate image without
consent or reasonable belief in consent, courts within the Service Justice System have the
power to make a deprivation order in respect of the images to which the offence relates, and
anything containing them. Such an order could be used to deprive the offender of ownership
of the image or anything containing the image, such as a mobile phone, laptop or hard drive.
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1038 New section 177DA does this by providing that for the purposes of the powers under section
177C of the Armed Forces Act 2006 to deprive offenders of certain property following
conviction for a criminal offence (including property used for the purpose of committing the
offence), purported intimate images to which the offence relates are to be treated as having
been used for purposes of committing the offence, such that the power under section 177C of
the Armed Forces Act 2006 will apply to such images.

1039 Subsection (5) provides that a person cannot be guilty under section 45 or 46 of the Serious
Crime Act 2007, of encouraging or assisting the offence under new section 66F of the Sexual
Offences Act 2003.

1040 Section 138(6) inserts a new section 154A into the Sentencing Act 2020. Subsections (1) and (2)
ensure that where a person commits the offence of creating a purported intimate image
without consent or reasonable belief in consent, courts have the power to make a deprivation
order in respect of the images created during the commission of an offence, and anything
containing them. Such an order could be used to deprive the offender of ownership of the
image or anything containing the image, such as a mobile phone, laptop or hard drive.

1041 Subsection (2) does this by providing that for the purposes of the powers under section 153 of
the Sentencing Act 2020 to deprive offenders of certain property following conviction for a
criminal offence (including property used for the purpose of committing the offence),
purported intimate images to which the offence relates are to be treated as having been used
for purposes of committing the offence, such that the power under section 153 of the
Sentencing Act 2020 will apply to such images.

1042 Subsections (3) to (5) ensure that where a person commits the offence of requesting the
creation of a purported intimate image without consent or reasonable belief in consent, courts
have the power to make a deprivation order in respect of the images connected to the offence,
and anything containing them. Such an order could be used to deprive the offender of
ownership of the image or anything containing the image, such as a mobile phone, laptop or
hard drive.

1043 Subsection (4) does this by providing that for the purposes of the powers under section 153 of
the Sentencing Act 2020 to deprive offenders of certain property following conviction for a
criminal offence (including property used for the purpose of committing the offence), where
a person commits the offence, purported intimate images which are connected with the
offence, or any device containing those images, are to be treated as having been used for
purposes of committing the offence such that the power under section 153 of the Sentencing
Act 2020 will apply to such images.

1044 Subsection (5) provides that a purported intimate image of an adult is an “image which is
connected with an offence” under new subsection (4) if it was in the offender’s possession or
control as a result of the request, and it appears to be of the person who was the subject of the
request. The subsection provides that, if the image meets these conditions, it does not have to
be the precise image requested (for example, if the request was for a naked image of an
individual, and the image appears to depict the same individual wearing only underwear,
this would still be an “image connected with an offence” for these purposes).
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Part 8: Final provisions

Section 139: Power to make consequential amendments
1045 Section 139 gives the Secretary of State a regulation-making power to make amendments to
other legislation which are consequential on provisions in this Act, as well as to this Act itself
where such amendments are consequential on the abolition of the Information Commissioner
and his replacement by the new Information Commission. Any regulations proposed under
this power which amend, repeal or revoke primary legislation are subject to the affirmative
procedure. Any other regulations are subject to the negative procedure.

Section 140: Regulations

1046 Section 140 makes provision concerning the form and procedure for making regulations
under the powers in this Act.

Section 141: Extent
1047 Detailed analysis of the extent of this Act can be found at Annex A.

1048 Section 141 (7) - (9) confirms that the immigration legislation amended by section 55 may be
extended to the Bailiwick of Guernsey or the Isle of Man with or without modifications.

1049 Section 141(10) confirms that amendments of the Online Safety Act 2023 made by sections 124
and 125 may, like the other provisions of that Act, be extended to the Bailiwick of Guernsey
or the Isle of Man (with or without modifications).

Section 142: Commencement
1050 Section 142 gives the Secretary of State a regulation-making power to bring the Act’s
provisions into force. Some provisions, listed in subsection (2), come into force on the date of
Royal Assent. Other provisions, listed in subsection (3), come into force two months after
Royal Assent. Further information about when provisions will be commenced can be found
under “Commencement” below.

Section 143: Transitional, transitory and saving provision

1051 Section 143 gives the Secretary of State a regulation-making power to make transitional,
transitory or saving provisions that may be needed in connection with any of the Act’s
provisions coming into force, including changes to such provisions in Schedule 21 to the DPA
2018 (Further transitional provision etc.) and Part 2 of Schedule 9 to this Act (Transfers of
personal data to third countries etc: consequential and transitional provision).

Section 144: Short title
1052 Section 144 is self-explanatory.
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Schedules

Schedule 1: National Underground Asset Register (England and Wales): monetary

penalties

1053 This Schedule inserts a new Schedule 5A into NRSWA1991 which makes provisions about
the monetary penalties for non-compliance with the requirements to pay a fee and provide
information set out in Part 3A of that Act. The penalty scheme is intended to be a simple and
effective approach which can easily be applied in practice.

1054 Paragraph 1(1) confers a power on the Secretary of State to issue a “penalty notice” where a
person has failed to comply with a requirement to pay a fee in accordance with regulations
under section 106E(1), or failed to provide information in accordance with regulations under
section 106F(1) or (2). A notice can also be issued where such information is either misleading
or false.

1055 The Secretary of State will have discretion over whether to impose a penalty. There will also
be a requirement for a “warning notice” to be given to the person concerned where the
imposition of a penalty is being proposed, together with provision for a period during which
written representations can be made. Thereafter the Secretary of State has six months within
which a “penalty notice” can be given to the person. Among other things, a penalty notice
must state the amount of the penalty.

1056 Paragraph 1(2) in Schedule 5A empowers the Secretary of State to set out, in regulations, the
amount of any penalty to be imposed. Should any person then be in breach of a relevant
requirement, and the Secretary of State is considering the imposition of a monetary penalty,
the amount of such a penalty will be that which is already provided for in existing
regulations. The Secretary of State may not give more than one penalty notice to a person in
respect of the same breach of the relevant requirement.

1057 Paragraph 4 of Schedule 5A makes provision for the enforcement of the penalty notice.
Paragraph 5 sets out a person’s right of appeal against the penalty notice (or any requirement
of it); such an appeal can be made to the First-tier Tribunal on any of the grounds set out in
paragraph 5(2). Further provision is also made as to the Tribunal’s powers in respect of such
an appeal and the effect of the Tribunal’s decision.

Schedule 2: National Underground Asset Register (Northern Ireland): monetary
penalties

1058 This Schedule inserts a new Schedule 2ZA into SWNIO 1995 which makes provisions about
the monetary penalties for non-compliance with the requirement to pay a fee in accordance
with regulations under Article 45E(1), and the requirement to provide information in
accordance with regulations under Article 45F(1) or (2). Schedule 2ZA therefore makes
equivalent provision to the new Schedule 5A inserted into NRSWA 1991 by Schedule 1 (see
paragraph (1055) above).

Schedule 3: Registers of births and deaths: minor and consequential amendments

1059 Part 1 of Schedule 3 makes a number of amendments to the Births and Deaths Registration
Act 1953 (BDRA 1953) including: amending sections of the BDRA 1953 which referred to the
registrar or superintendent registrar, or officer, having “custody of the register” and
replacing such references with “relevant registration officer for the register”, “the relevant
registration officer” or “the appropriate registration officer”. Other amendments specify how
indexes are to be created and retained by both the Registrar General and the superintendent

registrar.
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1060 Part 2 of Schedule 3 makes minor and consequential amendments to other primary
legislation as a result of the changes to the registration system brought about by this Bill.

Schedule 4: Lawfulness of processing: recognised legitimate interests

1061 Schedule 4 inserts a new Annex 1 into the UK GDPR setting out the conditions for
constituting a recognised legitimate interest for the purposes of new Article 6(1)(ea) UK
GDPR (as inserted by section 70). The amendment made to Article 6(1) by section 70(2)(c)
ensures that public authorities cannot rely on these conditions when processing in the
performance of their tasks.

1062 Paragraph 1 provides a condition for processing where it is necessary for the purposes of
making a disclosure to a controller who needs to process that data for its task in the public
interest or exercise of official authority pursuant to Article 6(1)(e), in circumstances where the
controller has made a request for the personal data. Paragraph 1 would enable a controller to
respond to such a request where it considered that the provision of the personal data was
necessary. The amendment made to Article 6(1)(e) by section 70(2)(a) ensures that paragraph
1 provides the only circumstance in which a controller can rely on another controller’s tasks
in the public interest.

1063 Paragraph 2 provides a condition for processing where it is necessary for the purposes of
safeguarding national security, protecting public security or for defence purposes.

1064 Paragraphs 3 and 4 provide a condition for processing where it is necessary for responding to
an emergency as defined in the Civil Contingencies Act 2004. This condition will be relevant
where there is an event or situation which threatens serious damage to human welfare or the
environment in the whole, a part or a region of the UK, or where there is war or terrorism
which threatens serious damage to the security of the UK. The Civil Contingencies Act 2004
lists a series of events that further define the meaning of these events or situations, including
loss of human life, human illness or injury, homelessness etc.

1065 Paragraph 5 provides a condition for processing where it is necessary for the purposes of
detecting, investigating or preventing crime or apprehending or prosecuting offenders. The
reference to ‘crime’” would also cover economic crimes such as fraud, money-laundering,
terrorist financing etc.

1066 Paragraph 6 provides a condition for processing where it is necessary for the purposes of
safeguarding a child or adult who is over 18 and considered to be at risk in ways defined in
paragraph 1.

1067 Paragraphs 7 and 8 elaborate on what these concepts mean.

Schedule 5: Purpose Limitation: processing to be treated as compatible with original
purpose
1068 Schedule 5 inserts a new Annex 2 into the UK GDPR, which sets out the conditions referred

to in new Article 8A(3)(d). If further processing meets any of these conditions, the processing
is to be treated as compatible with the original purpose. The conditions do not require that
the processing be otherwise authorised in legislation or through a rule of law. Where the
original lawful basis for processing was consent (Article 6(1)(a) UK GDPR), use of the
conditions in the Annex is subject to consideration by the controller of whether it would be
reasonable to seek the data subject’s consent (Article 8A(4)(b)).
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1069 Paragraph 1 treats further processing as compatible where it is necessary for the purposes of
making a disclosure to a controller (“A”) who needs to process that data for its task in the
public interest or exercise of official authority, pursuant to Article 6(1)(e), in circumstances
where controller A has made a request for the personal data. Paragraph 1 enables a controller
(“B”) to respond to such a request from controller A without having to consider whether the
new purpose is compatible with the purpose at the point of data collection. Controller B must
not be a public authority carrying out processing in performance of its tasks.

1070 Paragraph 2 treats further processing as compatible when it is necessary for the purpose of
making a disclosure of personal data for the purpose of archiving in the public interest. Some
organisations may have originally collected personal data under the consent lawful ground
for their own purposes, e.g. commercial purposes, without at the time realising its future
historical value to an archive. This provision will enable such organisations to disclose the
data to a controller (“R”), provided that R makes the request that states they intend to only
process the personal data for the purpose of archiving in the public interest; that the
disclosure is carried out in accordance with the provisions in Article 84B; and that the
personal data in question was collected by the disclosing controller under the consent lawful
ground. The controller making the disclosure must also reasonably believe that R will process
the data in accordance with generally recognised standards that are relevant to R’s work of
archiving in the public interest.

1071 Paragraph 3 treats further processing as compatible where it is necessary for the purposes of
protecting public security. National security and defence purposes are not included in Annex
2 as there is already an exemption from the purpose limitation principle in section 26 of the
DPA 2018.

1072 Paragraphs 4 and 5 treat further processing as compatible where it is necessary for
responding to an emergency as defined in the Civil Contingencies Act 2004. This condition
will be relevant where there is an event or situation which threatens serious damage to
human welfare or the environment in the whole, a part or a region of the UK, or war or
terrorism which threatens serious damage to the security of the UK. The Civil Contingencies
Act 2004 lists a series of events that further define the meaning of these events or situations,
including loss of human life, human illness or injury, homelessness etc.

1073 Paragraph 6 treats further processing as compatible where it is necessary for the purposes of
detecting, investigating or preventing crime or apprehending or prosecuting offenders. The
reference to ‘crime’ would also cover economic crimes such as fraud, money-laundering,
terrorist financing etc.

1074 Paragraph 7 treats further processing as compatible where it is necessary for the purposes of
protecting the vital interests of the data subject or another individual.

1075 Paragraph 8 treats further processing as compatible where the processing is necessary for the
purposes of safeguarding a child or adult who is over 18 and considered to be at risk in ways
defined in paragraph 10.

1076 Paragraph 11 treats further processing as compatible where processing is carried out for the
purpose of assessment or collection of a tax or duty or an imposition of a similar nature.

1077 Paragraph 12 treats further processing as compatible where processing is necessary for the
purposes of complying with an obligation of a controller under an enactment, a rule of law or
an order of a court or tribunal.
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Schedule 6: Automated decision-making: minor and consequential amendments

1078

1079

Schedule 6 makes consequential amendments to the UK GDPR and the DPA 2018. These
amendments are required to ensure consistency as a result of the changes made in the new
Article 22A-D UK GDPR and sections 50A-D DPA 2018, in section 80.

Paragraph 2(6) and paragraph 13(4) of schedule 6 extends the provision at Article 12(6) UK
GDPR and section 52(4) DPA 2018 to enable the controller to request additional information
to confirm the identity of the data subject for requests made under the new Article 22A-D or
50A-D.

Schedule 7: Transfers of personal data to third countries etc: general processing

1080

1081

1082

1083

1084

Chapter 5 of the UK GDPR sets out the conditions under which personal data can be lawfully
transferred to a country outside of the UK or an international organisation (as defined in
Article 4 of UK GDPR). Schedule 7 makes various amendments to Chapter 5 of the UK
GDPR, to reform the UK’s regime for international transfers, as explained below.

Paragraph 2(1) of Schedule 7 omits Article 44 and paragraph 2(2) replaces it with a new
Article 44A.

Article 44A(1) to (3) set out the three legal bases under which personal data can be lawfully
transferred overseas. The first basis is where the Secretary of State has made regulations
allowing the free flow of personal data to another country (see Article 45A-C). The second
basis is where appropriate safeguards for the personal data are provided under Article 46.
For example, organisations may put contractual clauses in place with recipient organisations
overseas to ensure that the personal data is treated safely and securely. The third basis is
where a transfer can be made based on a derogation under Article 49.

Paragraph 3 of Schedule 7 omits Article 45. Article 45 provided that transfers of personal data
to another country could take place where the Secretary of State has made regulations finding
that the country in question provide an adequate level of protection for personal data,
allowing the free flow of personal data to this country.

In place of Article 45 and sections 17A and 17B of the DPA 2018, which are omitted by
paragraphs 12 and 13 of Schedule 9, paragraphs 4 and 5 of Schedule 7 insert new Articles
45A, Article 45B and Article 45C. Previously the provisions relating to adequacy regulations
were found partly in the DPA 2018, and partly in Chapter 5 of the UK GDPR. The effect of
the provisions in Schedule 7 and Schedule 9 are that all provisions relating to the approval of
transfers to other countries or international organisations are now contained in Chapter 5 of

the UK GDPR.

Transfers approved by regulations

1085

Article 45A(1) provides a power for the Secretary of State to make regulations approving
transfers of personal data to a third country or international organisation, thus allowing the
free flow of personal data to that country or international organisation, as with the previous
power to make adequacy regulations which was dealt with in section 17A of the DPA 2018
and Article 45 UK GDPR. Where such regulations are in place, UK organisations will not
require any further authorisation to make a transfer of personal data to that country or
international organisation, provided the transfer falls within the terms of the regulations. An
international organisation could be within the UK or overseas. International organisation is
defined in Article 4; examples of international organisations include UN bodies.
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1086 Article 45A(2) specifies that the Secretary of State may only make regulations approving
transfers if the Secretary of State is satisfied that the data protection test is met. The data
protection test is set out in Article 45B, which is explained below.

1087 Article 45A(3) specifies that the Secretary of State may consider other matters that he or she
considers relevant when he or she makes regulations. Other relevant matters may include
consideration of the desirability of facilitating transfers of personal data to and from the UK
and how they will benefit the UK. While ultimately the Secretary of State must be satisfied
that the standard of protection in the other country, viewed as a whole, is not materially
lower than the standard of protection in the UK, the wider context of data flows between the
UK and another country may be important when deciding whether to make regulations.

1088 Article 45A(4) provides flexibility for regulations to be made covering some or all transfers to
a country or international organisation. While regulations can be made approving all
transfers to a particular country or international organisation, Article 45A(4) provides
flexibility for the regulations to be more targeted and only approve certain transfers to that
country or international organisation - for example, transfers to a particular sector or
geographic area within the country, transfers to certain recipients or by certain UK
organisations, transfers of certain types of personal data, or transfers identified in another
way.

1089 Article 45A(5) provides that regulations under Article 45A are subject to the negative
resolution procedure.

The data protection test

1090 Article 45B sets out the data protection test which the Secretary of State must consider is met
in order to make regulations approving transfers to a country or international organisation.

1091 Article 45B(1) provides that the data protection test is met if the standard of protection for the
general processing of personal data in that country or international organisation is not
materially lower than the standard of protection under the UK GDPR and relevant parts of
the DPA 2018. The test therefore makes clear that:

® The Secretary of State should consider the standard of protection for data subjects
within the third country, in a holistic way. This is further clarified in Article
45B(3) which confirms that references to protection in the data protection test are
to that protection taken as a whole. This means that the test does not require a
point- by-point replication between the other country’s regime and the UK'’s
regime or for the destination country to take the same legal and cultural
approach as the UK. Instead, the Secretary of State’s assessment will be based on

outcomes, such as the overall standard of protection for a data subject;

® The Secretary of State will assess whether the standard of protection is materially
lower than the UK’s standard. The test recognises that other countries” data
protection regimes will not be identical to the UK’s in form and differences may
exist given the cultural context of privacy. Therefore, protections in a third
country do not need to be identical to those in the UK. Instead, the Secretary of
State must exercise his or her discretion, in a holistic and contextual manner, to
decide whether or not the overall standard of protection is lower than the UK’s

standard in a way which is material;
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The standard of protection in the third country or international organisation
must not be materially lower than the standard of protection which applies
under the UK’s regime for the general processing of personal data. The UK’s
regime for general processing is contained within the UK GDPR and Part 2 and
Parts 5-7 of the DPA 2018. It does not include Parts 3 and 4 DPA 2018, which
govern processing by law enforcement bodies and the intelligence services

respectively.

1092 Article 45B(2) sets out a more concise and streamlined list of matters which the Secretary of
State must consider as part of deciding whether the data protection test is met. These include:

Respect for the rule of law and for human rights in the country or the

international organisation;

The existence, and powers, of an enforcement authority. This requires the
Secretary of State to consider how such an authority protects UK data subjects in

relation to their personal data which has been transferred;

Arrangements for redress for data subjects, whether that redress is judicial or
non- judicial: the Secretary of State is required to consider the redress available
for data subjects. The provision recognises that redress arrangements will differ
by country. For example, redress could be provided by administrative authorities

instead of or in addition to judicial redress;

Rules about the transfer of personal data from the country or by the organisation
to other countries or international organisations. The Secretary of State must
consider how the country or international organisation ensures that personal
data continues to be appropriately protected when it is transferred onwards to

another country or international organisation;

Any relevant international obligations to which the country or international
organisation is subject. This might include whether they are party to multilateral
or regional agreements relevant to data protection or related matters. For
example, the European Convention on Human Rights, or the Council of Europe
Convention of 28 January 1981 for the Protection of Individuals (“Convention
108”); and

The constitution, traditions and culture of the country or organisation. This
requires the Secretary of State to consider the constitutional and cultural
traditions that may contribute to a country or organisation’s approach to data
protection, which may differ from those in the UK.

1093 Article 45B(2) is a non-exhaustive list and the Secretary of State may also need to consider
other matters in order to determine whether the required standard of protection exists. For
example, where there are laws and practices in the third country regarding how public
authorities access personal data for national security or law enforcement purposes, to the
extent that they affect the overall standard of protection, the Secretary of State will take these
into account.
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1094 Article 45B(3) makes further provision about the way in which the data protection test
operates, including providing that references to the protection for data subjects mean that
protection taken as a whole, and that references to the processing of personal data in the third
country mean the processing of personal data transferred to the country or organisation
under the UK GDPR (and not, for example, other personal data derived from within that
third country).

1095 Article 45B(4) clarifies that where the Secretary of State makes regulations which only apply
to some transfers to a country or international organisation, the relevant requirements and
provisions in Article 45B only refer to the transfers permitted by the regulation, and the
reference to rules for onward transfers includes rules on transfers elsewhere within that
country as well as outside of it.

Monitoring
1096 Paragraph 5 of Schedule 7 inserts Article 45C into the UK GDPR, replacing section 17B of the
DPA 2018 which has been omitted by paragraph 13 of Schedule 9.

1097 Article 45C(1) requires the Secretary of State to monitor developments in third countries and
international organisations that could affect decisions to make regulations approving
transfers of personal data under Article 45A, or decisions to amend or revoke such
regulations. Ongoing monitoring of countries' relevant laws and practices enables the
Secretary of State to respond to any developments that might affect decisions to make, amend
or revoke regulations under Article 45A. Such monitoring might include, for example:
engaging in dialogue with country representatives; obtaining information from HMG
Embassies or High Commissions; commissioning and/or reviewing third party reports; and
engaging with the Commissioner.

1098 Article 45C(2) provides that if the Secretary of State becomes aware that the data protection
test is no longer met in relation to a country or international organisation to which transfers
have been approved, the Secretary of State must either amend or revoke the regulations
approving transfers to that country of international organisation. For example, an
amendment may limit the types of transfer that are permitted by the regulation. If there is no
way of amending the regulation to meet the data protection test the Secretary of State must
revoke it. If the regulations are revoked the transfer of personal data to that third country or
international organisation may still take place where other appropriate legal bases, as set out
in Article 46 and Article 49 apply.

1099 Article 45C(3) provides that when regulations are amended or revoked, the Secretary of State
must enter into consultations with the third country or international organisation concerned
with a view to improving the protection provided to data subjects in relation to their personal
data.

1100 Article 45C(4) requires the Secretary of State to publish a list of third countries and
international organisations which are for the time being approved by regulations under
Article 45A. The Secretary of State is also required to publish a list of the third countries and
international organisations which have been, but are no longer, approved by such
regulations. The government intends to publish this information on GOV.UK. Article 45C(5)
requires the lists published under Article 45C(4) to specify where only certain transfers to
that country or international organisation are approved.
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Transfers subject to appropriate safeguards

1101

1102
1103

1104

1105

1106

1107

Paragraphs 6 to 8 of Schedule 7 amend Article 46 and 47 of the UK GDPR and introduces
new Article 47A.

Paragraph 6(1) is self-explanatory.

Paragraph 6(2) omits Article 46(1), which provided that, in the absence of adequacy
regulations, a controller or processor could transfer personal data to a third country or
international organisation only if they provided appropriate safeguards and on condition
that enforceable data subject rights and effective legal remedies were available. Articles 46(2)
and (3) provided further detail on how appropriate safeguards could be provided.

Paragraph 6(3) inserts new Article 46(1A) and provides that a transfer of personal data is
made to a third country or international organisation subject to appropriate safeguards only
if:

@ Safeguards (i.e. the transfer mechanisms described in Articles 46(2) or (3), such as
standard data protection clauses specified in a document issued by the ICO, or
specified in regulations pursuant to new Article 47A(4)) are provided in
connection with the transfer. If the safeguards are provided by a legally binding
and enforceable instrument between a UK public body and another person or
persons (under Article 46(2)(a)), the transfer must be consistent with the intended
scope of that instrument; and each UK public body that is a party to the
instrument, acting reasonably and proportionately in the circumstances,
considers that the data protection test is met in relation to the transfers or types of

transfers which is intended to be made in reliance on the instrument;

® Where the safeguard is a mechanism described in Article 46(2)(b) - (f), (3)(a) -(b)
or specified in regulations pursuant to new Article 47A(4), the controller or
processor, acting reasonably and proportionately, considers that the data

protection test is met in relation to the transfer or type of transfer.

Paragraphs 6(4)(a)(i), (e) and (f) of Schedule 7 make consequential amendments to Article
46(2) to clarify that the word ‘safeguards’ refers only to the transfer mechanisms listed in
Article 46(2), the use of which is only appropriate in all the circumstances if the controller,
processor or public body that is party to the instrument, acting reasonably and
proportionately, considers that the data protection test is met. Paragraph 6(4)(c) makes a
clarificatory amendment to confirm that binding corporate rules provide safeguards for the
purposes of new Article 46(1A) only if they are approved pursuant to Article 47. Paragraphs
6(4)(a)(ii), (b) and (d) are self-explanatory.

Paragraph 6(5)(a) makes a consequential amendment to Article 46(3) to clarify that the word

‘safeguards’ refers only to the transfer mechanisms listed in Article 46(3), the use of which is

only appropriate in all the circumstances if the controller or processor, acting reasonably and
proportionately, considers that the data protection test is met.

Paragraph 6(6) introduces the new data protection test in new Article 46(6), which the
controller, processor or UK public body that is party to the instrument, acting reasonably and
proportionately, must consider is met before a transfer under Article 46 may take place. The
data protection test is met if, after the personal data being transferred has reached its
destination, the standard of protection provided for the data subject (by the safeguards and
other means, where relevant) would not be lower than the standard of protection under the
UK GDPR and relevant parts of the DPA 2018 in a way which is material.
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1108

1109

1110

Paragraph 6(6) also introduces new Article 46(7), which provides more detail about what it
means to act reasonably and proportionately. It clarifies that the actions of a controller,
processor or UK public body that is party to an instrument must be reasonable and
proportionate in all the circumstances (or likely circumstances) of the transfer (or types of
transfer) - this includes considering the nature and volume of the personal data being
transferred. This process is distinct to that which the Secretary of State undertakes under
Articles 45A and B. It is tailored for the purposes of controllers or processors (or public
bodies that are parties to an instrument under Article 46(2)(a)), and recognises that the
transfer mechanisms in existing Articles 46(2) and (3) or specified in regulations pursuant to
new Article 47A(4) include inherent protections for the rights of data subjects.

Finally, paragraph 6(6) introduces new Article 46(8), which:

e (larifies that references to the protection for the data subject are to that

protection taken as a whole; and

® Introduces the definition of a ‘relevant person’ to distinguish from public bodies
as defined in Article 4(10A). A ‘relevant person’ for the purposes of existing
Articles 46(2)(a) and 3(b) means a public body or another person (including an

international organisation) exercising functions of a public nature.

Paragraph 7 is self-explanatory.

Making provision about further safeguards for transfer

1111

1112

1113

Paragraph 8 of Schedule 7 inserts Article 47A, which makes further provision about transfers
subject to appropriate safeguards.

New Articles 47A(1) to (3) restate existing sections 17C(1), (2) and (3) of the DPA 2018, which
are omitted by Schedule 9. Previously the provisions relating to transfers subject to
appropriate safeguards were found partly in the DPA 2018 and partly in Chapter 5 of the UK
GDPR. The effect of the provisions in Schedule 7 and Schedule 9 are that all provisions
relating to transfers subject to appropriate safeguards are now contained in Chapter 5 of the
UK GDPR.

New Article 47A(4) to (7) provides a power for the Secretary of State to make provision, by
way of regulations (subject to the affirmative procedure), about further safeguards that may
be relied on for the purposes of making a transfer under Article 46 (transfer subject to
appropriate safeguards). This new power can only be exercised if the Secretary of State
considers that the further safeguards are capable of ensuring that the data protection test in
new Article 46(6) is met in relation to the transfers of personal data generally or in relation to
a type of transfer specified in the regulations.

Derogations for specific situations

1114

1115

Paragraph 9 of Schedule 7 makes consequential amendments to Article 49 (derogations for
specific situations) which are required as a result of the changes elsewhere in Chapter 5 of the
UK GDPR, which are explained above.

Paragraph 9 also inserts a new sub-paragraph (4A). This sub-paragraph sets out the provision
formerly included in section 18(1) DPA 2018, as part of the restructuring so that all provisions
on international transfers are now contained within Chapter 5 of the UK GDPR. It continues
the same power for the Secretary of State to specify in regulations, for the purposes of Article
49(1)(d), circumstances in which a transfer of personal data is to be taken as necessary, or not
necessary, for important reasons for public interest.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)

135



Public interest restrictions

1116 Paragraph 10 of Schedule 7 inserts Article 49A which contains provisions previously found in
section 18(2) of the DPA 2018 - so that all provisions relating to the UK’s regime for
international transfers are now contained within Chapter 5 of the UK GDPR. This Article
continues the same power for the Secretary of State to restrict, by regulations, transfers of
categories of personal data to other countries or international organisations where necessary
for important reasons of public interest.

Schedule 8: Transfers of personal data to third countries etc: law enforcement

processing

1117 Chapter 5 of Part 3 of the DPA 2018 sets out the conditions under which personal data can be
transferred by a competent authority, to a country outside of the UK or an international
organisation, for law enforcement purposes. Schedule 8 makes various amendments to
Chapter 5, to reform the UK’s regime for international transfers for law enforcement
purposes, as explained below.

1118 Paragraph 2 of Schedule 8 amends section 72(1)(b) of the DPA 2018, by substituting “special
conditions that apply” with “additional conditions that apply in certain cases” and by
referencing section 73(4)(b). These changes are relevant to amendments made to section
73(4)(b) and section 77.

1119 Paragraph 3 amends section 73 of the DPA 2018, which provides that a controller may only
make a transfer of personal data if the conditions of the section are met. The general
conditions for transfer remain broadly the same, with minor and technical amendments
made to provide greater clarity. There will continue to be an exception to this principle
provided in subsection (5), which, as amended, will enable the controller to transfer personal
data without prior authorisation where necessary to prevent an immediate and serious threat
to public or national security, or essential interests of a third country or the UK, and where
the authorisation cannot be obtained in good time. In such circumstances, the controller must
notify the overseas authoriser as soon as reasonably practicable.

1120 Paragraph 3(5) amends condition 3 in section 73(4) by expanding the list of intended
recipients to specifically include processors acting on behalf of, and in accordance with a
contract with, a controller. The controller may satisfy its obligation to ensure that condition 3
is met in respect of transfers, including onward transfers, made by a processor, where those
transfers are governed by a contract imposing binding obligations on a processor in
accordance with section 59 of the DPA 2018. Whilst transfers to processors in third countries
are currently permissible, this amendment clarifies the existing law and section 73(4)(aa)
provides legal certainty to UK controllers that they, and any processors appointed by them,
can transfer personal data to their processors, and sub-processors, operating outside of the
UK.

1121 Paragraph 4(1) omits section 74A. Previously that section provided that transfers of personal
data to another country could take place where the Secretary of State had made regulations
finding that the country in question provided an adequate level of protection. The free flow
of personal data for law enforcement purposes would then be allowed to that country. In
place of section 74A there is new section 74AA and 74AB, with amendments also made to
74B. These changes mirror those made to the equivalent provisions under the UK GDPR, in
the new Articles 45A, 45B and 45C, detailed in the notes relating to Schedule 7 above, so
reference should be made to those notes if a more detailed explanation on the effect of these
provisions is required.
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1122 Section 74AA(1) provides a power for the Secretary of State to make regulations approving
transfers of personal data to a third country or international organisation, thus allowing the
free flow of personal data to that country or international organisation, as with the previous
power to make adequacy regulations which was dealt with in section 74A of the DPA 2018.
Where such regulations are in place, competent authorities will not require any further data
protection safeguards to make a transfer of personal data to that country or international
organisation, provided the transfer falls within the terms of the regulations.

1123 Section 74AB sets out the data protection test which the Secretary of State must be satisfied is
met in order to make regulations approving transfers to a country or international
organisation. Section 74AB(1) provides that the data protection test is met if the standard of
protection provided to data subjects with regard to law enforcement processing of personal
data in that country or international organisation, is not materially lower than the standard of
protection under Part 3 of DPA 2018 and relevant provisions in Parts 5 — 7 of that Act.

1124 Section 74AB(2) sets out a list of considerations that the Secretary of State must take into
account when considering whether the data protection test is met. This is a non-exhaustive
list and the Secretary of State may also need to consider other matters in order to determine
whether the required standard of protection exists.

1125 Paragraph 5 of Schedule 8 amends section 74B of the DPA 2018, omitting section 74B(1) and
(2). Section 74B will require the Secretary of State to monitor developments in third countries
and international organisations that could affect decisions to make regulations approving
transfers of personal data under section 74AA, or decisions to amend or revoke such
regulations. Ongoing monitoring of countries' relevant laws and practices, will enable the
Secretary of State to respond to any developments that might affect decisions to make, amend
or revoke regulations under section 74AA. The approach for monitoring may include, for
example: dialogue with country representatives; information from HMG Embassies or High
Commissions; and engagement with the Information Commissioner. Section 74B(4), as
amended, sets out the actions the Secretary of State must take if the data protection test is no
longer met in relation to transfers approved, or of a description approved, in regulations
under section 74AA. The Secretary of State must, to the extent necessary, either amend or
revoke a regulation if the data protection test is no longer met. For example, an amendment
may limit the types of transfer that are permitted by the regulation. If there is no way of
amending the regulation to meet the data protection test the Secretary of State must revoke it.

1126 Paragraph 6 of Schedule 8 amends section 75 of the DPA 2018, which provides that transfers
of personal data to third countries and jurisdictions can take place where appropriate
safeguards are in place to protect that personal data. Paragraph 6 introduces new subsections
to this provision.

1127 Paragraphs 6(1) and 6(2) are self-explanatory.

1128 Paragraph 6(3) omits existing section 75(1), which currently sets out that transfers are based
on appropriate safeguards where a legally binding instrument containing appropriate
safeguards binds the recipient or where the controller, after assessing the circumstances
surrounding the transfer, concludes that appropriate safeguards exist. Paragraph 6(4) inserts
new section 75(1A) and provides that a transfer of personal data is made to a third country or
international organisation subject to appropriate safeguards only if:

@ An appropriate legal instrument binds the intended recipient of the data (subject
to new subsection (4)). This provision replicates the previous section 75(1)(a);
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® Or (b)) the controller, acting reasonably and proportionately, considers that the
data protection test is met in relation to the transfer or that type of transfer
(subject to subsection (5)). This provision essentially replaces the previous section
75(1)(b);

1129 Paragraphs 6(5) and 6(6) make amendments to existing section 75(2) and 75(3), which provide
further detail on controllers’ obligations when relying on transfers subject to appropriate
safeguards. These provisions remain largely unchanged with minor amendments to reflect
the wider changes. The amendment to section 75(2) means that Controllers will still be
required to inform the Commissioner of the categories of data to be transferred where the
controller determination mechanism is relied upon), except where the transfer is to a
processor pursuant to the new section 73(4)(aa). This does not require controllers to notify the
Commissioner on each occasion data is transferred; it simply requires notification of the
categories of information that can take place relying on section 75(1A)(b).

1130 Paragraph 6(7) adds new sections 75(4), 75(5), 75(6) and 76(7).

1131 Paragraph 6(7) inserts a new section 75(4) which sets out the circumstances for when a legal
instrument is ‘appropriate’, for the purposes of 75(1A)(a). The instrument must (a) be
intended to be relied on in connection with the transfer or that type of transfer, (b) have at
least one competent authority as a party to it and (c) each competent authority that is a party
to it, acting reasonably and proportionately, considers that the data protection test is met in
relation to the transfers, or types of transfer, intended to be made in reliance on the
instrument (subject to subsection (5)). In practice, ‘appropriate legal instruments’ are likely to
be agreed by government departments with their counterparts in third countries, and that
department would need to take reasonable and proportionate steps to ensure the data
protection test is met. Where such instruments are in place, the Controller (assuming this is a
separate entity to the party that created it) will need to ensure the data they wish to transfer
is within scope of the instrument.

1132 Paragraph 6(7) introduces the new data protection test in new section 75(5), which the
controller or competent authority, which is party to an instrument must, acting reasonably
and proportionately consider is met before a transfer under section 75 may take place. The
data protection test is met, in relation to a transfer, or a type of transfer, of personal data if,
after the personal data being transferred has reached its destination, the standard of
protection provided for the data subject with regard to that personal data, whether by a
binding legal instrument or by other means, would not be materially lower than the standard
of the protection provided under Part 3 of the DPA 2018 and Parts 5 to 7 of the Act so far as
they relate to processing by a competent authority for any of the law enforcement purposes,
in a way that is material. This includes relevant enforceable data subject rights and effective
legal remedies for the data subject in all the circumstances of the transfer. The new test also
recognises that safeguards may be applied in different cultural and legal contexts when being
used internationally and still provide appropriate protection for data subjects, and is
consistent with the approach taken in the new section 74AB. The reference to “other means”
should be understood as anything other than a legal instrument which ensures the standard
of protection and may include, for example, a situation when standard of protection is
provided in the domestic laws and practices of a third country, whereby those laws would be
the “other means” of protection. The test therefore does not require a point-by-point
replication of protections for data subjects, which would not be reasonable or proportionate
given the ways in which data protection regimes may differ.
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1133 Paragraph 6(7) introduces new section 75(6), which provides more detail about what it means
to act reasonably and proportionately. It clarifies that the actions of a controller or a
competent authority that is party to an instrument must be reasonable and proportionate in
all the circumstances (or likely circumstances) of the transfer (or types of transfer) - this
includes considering the nature and volume of the personal data being transferred. For
example, a controller seeking to rely on the new section 75(1A)(b), is likely to have a different
judgement of what is reasonable and proportionate depending on the specific transfer. If the
controller seeks to transfer larger volumes of data on a more frequent basis to a specific third
country, what is reasonable and proportionate is likely to be different to a more infrequent
transfer. In relation to the former, the Controller may consider, for example, that it is
reasonable and proportionate to establish a Memorandum of Understanding with their
international counterpart to govern data transfers. which could demonstrate the steps the
controller had taken, and assurances received, to ensure the protection of personal data. This
process is distinct to that which the Secretary of State undertakes under new sections 74AA
and 74AB. It is tailored for the purposes of controllers or competent authorities that are
parties to an instrument.

1134 Paragraph 6(7) introduces new section 75(7), which clarifies that references to the protection
for the data subject are to that protection taken as a whole.

1135 Paragraph 7 amends section 76 of the DPA 2018, which provides for when data can be
transferred to a third country or international organisation in the absence of ‘adequacy
regulations” and ‘appropriate safeguards’, where it is necessary for a special purpose.

1136 Paragraph 7(4)(b) amends section 76(1)(c) to include reference to national security in addition
to public security while also adding reference to the “UK’. These changes ensure that
Controllers are confident to transfer data where necessary for the prevention of an immediate
and serious threat to national security of the UK or a third country. Paragraph 7(4)(c) and (d)
make amendments to section 76(1)(d) and (e), replacing the previous wording of ‘in
individual cases’” with ‘in particular circumstances’. This wording better reflects the fact that
the law is not seeking to limit transfers by competent authorities to individual pieces of data,
making clearer that transfers can take place involving a broader set or category of data in
particular circumstances. This clarity is important, as transfers of data may be particularly
relevant and necessary as part of operations and investigations that are broad in scope, for
example, the pursuit of child sexual abuse networks.

1137 Paragraph 7(6) inserts a new additional subsection into section 76, which makes clear that
controllers transferring data in reliance on section 76 must ensure that the amount of data
shared is not excessive in relation to the special purpose for which it is shared. The fact that a
transfer of data involves sharing multiple records would not mean that the transfer would be
considered excessive, so long as the sharing is necessary and proportionate. For example,
during investigations of serious and organised crime, a competent authority may conclude
that it is necessary and proportionate to share multiple targeted records with a third country
to help further the investigation.

1138 Paragraph 8 amends the italic heading before section 77 from “Transfers to particular
recipients” to “Additional conditions”.

1139 Paragraph 9 amends the heading of section 77 from “Transfers of personal data to persons
other than relevant authorities” to “Additional conditions for transfers in reliance on section
73(4)(b)”. Paragraphs 9(1) and (2) amend sections 77(6) and (7) to specify that they relate to
transfers that take place in reliance on section 73(4)(b).
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1140

1141

1142

1143

1144

1145

1146

Paragraph 10 amends section 78 of the DPA 2018, which provides that where data has been
transferred by a competent authority to a third country or international organisation, any
subsequent transfers of that data should ordinarily take place only after the competent
authority from which the data was obtained has given its authorisation to the transfer.

Paragraph 10(2) inserts new subsection 78( A1) which clarifies that subsections (1) to (6) apply
where transfers are conducted under section 73, except where the transfer is to a processor
pursuant to section 73(4)(aa).

Paragraph 10(3) amends section 78(1) to allow subsequent transfers to be made without
authorisation in the exceptional circumstances set out in section 78(1A). Where such transfers
are made, the UK authoriser must be informed without delay.

Paragraph 10(4) inserts new section 78(1A) stipulating that competent authorities transferring
data under Part 3 of the DPA 2018 must make it a condition of transfer that either the
recipient of the data must seek prior authorisation from the UK authoriser before sharing the
data further or alternatively that prior authorisation should be sought, except where the
subsequent transfer is necessary to prevent an immediate and serious threat to public
security or national security and there being a lack of time to reasonably seek prior
authorisation. Such a transfer may occur when, for example, there is an immediate and
credible threat to life such as a terrorist attack and the third country concludes that a
subsequent transfer of data, originally transferred to them by a UK controller, is needed to
prevent it. Where a transfer is made by the third country in such circumstances, they must
notify the UK controller of such a transfer having happened as soon as reasonably
practicable. It is ultimately up to the UK controller to determine whether to require prior
authorisation in all cases or whether the third country should be able to transfer without such
authorisation in these limited urgent circumstances.

Paragraph 10 (7) makes a minor amendment to the wording in section 78(4) but maintains the
principle that the UK authoriser may not give permission for a subsequent transfer without
the prior authorisation of the EU member State where the data originated. There will
continue to be an exception to this principle provided in subsection (5), which, as amended,
will enable the controller to transfer personal data without prior authorisation where
necessary to prevent an immediate and serious threat to the public or national security, or
essential interests of a third country or the UK, and where the authorisation cannot be
obtained in good time. In such circumstances, the controller must notify the overseas
authoriser as soon as reasonably practicable.

Paragraph10(8) amends section 78(5)(a) whereby equal consideration is given to the public
security, national security or essential interests of both the UK or a third country as valid
circumstances in which authorisation is not required.

Paragraph 10(10) inserts a new section 78(7) which specifies the conditions that controllers
must impose when making transfers to processors pursuant to section 73(4)(aa).

Schedule 9: Transfers of personal data to third countries etc: minor and consequential

amendments and transitional provision

1147

Part 1 of Schedule 9 makes consequential amendments to other parts of the UK GDPR and
DPA 2018 which arise as a result of the changes made to the UK’s regime for international
transfers of personal data by Schedule 7 and Schedule 8 (as explained earlier in these
Explanatory Notes).
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1148 Part 2 of Schedule 9 sets out transitional provisions which are required to ensure a smooth
transition between the previous international transfers regime, and the new regime which is
implemented by the Act.

1149 With regard to the new regime for approving transfers of personal data to other countries
and international organisations, the transitional provisions ensure that following the
commencement of the new regime, transfers continue to be allowed to any countries or
international organisations which were found adequate by the Secretary of State under the
previous regime, as well as to those countries and international organisations which are
treated as adequate under Schedule 21 of the DPA 2018.

1150 With regard to the new regime for transfers subject to appropriate safeguards, the
transitional provisions ensure that standard data protection clauses laid by the Secretary of
State under section 17C of the DPA 2018 or issued by the Commissioner under section 119A
of the DPA 2018 (for example, the International Data Transfer Agreement and the EU
Addendum) provide safeguards for the purposes of new Article 46(1A)(a)(i). Controllers will
be able to enter into new contracts containing the IDTA clauses to transfer personal data
overseas, if the controller considers the data protection test in the new Article 46(6) of the UK
GDPR is met.

1151 For controllers wishing to use pre-commencement transfer mechanisms, the transitional
provisions state that such mechanisms continue to provide appropriate safeguards following
commencement of the new regime if they:

@ Were contained in arrangements which were entered into before the new regime

commenced; and

@ Provide safeguards in accordance with Article 46(2) or (3) of the UK GDPR or
paragraph 9 of Schedule 21 of the DPA 2018; or

@ Are alegal instrument, to which a competent authority is a party and which
binds the data recipient, containing appropriate safeguards in accordance with
section 75(1)(a) of the DPA 2018; and

e Could validly be relied on to transfer personal data immediately before the

commencement of the new regime.

1152 The effect of these provisions is to allow controllers to use pre-commencement transfer
mechanisms following commencement of the new regime, so long as those mechanisms
satisfy the requirements of existing Article 46(1) and the last sentence of existing Article 44 of
the UK GDPR, or section 73(3) of the DPA 2018, immediately before the regime commenced.
Controllers who satisfy these criteria will therefore not need to apply the data protection test
in Article 46(6) and section 75(5) of the DPA 2018 (unless they seek to enter into new transfer
mechanisms post-commencement of the Act).

1153 With regard to the new regime for derogations for specific situations, the transitional
provisions also ensure that any regulations made by the Secretary of State under section 18(1)
or 18(2) of the DPA 2018 are to be treated as having been made under the restated powers in
Article 49(4A) and Article 49A of the UK GDPR respectively.
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Schedule 10: Complaints: minor and consequential amendments

1154

Schedule 10 makes consequential amendments to the UK GDPR and the DPA 2018 relating to
complaints by data subjects. These are necessary to ensure consistency as a result of changes
made by section 103.

Schedule 11: Further minor provision about data protection

1155

Schedule 11 makes minor miscellaneous amendments to the UK GDPR and DPA 2018, by
providing definitions, removing redundant provisions and clarifying some of the pre-existing
text. It also amends the territorial extent of some provisions in the Victims and Prisoners Act
2024.

Schedule 12: Storing information in the terminal equipment of a subscriber or user

1156

1157

1158

1159

1160

1161

1162

Schedule 12 inserts new Schedule Al to the Privacy and Electronic Communications (EC
Directive) Regulations 2003 ('PEC Regulations’). This schedule sets out exceptions to the
prohibition on the storage of information, or access to information, on a user’s terminal
equipment in new regulation 6(1) of the PEC Regulations.

Paragraph 1 of Schedule A1 sets out the meaning of “website” used in this schedule. It also
cross-refers to regulation 6(2) which sets out interpretive provisions relevant to this schedule.

Paragraph 2 of Schedule A1l reproduces the current consent exception in regulation 6(2) of the
PEC Regulations. Organisations can store information or gain access to information stored in
the terminal equipment of an individual, if the individual has been provided with clear and
comprehensive information about the purposes of the storage of, or access to, that
information; and the individual has given consent.

Paragraph 3 of Schedule A1 reproduces the current transmission of a communication
exception in regulation 6(4)(a) of the PEC Regulations.

Paragraph 4(1) of Schedule A1 reproduces the current strictly necessary exception in
regulation 6(4)(b) of the PEC Regulations. Sub-paragraph (2) provides a non-exhaustive list of
examples of “strictly necessary” purposes for the purpose of this exception.

Paragraph 5 of Schedule Al introduces a new exception for the purpose of collecting
statistical information about how an organisation’s information society service is used, with a
view to making improvements to that service. For example, statistical information showing
how many people are accessing a service, what they are clicking on and for how long they
are staying on a particular web page. Sub-paragraph (1)(c) provides a safeguard that prevents
onward sharing of information except where the sharing is for the purpose of making
improvements to the service or website concerned. The exception applies only where the user
is provided with clear and comprehensive information about the purpose and is given a
simple and free means of objecting to the storage or access.

Paragraph 6 of Schedule A1l introduces a new exception for the purpose of enabling the way
an information society service (“ISS”) appears or functions when displayed on a subscriber or
user’s device, to adapt to the preferences of that subscriber or user - for example, their font
preferences. Or, for the purpose of enabling an enhancement of the appearance or
functionality of an ISS when displayed on a user’s device. This could be, for instance, where a
cookie identifies performance-related information which can be used to optimise content, for
example “responsive design” which enables a webpage to reconfigure itself for the particular
dimensions of a monitor or screen. This exception only applies where the subscriber or user is
provided with clear and comprehensive information about the purpose and is given a simple
and free means of objecting to the storage or access.
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1163

Paragraph 7 of Schedule Al introduces a new exception where the sole purpose is to enable
the geographical position of a subscriber or user to be ascertained so that assistance can be
provided in response to the user or subscriber’s emergency communication from their
terminal equipment.

Schedule 13: Privacy and electronic communications: Commissioner’s enforcement
Yy

powers

1164

1165

1166

1167

1168

1169

Regulation 31 of the current Privacy and Electronic Communications (EC Directive)
Regulations 2003 (‘PEC Regulations’) apply the enforcement powers in the Data Protection
Act 1998 to the PEC regulations, subject to certain modifications. These modifications are
currently set out in Schedule 1 of the PEC Regulations. These provisions remain in force for
the purposes of the PEC Regulations, even though the DPA 2018 replaced the Data Protection
Act 1998 for most other purposes.

Section 115 substitutes Regulation 31 of the PEC Regulations with a new Regulation that
makes it clear that the enforcement provisions in the DPA 2018 will now be applied to the
PEC Regulations. The current Schedule 1 will also be substituted by Schedule 13, which
makes modifications to the enforcement provisions in the DPA 2018 for the purposes of their
application to the PEC Regulations.

Paragraph 1 of new Schedule 1 specifies the provisions in Parts 5 to 7 of the DPA 2018 that
will be applied for the purposes of enforcing the PEC Regulations. They include, amongst
other things, powers for the Commissioner to impose information notices, assessment
notices, interview notices, enforcement and penalty notices; and the relevant rights of appeal
for persons who wish to appeal against the imposition of such notices. They also include
relevant criminal offences, such as the offence in section 148 of the DPA 2018 which is
committed when a person deliberately frustrates a Commissioner investigation by destroying
or falsifying information. In order for these provisions to be applied to the PEC Regulations,
some modifications to terminology are needed. The remaining paragraphs in this Schedule
highlight where modifications are needed.

Paragraph 2 of Schedule 1 sets out some general modifications that are needed to the
terminology in the DPA 2018, so that the enforcement provisions can be applied to the PEC
Regulations. For example, any references to “the Act” or “Parts of the Act” should be taken to
mean the Act or parts of the Act as applied to the PEC Regulations.

Paragraphs 3 and 4 make modifications to sections 142 and 143 of the DPA 2018 on
information notices for the purposes of their application to the PEC Regulations. The
modifications ensure that the Commissioner can acquire relevant information and documents
from a person engaged in any activity regulated by the PEC Regulations to investigate their
compliance. An information notice can also be imposed on any third parties; where the third
party is a communications provider the information notice can be imposed in order to
determine someone’s compliance, and for all other third parties, this can be imposed when
investigating a suspected breach.

The Commissioner will also be able to apply a duty of confidentiality (new subsection (8A) as
set out in paragraph 3(c) of Schedule 1) to information notices they issue on third parties. The
duty is subject to exemptions to allow disclosure of the notice (i) to employees or (ii) with
permission of the Commissioner, or (iii) when obtaining legal advice. The purpose of this
modification is to protect the effectiveness of the Commissioner’s investigation. For example,
to stop communication providers informing the relevant user (the subject of the notice) that
the Commissioner is investigating them.
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1170 Paragraph 5 of Schedule 1 makes modifications to section 145 of the DPA 2018 on
information orders for the purposes of their application to the PEC Regulations. As a result of
these changes the Commissioner could apply to the court for an information order when a
person fails to comply with an information notice in relation to a breach of the PEC
Regulations.

1171 Paragraphs 6 and 8 make modifications to section 146 and 147 of the DPA 2018 on
Assessment notices for the purposes of their application to the PEC Regulations. As a result
of these modifications, the Commissioner could issue an assessment notice requiring an
organisation to allow it to assess whether it has committed a breach of the PEC Regulations.

1172 Section 98 of this Act adds new section 146A to the DPA 2018, which will allow the
Commissioner to require a technical report as part of the assessment notice procedure.
Paragraph 7 of new Schedule 1 sets out the modifications that are to be made to that
provision for the purposes of its application to the PEC Regulations.

1173 Section 100 adds new section 148A to the DPA 2018, which will allow the Commissioner to
impose an interview notice to require a person to attend an interview and answer questions
when so required by the Commissioner. It also adds new section 148B which sets out some
restrictions on the use of the power. Paragraphs 9 and 10 of new Schedule 1 sets out the
modifications that are to be made to these provisions for the purposes of their application to
the PEC Regulations.

1174 Paragraph 11 of the new Schedule 1 makes modifications to section 149 on enforcement
notices for the purposes of its application to the PEC Regulations. The modifications mean
that, where the Commissioner is satisfied that a person has failed, or is failing, to comply
with a requirement of the PEC Regulations they may issue a written notice specifying what
the person should do to remedy the failure to comply with a requirement of the PEC
Regulations. The supplementary provisions in section 150 and restrictions on the use of
enforcement notices in section 152 will also be modified for the purposes of the PEC
Regulations via the changes in paragraphs 12 and 13 of Schedule 1.

1175 Paragraph 14 modifies Schedule 15 (powers of entry and inspection) of the DPA 2018 for the
purposes of its application to the PEC Regulations. Schedule 15 makes provision in respect of
the Commissioner’s powers of entry and inspection.

1176 Paragraph 15 modifies section 155 (penalty notices) of the DPA 2018 for the purposes of its
application to the PEC Regulations. This section gives the Commissioner a power to give a
monetary penalty notice requiring a person to pay the Commissioner an amount determined
by the Commissioner. New subsection (1A) of section 155 provides that the Commissioner
must not give a penalty notice in respect of a failure to comply with regulation 5A (personal
data breach) of the PEC Regulations, which are instead subject to a fixed monetary penalty.

1177 New subsection (4A) of section 155 gives the Commissioner a power to give a penalty notice
to an officer of a body corporate when the Commissioner has also given that body corporate
a penalty notice in respect of a failure to comply with any of the requirements in regulations
19 to 24 of the PEC Regulations. This replicates the “director liability” provisions in
paragraph 8AA of the current Schedule 1 to the PEC Regulations which are being replaced by
this new Schedule.

1178 Paragraph 16 of the new Schedule 1 modifies Schedule 16 (penalties) of the DPA 2018 for the
purposes of its application to the PEC Regulations. Schedule 16 sets out procedures the
Commissioner must follow when imposing a penalty notice.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)

144



1179 Paragraph 17 makes modifications to section 156 (penalty notices: restrictions) of the DPA
2018 for the purposes of its application to the PEC Regulations. The Commissioner is
prohibited from giving a penalty notice to a person who acts on behalf of either House of
Parliament or to the Crown Estate Commissioners.

1180 Paragraph 18 makes modifications to section 157 (Maximum amount of penalty) of the DPA
2018 for the purposes of its application to the PEC Regulations. This section makes provision
about the maximum amount of fines that can be imposed for infringements of a provision of
the PEC Regulation or a failure to comply with an information notice, interview notice,
assessment notice or an enforcement notice.

1181 Paragraph 18(b)(ii) lists the PEC Regulations for which a penalty notice may impose the
higher maximum penalty in the event of an infringement. The higher maximum penalty is
£17,500,000 or (in the case of an undertaking) 4% of the undertaking’s total annual worldwide
turnover, whichever is higher. Infringement of the remaining PEC Regulations are subject to
the standard maximum penalty which is £8,700,000 or (in the case of an undertaking) 2% of
the undertaking’s total annual worldwide turnover, whichever is higher.

1182 Paragraph 19 modifies section 159 (amount of penalties: supplementary) of the DPA 2018 as
applied for the purposes of the regulation of the PEC Regulations. This section provides the
Secretary of State with the power to introduce regulations for the purposes of section 157,
which make provision that a person is or is not an undertaking, that a period is or is not a
financial year or about how an undertaking’s turnover is to be determined. The Regulations
are subject to the affirmative resolution procedure.

1183 Paragraph 20 modifies section 160 (guidance about regulatory action) of the DPA 2018 as
applied for the purposes of the regulation of the PEC Regulations. Section 160 requires the
Commissioner to produce and publish guidance about how he will exercise his functions in
relation to information notices, assessment notices, interview notices, enforcement notices
and penalty notices. It also sets out the procedure the Commissioner must follow for
publishing the guidance and laying it in Parliament.

1184 Paragraph 21 makes modification to section 162 (Rights of appeal) of the DPA 2018 for the
purposes of its application to the PEC Regulations. This section gives a person who is given
an information notice, assessment notice (including requirements relating to a technical
report), interview notice, enforcement notice or penalty notice a right to appeal against that
notice/requirement. A person whose application for the cancellation or variation of an
enforcement notice is refused is given a right to appeal against that refusal. This section also
gives a person a right to appeal against the amount specified in a penalty notice or a penalty
variation notice whether or not the person appeals against the notice.

1185 Paragraph 22 makes modification to section 163 (Determination of appeals) of the DPA 2018
for the purposes of its application to the PEC Regulations. This section makes provision in
relation to the determination of appeals under section 162 by the Upper Tribunal or the First-
tier Tribunal.

1186 Paragraph 23 makes modification to section 180 (Jurisdiction) of the DPA 2018 for the
purposes of its application to the PEC Regulations. This section sets out which courts have
jurisdiction for information orders. In England and Wales and Northern Ireland the
jurisdiction is exercisable by the county court or the High Court, and in Scotland by the
sheriff or the Court of Session. An exception is made for cases in which the information
notice contains an urgency statement or there is an application to challenge urgent notices
under section 164, when only the High Court or, in Scotland, the Court of Session can make
an information order.
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1187

1188

1189

1190

1191

1192

1193

Paragraph 24 makes modification to section 181 (Interpretation of Part 6) of the DPA 2018 for
the purposes of its application to the PEC Regulations.

Paragraph 25 make modification to section 182 (Regulations and consultation) of the DPA
2018 for the purposes of its application to the PEC Regulations. This section makes provision
concerning the form, process and procedure for making regulations under the powers in the
DPA 2018 (as applied), including consultation requirements.

Paragraph 26 makes modification to section 196 (Penalties for offences) of the DPA 2018 for
the purpose of its application to the PEC Regulations. Where offences relate to a person’s
frustration or obstruction of the Commissioner’s investigations of breaches of the PEC
Regulations, the penalties that can be imposed by the courts will be identical to those that
apply when the offence relates to obstruction of investigations for breaches of the data
protection legislation.

Paragraph 27 makes modification to section 200 (Guidance about PACE codes of practice) of
the DPA 2018 for the purpose of its application to the PEC Regulations. Section 200 requires
the Commissioner to publish guidance about how the Commissioner intends to perform the
duty under section 67(9) of the Police and Criminal Evidence Act 1984 (duty to have regard to
codes of practice under that Act when investigating offences and charging offenders). The
modifications made by paragraph 27 are self-explanatory.

Paragraph 28 makes modification to section 202 (Proceedings in the First-tier Tribunal:
contempt) of the DPA 2018 as applied for the purposes of the regulation of the PEC
Regulations. This section allows the First-tier Tribunal to certify an offence to the Upper
Tribunal if a person does something (or fails to do something) in relation to tribunal
proceedings which would constitute contempt of court if the proceedings were before a
court. The modifications made by paragraph 28 are self-explanatory.

Paragraph 29 modifies section 203 (Tribunal procedure rules) of the DPA 2018 for the
purposes of its application to the PEC Regulations. This section sets out the power to make
Tribunal Procedure Rules to regulate the way the rights of appeal conferred by section 162
are exercised.

Paragraph 30 sets out the meaning of “the PEC Regulations” for the purposes of Schedule 13.

Schedule 14: The Information Commission

1194

1195

1196

Paragraph 1 of Schedule 14 inserts a new Schedule 12A into the DPA 2018 which describes
the nature, form and governance structure of the new body corporate (the Information
Commission).

Paragraph 2 contains transitional provisions. It makes provision that the person who holds
the office of Information Commissioner immediately before the day on which the Schedule
comes into force is to be treated as having been appointed as the chair of the Information
Commission for a term that expires at the time the person would cease to hold the office of
Information Commissioner but for its abolition.

Paragraph 3 contains transitional provisions relating to the requirement under paragraph 3(4)
of new Schedule 12A to the DPA 2018 for the Secretary of State to consult the chair of the
Information Commission prior to appointing non-executive members of the Commission.
The transitional provisions allow the requirements under paragraph 3(4) of Schedule 12A to
be satisfied by consultation carried out, before this Schedule comes into force, with the
person who holds the office of Information Commissioner.
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1197

Paragraph 4 contains transitional provisions relating to the consultation requirements under
paragraph 25 of new Schedule 12A to the DPA 2018 for the chair of the Information
Commission to consult the Secretary of State before appointing the first chief executive of the
Information Commission. The transitional provisions allow the requirements under
paragraph 25 of Schedule 12A to be satisfied by consultation carried out, before Schedule 14
comes into force, by the person who holds the office of Information Commissioner.

New Schedule 12A to the Data Protection Act 2018: The Information Commission

1198

1199

1200

1201

1202

1203
1204
1205
1206

1207

1208

1209

1210
1211
1212
1213

1214

Paragraph 1 states that the Information Commission is not to be regarded as a servant or
agent of the Crown, or as enjoying any status, immunity or privilege of the Crown. The
Commission’s property is not to be regarded as property of, or property held on behalf of, the
Crown.

Paragraph 2 prescribes that the number of members of the Information Commission must not
be less than 3, or more than 14. It confers power on the Secretary of State to change the
maximum number of members of the Commission through regulations, which will be subject
to the negative resolution procedure.

Paragraph 3 makes provision for the membership of the Commission and imposes
consultation requirements on the Secretary of State and non-executive members when
appointing members to the Commission. It also confers power on the Secretary of State to set,
by direction, a minimum and a maximum number of executive members.

Paragraph 4 stipulates that the Secretary of State must exercise the powers in paragraphs 2
and 3 to ensure that, in so far as practicable, non-executive members outnumber executive
members.

Paragraph 5 requires that the chair and other members of the Commission are selected on
merit on the basis of fair and open competition.

Paragraph 6 makes provision for conflicts of interest.

Paragraph 7 makes provision for the tenure of the chair.

Paragraph 8 makes provision for the tenure of the deputy chair.

Paragraph 9 makes provision for the tenure of the other non-executive members.

Paragraph 10 makes provision for the remuneration and pensions of the non-executive
members.

Paragraph 11 makes provision in relation to the terms and conditions of the executive
members.

Paragraph 12 makes provision for the appointment and in relation to the terms and
conditions of other staff of the Information Commission.

Paragraph 13 makes provision in relation to committees of the Commission.
Paragraph 14 makes provision in relation to the delegation of functions of the Commission.
Paragraph 15 makes provision regarding advice from committees.

Paragraph 16 makes provision in relation to proceedings of the Commission and its
committees.

Paragraph 17 requires that the Commission makes arrangements for the keeping of records of
proceedings.
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1215

1216

1217

1218

1219

1220

1221

1222

1223

Paragraph 18 makes provision for disqualification for acting in relation to certain
matters.

Paragraph 19 makes provision regarding the validity of proceedings of the Commission, of
the non-executive members of the Commission and of committees of the Commission.

Paragraph 20 provides that the Secretary of State may make payments to the Commission.

Paragraph 21 makes provision regarding fees, charges, penalties and other sums received by
the Commission in carrying out its functions.

Paragraph 22 makes provision concerning the keeping of accounts.

Paragraph 23 makes provision about the authentication of the Information Commission’s seal
and the presumption of the authenticity of documents.

Paragraph 24 clarifies that the Information Commission may do things to facilitate the
exercise of its functions.

Paragraph 25 makes transitional provision for the appointment of an interim chief executive.

Paragraph 26 relates to the interpretation of references to pensions, allowances and gratuities.

Schedule 15: Information standards for health and adult social care in England

1224

1225

1226

1227

1228

Schedule 15 amends section 250 (powers to publish information standards) of the Health and
Social Care Act 2012 (HSCA 2012).

Paragraph 3(2) amends section 250(2) to make clear that an information standard (a standard
in relation to the processing of information) that may be prepared and published under
section 250(1) includes a standard relating to information technology (IT) or IT services used
or intended to be used in connection with the processing of information.

Paragraph 2(3) makes a technical amendment to section 250(2B) to ensure that an information
standard may apply to a public body which exercises functions in connection with the
provision in relation to (as well as in) England of health care or of adult social care. This
reflects the fact that, by virtue of section 250(2B) of the HSCA 2012, the persons to whom
information standards may apply include persons who are required to be registered (with the
Care Quality Commission) in respect of the carrying on of a regulated activity: under the
Health and Social Care Act 2008, an activity may be prescribed as a “regulated activity” if,
amongst other things, it involves, or is connected with, the provision of health or social care
in, or in relation to, England.

Paragraph 3(4) amends section 250(2B) by adding relevant IT providers to the list of persons
to whom an information standard may apply (the definition of a “relevant IT provider” is
explained below).

Paragraph 3(5) makes a technical amendment to section 250(3) to make it clear that the
Secretary of State’s power, under section 250(1), to prepare information standards may be
exercised in relation to information concerning, or connected with, the provision of health
and adult social care in relation to England (as well as in England). As above, this reflects the
fact that, by virtue of section 250(2B) of the HSCA 2012, the persons to whom information
standards may apply include persons who are required to be registered (with the Care
Quality Commission) in respect of the carrying on of an activity which involves, or is
connected with, the provision of health or social care in, or in relation to, England.
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1229 Paragraph 3(6) makes a technical amendment to section 250(7) so that the definitions in that
subsection apply for the purposes of the entirety of Chapter 1 of Part 9 of the HSCA 2012,
rather than just section 250 in that Chapter.

1230 Paragraph 3(6) inserts definitions of “information technology”, “IT service” and “relevant IT
provider” into section 250(7). “Information technology” includes IT products such as
computers, other devices whose uses include the processing of information by electronic
means (“IT devices”); parts, accessories and other equipment made or adapted for use in
connection with computers or IT devices; software and code made or adapted for use in
connection with computers or IT devices; and networks and other infrastructure (whether
physical or virtual) used in connection with other IT. “IT service” means a physical or virtual
service consisting of, or provided in connection with, developing, making available,
operating or maintaining information technology. “Relevant IT provider” means a person
involved in marketing, supplying, providing or otherwise making available IT, IT services or
a service which consists of processing information using IT, for payment or free of charge, so
far as the IT or service is used, or intended for use, in connection with the provision in or in
relation to England of health or adult social care.

1231 Paragraph 3(6) also makes a technical amendment to the definition of “processing” in section
250(7) to omit a reference to section 3(14) of the DPA 2018 which glosses references to the
processing of personal data and which is unnecessary in light of the fact that section 250 does
not refer to the processing of personal data.

1232 Paragraph 4 inserts new section 250A into the HSCA 2012. New subsection (1) enables an
information standard to make provision about the design, quality, capabilities or other
characteristics of IT or IT services. Information standards can also make provision about
contracts or other arrangements under which IT or IT services are marketed, supplied,
provided or otherwise made available.

1233 New subsection (2) of section 250A enables an information standard to make technical
provision about IT and IT services. This can include provision about:

@ Functionality (e.g. how an IT product or service works to provide the desired

outcome);

o Connectivity (e.g. the ability of an IT product or service to connect with other

computer systems or application programs);

e Interoperability (e.g. how IT products or services from different providers

exchange or share information);

® Portability (e.g. the possibility of the IT product or service to be used in different

environments without required significant rework);

@ Storage of, and access to information (e.g. how, where and why information is

stored, and the format in which it is stored);

@ The security of information (e.g. the processes and methodologies involved in
keeping information confidential yet accessible where appropriate, and assuring
its integrity).

1234 New subsection (3) of section 250A provides that an information standard can make

provision by reference to open standards or proprietary standards. This could include
standards produced by standards development organisations.
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1235 Paragraph 5 of Schedule 15 substitutes subsection (3) of section 251 of the HSCA 2012. Section
251(3) enables the Secretary of State or NHS England to adopt an information standard
prepared or published by another person. The substituted subsection (3) ensures that this
extends to information standards as they have effect from time to time, and that information
standards can make provision by reference to international agreements or other documents
(including as they have effect from time to time). Paragraph 5 also makes a consequential
amendment to the heading of section 251.

1236 Paragraph 6 inserts a new heading “Compliance with Standards” after section 251. Paragraph
7 substitutes the heading of section 251ZA. Paragraph 8 inserts new sections 251ZB, 251ZC,
251ZD and 251ZE after section 251ZA.

1237 New section 251ZB(1) provides that if the Secretary of State has reasonable grounds to
suspect that a relevant IT provider is not complying with an information standard that
applies to the IT provider, the Secretary of State may give the IT provider a written notice
which identifies the information standard in question, sets out the grounds for suspecting
non- compliance, asks the IT provider to comply within a specified period, asks the IT
provider to provide evidence of compliance within a specified period, and where appropriate
sets out the steps that the IT provider must take within a specified period in order to comply
with the standard.

1238 Section 251ZB(2) sets out that any period specified for the purposes of subsection (1) must be
at least 28 days beginning with the day the notice is given.

1239 Section 251ZB(3) provides that the Secretary of State may vary or revoke a notice given to a
relevant IT provider under section 251ZB(1) by means of a further written notice.

1240 New section 251ZC provides for public censure of a relevant IT provider in certain
circumstances. Subsection (1) provides that, if the Secretary of State has reasonable grounds
to suspect an IT provider is not complying with an information standard that applies to the
IT provider, the Secretary of State can publish a statement to that effect.

1241 Subsection (2) provides that the published statement can include the text of the notice given
to an IT provider under section 251ZB (notice requesting compliance).

1242 Subsection (3) stipulates that before a statement is published under section 251ZC, the
Secretary of State must give the relevant IT provider a copy of the terms of the proposed
statement, and an opportunity to make representations about the decision to publish a
statement and the terms of the statement.

1243 Subsection (4) stipulates that if the Secretary of State decides to publish the statement after
considering any representations made by the relevant IT provider, the Secretary of State must
inform the IT provider before publishing the statement.

1244 Subsection (5) confirms that any personal data processed in the exercise of the power of
public censure is subject to the relevant, existing, data protection legislation.

1245 New section 251ZD enables the Secretary of State to delegate certain functions to other
persons. Those functions are listed in subsection (3) and consist of functions under section
251ZA (monitoring compliance), so far as they relate to relevant IT providers, and functions
under section 251ZB (notice requesting compliance). Subsection (1) provides that the
Secretary of State may direct a public body to exercise some or all of those functions and give
the public body directions about the exercise of those functions.

1246 Subsection (2) enables the Secretary of State to make arrangements for a person prescribed by
regulations to exercise some or all of those functions.
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1247

1248

1249

1250

1251

Subsection (4) enables the arrangements made under subsection (2) to provide for the making
of payments to the person with whom the arrangements are made, and to make provision
about the circumstances in which such payments are to be repaid to the Secretary of State.

New section 251ZE provides for the accreditation of IT and IT services. Subsection (1) enables
regulations to make provision for the establishment and operation of a scheme for
accreditation of IT and IT services.

Subsection (2) enables the regulations to provide for the scheme to be established and
operated by a person (“operator”) specified in the regulations.

Subsection (3) enables the regulations to, among other things, confer power on the operator
to establish the procedure for accrediting IT and IT services under the scheme, set the criteria
for accreditation (the accreditation criteria), to keep an accreditation under the scheme under
review and to charge a reasonable fee in respect of an application for accreditation.

Subsection (4) enables the regulations to, among other things, make provision that requires
the operator of the accreditation scheme to set some or all of the accreditation criteria by
reference to information standards, to publish details of the scheme including the
accreditation criteria, to provide for the review of a decision to refuse an application for
accreditation, and to provide advice to applicants for accreditation with a view to ensuring
that the accreditation criteria are met.

Schedule 16: Grant of smart meter communication licences

1252

1253

1254

1255

1256

1257

1258

The proposed new powers for the GEMA (referred to here as “the Authority”) are introduced
into the Energy Act 2008, to ensure that the new provisions sit alongside the Secretary of
State’s existing powers in that Act to modify licence conditions for smart metering related
matters.

Schedule 16, Part 1 amends section 88 of the Energy Act 2008 to differentiate between the
existing powers of the Secretary of State and the new powers of the Authority.

Section 91A makes provision for the Authority to make regulations regarding the procedure
to be followed in granting a successor smart meter communication licence via a competitive
or non-competitive process. The approval of the Secretary of State is needed for the Authority
to make such regulations. The negative parliamentary procedure will apply to any such
regulations by virtue of section 105(1) of the Energy Act 2008.

Section 91B makes further provision regarding any regulations made by the Authority to
appoint a successor smart meter communication licence.

Section 91C introduces a power for the Authority to make modifications to conditions of gas
and electricity licences or documents maintained under those licences for the purposes of, or
in preparation for the grant of a smart meter communication licence.

Section 91D requires the Authority to consult on any proposed changes to conditions of gas
and electricity licences or documents maintained under them prior to making the changes.

Schedule 16, Part 2 amends the Gas Act 1986 and the Electricity Act 1989 and has the effect of
removing the existing powers for the Secretary of State to make regulations regarding the
process to be followed for the competitive award of a smart meter communication licence.
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Commencement

1259 The majority of provisions in this Act are brought into force by regulations made by the
Secretary of State.

1260 The following provisions come into force on Royal Assent:
® Section 66 (The DPA 2018 and the UK GDPR);
® Section 78 (Searches in response to data subjects’ requests);

@ Part1 of Schedule 16 and section 122 (Grant of smart meter communication

licences) so far as it relates to that Part;
® Sections 126 to 128 (Retention of biometric data);
e Part8;and

@ Any provisions that are needed to make regulations.

1261 The following provisions come into force two months after Royal Assent:
@ Section 69 (Consent to law enforcement processing);
® Section 82 (Logging of law enforcement processing);
@ Section 96 (Notices from the Information Commissioner);

® Section 97 (Power of the Information Commissioner to require documents).

1262 Part 2 of Schedule 16 and section 122 so far as it relates to that part, commences on the day on
which the first regulations under section 91A(1) of the Energy Act 2008 (inserted by Part 1 of
Schedule 16) come into force.
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Annex A — Territorial extent and application in the
United Kingdom

Provision England Wales Scotland Northern Ireland
Extends to E & Extends to E & Extends and Extends and
W and applies W and applies applies to applies to
to England? to Wales? Scotland? Northern Ireland?

PART 1: ACCESS TO CUSTOMER DATA AND BUSINESS DATA

Introductory
Section 1 Yes Yes Yes Yes
Data regulations
Section 2 Yes Yes Yes Yes
Section 3 Yes Yes Yes Yes
Section 4 Yes Yes Yes Yes
Section 5 Yes Yes Yes Yes
Section 6 Yes \Yes \Yes \Yes
Section 7 Yes \Yes \Yes \Yes
Enforcement
Section 8 Yes \Yes \Yes \Yes
Section 9 Yes \Yes \Yes \Yes
Section 10 Yes \Yes \Yes \Yes

Fees etc and financial assistance

Section 11 'Yes Yes Yes \Yes
Section 12 'Yes Yes Yes \Yes
Section 13 'Yes Yes Yes \Yes

Financial services sector

Section 14 Yes Yes Yes 'Yes
Section 15 Yes \Yes \Yes \Yes
Section 16 Yes \Yes \Yes \Yes
Section 17 Yes \Yes \Yes \Yes
Supplementary
Section 18 Yes Yes Yes \Yes
Section 19 Yes Yes Yes \Yes
Section 20 Yes Yes Yes 'Yes
Section 21 Yes Yes Yes 'Yes
Section 22 Yes Yes Yes 'Yes
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Section 23 Yes Yes Yes 'Yes

Section 24 Yes Yes Yes 'Yes
Section 25 Yes Yes Yes 'Yes
Section 26 Yes Yes Yes 'Yes

Part 2: DIGITAL VERIFICATION SERVICES

Introductory

Section 27 Yes Yes Yes 'Yes

DVS trust framework and supplementary codes

Section 28 Yes Yes Yes Yes
Section 29 Yes Yes Yes Yes
Section 30 Yes Yes Yes Yes
Section 31 Yes Yes Yes Yes

DVS register

Section 32 Yes Yes Yes Yes
Section 33 Yes Yes Yes Yes
Section 34 Yes Yes Yes Yes
Section 35 Yes Yes Yes Yes
Section 36 Yes Yes Yes Yes
Section 37 \Yes Yes Yes Yes
Section 38 \Yes Yes Yes Yes
Section 39 \Yes Yes Yes Yes
Section 40 \Yes Yes Yes Yes
Section 41 \Yes Yes Yes Yes
Section 42 \Yes Yes Yes Yes
Section 43 Yes Yes Yes Yes
Section 44 Yes Yes Yes Yes

Information gateway

Section 45 Yes Yes Yes Yes
Section 46 Yes Yes Yes Yes
Section 47 Yes Yes Yes Yes
Section 48 Yes Yes Yes Yes
Section 49 Yes Yes Yes Yes
Trust mark

Section 50 \Yes Yes Yes Yes
Supplementary

Section 51 Yes Yes Yes Yes
Section 52 \Yes Yes Yes Yes
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Section 53 'Yes Yes Yes \Yes

Section 54 'Yes Yes Yes \Yes

Section 55 'Yes Yes Yes \Yes

PART 3: NATIONAL UNDERGROUND ASSET REGISTER

Section 56 Yes Yes No No
Section 57 Yes Yes No No
Section 58 No No No \Yes
Section 59 No No No \Yes
Section 60 Yes IYes No \Yes

PART 4: REGISTERS OF BIRTHS AND DEATHS

Section 61 Yes \Yes No No
Section 62 Yes \Yes No No
Section 63 Yes Yes No No
Section 64 Yes Yes No No
Section 65 Yes Yes Yes Yes

PART 5: DATA PROTECTION AND PRIVACY

Chapter 1: Data Protection

Terms used in this Chapter

Section 66 'Yes Yes Yes \Yes

Definitions in the UK GDPR and the 2018 Act

Section 67 \Yes Yes Yes \Yes
Section 68 'Yes Yes IYes \Yes
Section 69 'Yes IYes IYes \Yes

Data protection principles

Section 70 'Yes Yes Yes \Yes
Section 71 'Yes Yes Yes \Yes
Section 72 'Yes Yes Yes \Yes

Processing of special categories of personal data

Section 73 Yes Yes Yes Yes

Section 74 'Yes Yes Yes \Yes

Data subject’s rights

Section 75 Yes Yes Yes 'Yes
Section 76 Yes Yes Yes 'Yes
Section 77 Yes Yes Yes 'Yes
Section 78 Yes Yes Yes 'Yes
Section 79 Yes Yes Yes \Yes
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Automated decision-making

Section 80 Yes Yes Yes 'Yes

Obligations of controllers

Section 81 Yes Yes Yes 'Yes

Logging of law enforcement processing

Section 82 Yes Yes Yes 'Yes

Codes of conduct

Section 83 Yes Yes Yes Yes

Section 84 Yes Yes Yes Yes

International transfers of personal data

Section 85 Yes Yes Yes Yes

Safeguards for processing for research etc purposes

Section 86 Yes Yes Yes 'Yes

Section 87 Yes Yes Yes 'Yes

National security

Section 88 Yes Yes Yes 'Yes

Intelligence services

Section 89 Yes Yes Yes 'Yes

Section 90 Yes Yes Yes 'Yes

Information Commissioner's role

Section 91 \Yes Yes Yes Yes
Section 92 \Yes Yes Yes Yes
Section 93 Yes Yes Yes Yes
Section 94 Yes Yes Yes Yes
Section 95 Yes Yes Yes Yes
Section 96 Yes Yes Yes Yes
Enforcement

Section 97 Yes Yes Yes Yes
Section 98 Yes Yes Yes Yes
Section 99 Yes No No No

Section 100 \Yes Yes Yes Yes
Section 101 Yes Yes Yes Yes
Section 102 Yes Yes Yes Yes
Section 103 Yes Yes Yes Yes
Section 104 Yes Yes Yes Yes
Section 105 Yes Yes Yes Yes
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Protection of prohibitions, restrictions and data subject's rights

Section 106 \Yes Yes Yes \Yes

Miscellaneous

Section 107 \Yes Yes Yes \Yes

Section 108 \Yes Yes Yes \Yes

Chapter 2: Privacy and Electronic Communications

Section 109 Yes \Yes \Yes \Yes
Section 110 Yes Yes Yes Yes
Section 111 Yes Yes Yes Yes
Section 112 Yes Yes Yes Yes
Section 113 Yes Yes Yes Yes
Section 114 Yes Yes Yes Yes
Section 115 Yes Yes Yes Yes
Section 116 Yes \Yes \Yes \Yes

Part 6: THE INFORMATION COMMISSION

Section 117 'Yes Yes Yes Yes
Section 118 Yes Yes \Yes \Yes
Section 119 Yes Yes \Yes \Yes
Section 120 Yes Yes \Yes \Yes

PART 7: OTHER PROVISION ABOUT USE OF, OR ACCESS TO, DATA

Information standards for health and social care

Section 121 \Yes No No No

Smart meter communication services

Section 122 \Yes Yes Yes No

Information to improve public service delivery

Section 123 'Yes Yes Yes \Yes

Retention of information by providers of internet services

Section 124 'Yes Yes Yes \Yes

Information for research about online safety matters

Section 125 Yes Yes Yes Yes

Retention of biometric data

Section 126 'Yes Yes IYes (extends but does  |Yes
not apply to Scotland)

Section 127 'Yes Yes Yes Yes

Section 128 Yes Yes Yes \Yes

Trust services

Section 129 'Yes Yes Yes \Yes
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Section 130 Yes Yes Yes 'Yes

Section 131 Yes Yes Yes Yes
Section 132 Yes Yes Yes Yes
Section 133 Yes Yes Yes Yes
Section 134 Yes Yes Yes Yes

Copyright works and artificial intelligence systems

Section 135 Yes Yes Yes 'Yes
Section 136 Yes Yes Yes 'Yes
Section 137 Yes Yes Yes 'Yes

Purported intimate images

Section 138 Yes Yes In part In part

Part 8: FINAL PROVISIONS

Section 139 Yes Yes Yes Yes
Section 140 Yes Yes Yes Yes
Section 141 Yes Yes Yes Yes
Section 142 Yes Yes Yes Yes
Section 143 \Yes Yes Yes Yes
Section 144 \Yes Yes Yes Yes
SCHEDULES

Schedule 1 IYes Yes No No

Schedule 2 No No No Yes
Schedule 3 \Yes Yes Yes Yes
Schedule 4 \Yes Yes Yes Yes
Schedule 5 \Yes Yes Yes Yes
Schedule 6 Yes Yes Yes Yes
Schedule 7 Yes Yes Yes Yes
Schedule 8 Yes Yes Yes Yes
Schedule 9 Yes Yes Yes Yes
Schedule 10 Yes Yes Yes Yes
Schedule 11 Yes Yes Yes Yes
Schedule 12 |Yes Yes Yes Yes
Schedule 13 |Yes Yes Yes Yes
Schedule 14 |Yes Yes Yes (subject to Yes

paragraph 23 of new
Schedule 12A)
Schedule 15  |Yes No No No
Schedule 16 |Yes Yes Yes No
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Subject matter and legislative competence of devolved
legislatures

Access to customer data and business data

1263 Part 1 of the Act, so far as it relates to the supply or provision of goods, services and digital
content to a consumer, falls within the consumer protection reservation in Section C7 of
Schedule 5 to the Scotland Act 1998 and Section C6 of Schedule 7A to the Government of
Wales Act 2006 as relating to the regulation of the sale and supply of goods and services to
consumers. These reservations do not apply in relation to the potential regulation under Part
1 of the supply or provision of goods, services or digital to business customers.

1264 The power in section 12 (levy) to impose, or provide for a specified public authority to
impose, a levy is a tax-raising power and is therefore reserved as respects Scotland and Wales
under the fiscal, economic and monetary policy reservations in Sections A1 of Schedules 5
and 7A to those Acts.

1265 The financial services sector sections 14 to 17 relate to financial services and are therefore
reserved as respects Scotland and Wales under the financial services reservations in Sections
A3 of those Schedules. Those sections also fall under the financial services reservation in
paragraph 23 of Schedule 3 to the Northern Ireland Act 1998.

1266 The subject matter of Part 1 is otherwise devolved.

Digital Verification Services

1267 The internet services reservation in relation to Scotland, Wales and Northern Ireland applies
to digital verification services.

1268 These sections regulate the provision of digital verification services, where providers of those
services wish to appear on a government register, through the creation of a trust framework,
supplementary codes, a register of providers, an information gateway and a trust mark. The
provision of digital verification services will be online, though they can be used by
individuals across the UK online as well as in person. The reservation of internet services
applies in Northern Ireland, Wales and Scotland.

1269 Whilst the majority of the sections fall within the internet services reservation, section 47 and
section 48 are provisions which have been included to protect the confidential nature of
information held by the Welsh Revenue Authority and Revenue Scotland, a devolved
purpose. As such, these fall within the legislative competence of the Welsh and Scottish
Parliaments respectively. It is agreed that sections 45 and 49(3) modify the executive
competence of Devolved Welsh Authorities.

National Underground Asset Register

1270 Legislative competence as it relates to Wales for the subject matter of Part 3 of the New Roads
and Street Works Act 1991 (transport and street works) (“NRSWA 1991”) is devolved to
Wales. These provisions make amendments to NRSWA 1991 (including Part 3) in relation to
this devolved subject matter. The relevant legislation for Northen Ireland is the Street Works
(Northern Ireland) Order 1995 (“SWNIO 1995 ”). Similarly, these measures make
amendments to this Order, dealing with the transferred matter of transport and street works.

1271 The effective implementation and operation of NUAR will require the Secretary of State to
exercise a range of functions, including a number of regulation-making powers. These will
comprise a combination of existing powers, already found in the relevant legislation, and
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new powers inserted by this Act. Some of these existing powers in the relevant legislation
are, at present, solely conferred on the Welsh Ministers or the Northern Ireland Executive (in
relation to Wales or Northern Ireland, as the case may be).

1272 The NUAR provisions in the Act will make some of these existing powers, which are solely
exercisable by the Welsh Ministers or the Department for Infrastructure in Northern Ireland
(as the case may be), concurrently exercisable with the Secretary of State; this is to reflect that
these existing powers will be used by the Secretary of State to implement NUAR, but could
also be used for other purposes by the relevant devolved administration (“mixed purposes
powers”). The provisions will also confer some new mixed purposes powers on the Secretary
of State; provision is also made for these new mixed purpose powers to be concurrently
exercisable by the Welsh Ministers and Department for Infrastructure for Northern Ireland.
The NUAR provisions also remove existing (but uncommenced) powers from the Welsh
Ministers and the Department for Infrastructure in Northern Ireland. This is in parallel with
such powers also being removed from the Secretary of State in relation to England; the
removal of these specific (and uncommenced) powers from all parties is the consequence of
the underlying (and uncommenced) duty imposed on undertakers, to which those powers
relate, being removed from NRSWA 1991 by these provisions.

Registers of Births and Deaths

1273 Legislative competence for births and deaths (and civil registration generally) is devolved to
Scotland and Northern Ireland and separate legislation exists to govern the registration of
births and deaths in those jurisdictions. Legislative competence in respect of civil registration
is not devolved in Wales.

1274 The sections which amend the Births and Deaths Registration Act 1953 and the Registration
Service Act 1953, relating to the form in which registers are to be kept and the provision of
equipment and facilities by local authorities, extend and apply to England and Wales only.

1275 These provisions also give effect to minor and consequential amendments which do not
change the application of the law in Scotland and Northern Ireland, but the extent of some of
the provisions amended extend to Scotland and Northern Ireland.

Data protection

1276 The data protection reservations in relation to Scotland, Wales and Northern Ireland apply
for the data protection provisions in Chapter 1 of Part 5 and provisions in relation to the
Information Commission in Part 6.

Privacy and Electronic Communications

1277 The telecommunications reservations in relation to Scotland, Wales and Northern Ireland
apply to changes to the Privacy and Electronic Communications (EC Directive) Regulations
2003.

Information standards for health and social care

1278 The territorial extent of these provisions is England and Wales only. The legislation applies to
persons involved in marketing, supplying, providing or otherwise making available
information technology, an information technology service or an information processing
service using information technology in so far as it is used or intended for use in connection
with the provision in, or in relation to, England of health care or adult social care.
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Smart meter communication services

1279 The smart meter communication services measure extends to England, Wales and Scotland.
The subject matter of the Act is reserved under the Scottish and Welsh devolution
settlements.

Information to improve public service delivery

1280 The territorial extent and application of these provisions is UK-wide. Like section 35 of the
Digital Economy Act 2017 (DEA 2017), this provision will extend and apply to the UK
(though the powers in Part 5, Chapter 1 of the DEA 2017 have yet to be commenced in
Northern Ireland).

1281 There is no relevant reservation for the power in this provision. The section relates to public
service delivery to businesses which is not solely for reserved purposes but also for devolved
purposes, such as providing devolved public services to businesses. This section alters the
executive competence of the Devolved Administrations by extending the scope of their
regulation-making powers. It does this by widening the conditions with which an objective
must comply in order to meet the definition of an information-sharing “specified objective”
to improve public service delivery under section 35 (9) — (12) of the DEA 2017 by adding
public service delivered to businesses.

Retention of information by providers of internet services

1282 This provision relates to the reserved matter of internet services and, in Scotland, conferring
functions on the Office of Communications.

Information for research about online safety matters

1283 These provisions relate to the reserved matter of internet services.

Retention of biometric data

1284 These provisions relate to the reserved or excepted matters of national security and, to the
relevant extent, counter-terrorism.

Trust Services
1285 The technical standards reservation applies in Wales, Scotland and Northern Ireland.

Powers relating to verification of identity or status

1286 The immigration reservation applies in Wales, Scotland and Northern Ireland.

Creation/requesting of purported intimate images

1287 In respect of the offences themselves, the “listed categories of offences” restriction applies in
Wales. In respect of the amendments to the Sentencing Act 2020, the “sentencing” reservation
applies in Wales. In respect of the amendments to the Armed Forces Act 2006, the “armed
forces” excepted matter applies in Northern Ireland and the defence reservations apply in
Scotland and Wales. In respect of the amendment to the Serious Crime Act 2007, the “listed
categories of offences” restriction applies in Wales, and the amendment extends, but does not
apply, to Northern Ireland.

These Explanatory Notes relate to the Data (Use and Access Act) 2025 which received Royal Assent on
19 June 2025 (c. 18)

161



Annex B - Hansard References
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